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Manufacturing in 2050 will look 
profoundly different to today. The 
products and services we consume, 
how they get made, delivered and 
reused across all sectors will need 
to be delivered by a production 
system or value chain that delivers 
at net zero or better.

Digital technology and its successful 
development and implementation will help 
enable that and also allow us to reimagine 
the future of work within engineering and 
manufacturing. This reimagined value chain 
has to function effectively in disrupted 
times offering resilience in product delivery 
and to the local economies, engaging 
local communities and inspiring the next 
generation to innovate further.  

Over the past six years, the Connected 
Everything Network has engaged with many 
different experts from a range of backgrounds. 
These experts have brought different academic, 
technical and industrial perspectives to some 
of the challenges that we face as we aim 
to increase the extent to which we embed 
digital technologies in the manufacturing life 
cycle, and the impact of those technologies 
on efficiency and productivity. 

The 2050 report has brought together these 
views and framed them across a series 
of themes which take a holistic approach.  
One of the original goals of the Connected 
Everything approach was to bring new 
voices and insights into the debates and 
challenges facing the development and 
implementation of digital manufacturing 
technologies; this report presents the 
outputs of discussions between those new 
voices and perspectives and those with 
extended valuable experience in the reality 
of implementing digital manufacturing 
technologies in a range of sectors 
and settings. 

This report compellingly outlines the 
challenges, the UK strengths and the 
opportunities for the UK in leading during 
this transformation and how we can bring 
together the manufacturing, academic 
and technology strengths to deliver UK 
prosperity that has a global impact. The 
coming together of many across those 
areas to feed into this reports and the 
alignment of ideas is the template for how 
we can accelerate towards that net zero 
manufacturing future.
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Chris Courtney, CEO of the National  
Manufacturing Institute Scotland and UK  
Research and Innovation (UKRI) Challenge  
Director for Made Smarter Innovation

In memory of Nigel Rix, a valued member and mentor of the Connected Everything Network.
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EXECUTIVE SUMMARY
Digital technology is becoming embedded 
throughout manufacturing and society, so 
it has a critical and growing part to play in 
addressing manufacturing challenges and 
delivering a sustainable and resilient future. 
Maximising digital technology’s contribution 
will depend on the decisions we make today, 
and the actions of governments, industry 
and funders. 

Connected Everything is an Engineering and 
Physical Science Research Council (EPSRC) 
funded Network Plus that aims to accelerate multi-
disciplinary collaboration, foster new collaborations 
between industry and academia and tackle 
emerging challenges which will underpin the UK 
academic community’s research in support of 
people, technologies, products and systems for 
digital manufacturing. Connected Everything has 
embarked on horizon scanning activities, undertaken 
in collaboration with industrial partners and policy 
makers, to generate new knowledge on the 
challenges and opportunities for Digital Manufacturing 
practice and policy in 10, 20 and 30 years’ time.

The horizon scanning activity has been focused 
on four cross-cutting themes that emerged from 
consolidation with the digital manufacturing community, 
via surveys and workshops and guidance provided by 
the Connected Everything Executive group. 

Throughout 2021 and early 2022, Connected 
Everything hosted roundtable discussions on each 
theme to share perspectives and research for 
understanding the future of digital manufacturing. 
Participants were also encouraged to recommend 
literature and case studies, which have been 
analysed to support the conclusions drawn from  
this report. The roundtable topics were:

1. Industrial Digital Technologies in 2050: 
Industrial digital technologies (e.g. robotics, 
machine learning, virtual reality) underpin and 
enable digital manufacturing. Emerging industrial 
digital technologies are having far-reaching 
implications for how we produce things, exchange 
information and interact across supply chains and 
with customers. This theme identified both future 
uses of industrial digital technologies (e.g. large-
scale system modelling, sensors to measure key 
variables and reprogrammable production lines) 
and emerging technologies (e.g. nano embedded 

sensors, edge Artificial Intelligence (AI) and 
continuous machine learning) that offer exciting 
opportunities for manufacturers to meet today’s 
and tomorrow’s challenges.    

2. Digitisation and The Manufacturing Workforce 
of the Future: As the adoption of digitisation 
accelerates, the impact on the manufacturing 
workforce is currently uncertain. This theme 
aims to understand the way that this will change 
the fundamental nature of work, and the way 
that we, therefore, design the technology and 
systems which will enable the future workplace 
is key to the delivery of future safe, effective and 
productive workplaces. New opportunities for 
the manufacturing workforce emerged, including 
improving manufacturing transparency, aiding 
decision making, reducing knowledge barriers 
and formation of new manufacturing roles.  

3. Digital Support for Achieving Net Zero 
Manufacturing by 2050: The manufacturing 
and construction sector is the third largest sector 
in terms of carbon emissions.  While there are 
many routes to net zero, digital technologies are 
becoming central to all modern economies and 
understanding how they can help manufacturers 
achieve net zero by 2050 is crucial. Five 
clear methods by which digital manufacturing 
can support the journey towards net zero 
manufacturing were proposed, which included the 
digital-enabled circular economy, design of the 
next generation of sustainable products, data-
driven sustainable decision making, real-time 
data of supply chain emissions and enabling  
new clean energy sources. 

4. Digitally Enabled Manufacturing Resilience: 
Over the past two years, manufacturers have faced 
unprecedented disruption with the combination 
of the UK leaving the European Union, the global 
pandemic and the humanitarian disaster in 
Ukraine, combined with soaring transport, energy 
and raw material costs. This theme explored both 
how digitisation can play a key role in making 
manufacturing systems more resilient (e.g. enable 
agile manufacturing, enable collaborative resilience 
and enable new resource streams) and also 
identified what risks and challenges digitisation 
poses to resilience (e.g. understanding process 
manufacturing vs discrete manufacturing resilience 
requirements, lack of trust in digital manufacturing, 
compliance with regulation, incorrect application of 
digital solutions). 

A particular aim of the roundtables was to identify 
recommendations to improve policy evidence 
gathering, policy analysis and policy-making to 
support addressing the challenges from each theme. 
A total of 27 recommendations emerged from the 
Connected Everything roundtable discussions 
which included: encouraging researchers to quantify 

digital solution impact; supporting the design of 
sustainable products; providing financial incentives 
for manufacturers to decarbonise; and removing 
legislation preventing waste from being used as a 
viable alternative resource. Across the four themes, 
five recommendations emerged strongly and 
consistently and are illustrated in Figure 1.

Figure 1  
Cross-cutting recommendations to improve 
the use of digital manufacturing to meet the 
challenges leading up to 2050

Connect digital technology developers to manufacturers 
Greater support is needed to connect manufacturing businesses with the UK  
innovation community, creating opportunities, increasing productivity and solving 
industry challenges. This will ensure future digital manufacturing research will  
develop solutions that fit manufacturing priorities.

Reduce digital manufacturing knowledge barriers 
Digital manufacturing solutions need to become as simple and intuitive to use as 
installing a new mobile phone app or using a self service checkout. An example of this 
is the no-code revolution that allows anyone to create software through more intuitive 
visual interfaces. This helps put the power to design flexible, scalable, customisable 
applications in the hands of manufacturing experts.

Consolidate digital manufacturing guidance   
Manufacturers seeking digital manufacturing guidance are exposed to many sources 
of, sometimes conflicting, advice about where to start. More signposting to initiatives 
like Made Smarter and Knowledge Transfer Network is needed to help manufacturers 
access the expertise required to implement digital manufacturing solutions.

Support employee wellbeing during transition 
Digitisation may lead to employee anxiety from the uncertainty of future job security and 
demand for reskilling. Communicating clearly and consistently with employees about 
how the opportunities digitisation offers them can help people engage with the digital 
transformation and not be left behind. 

Transparency of value chain data 
To enable many digital manufacturing solutions will require transparency of supply chain 
data (e.g. emissions). Support to improve data sharing and transparency is needed to 
understand the environmental and social impact of manufacturing decisions, to drive 
more sustainable choices.
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1. INTRODUCTION
The manufacturing sector is the economic 
engine of the UK, and its source of 
innovation, wealth and prosperity.

Manufacturing directly accounts 9% of the country’s 
gross domestic product, however, this rises to 15% 
and 23% when considering the indirect (e.g. supply 
chains) and induced (e.g. spending by manufacturing 
employees) respective impacts [1]. Manufacturing is 
no longer just about production, it is a much wider set 
of activities that create value for the UK and benefits 
for wider society. 

Innovation is a key driver of economic growth and 
improvements to living standards, through the 
development of new ideas, products and processes 
and their adoption and diffusion across the economy. 
In the last few years, the economic environment 
in which manufacturers are now operating in has 
dramatically changed. With seismic changes in the 
UK economy’s situation following the UK’s exit from 
the European Union (EU), global pandemic and war 
in Ukraine. This poses risks to innovation by shifting 
resources towards protecting against the uncertainty 

of the immediate future rather than taking on risks 
that may better society and the UK’s growth. The 
manufacturing sector must be forward thinking,  
bold, and innovative if the UK is to remain one  
of the world’s leading manufacturing nations.

The digitisation of manufacturing heralds a 
revolution that has undeniable implications for 
the manufacturing sector and wider society. The 
‘digitisation of manufacturing’ is also commonly 
termed the ‘fourth industrial revolution’. It refers to 
the use of digital technologies, data and applications 
to deliver advancements in manufacturing-related 
operations (including the broader value chain of 
manufacturing activities), to enhance the performance 
of manufactured products (and related services) in 
both established and emerging sectors. These digital 
technologies each bring significant new capabilities, 
but their real potential lies in their convergence and 
connectivity, with innovative firms identifying new 
business models and new ways to disrupt established 
ways of working. Such extensive and potential 
disruption requires industry and governments to  
plan and prepare for radical change.

As digital technology advances, the 
manufacturing sector must adapt and 
respond to a great number of drivers 
and barriers. Connected Everything is 
an Engineering and Physical Science 
Research Council (EPSRC) funded Network 
Plus that aims to accelerate digitisation 
of the UK’s manufacturing sector. This 
network supports multi-disciplinary 
collaboration, foster new collaborations 
between industry and academia and tackle 
emerging challenges which will underpin 
the UK academic community’s research in 
support of people, technologies, products 
and systems for digital manufacturing. 
Connected Everything focuses our research 
through multidisciplinary thematic areas 
(Figure 1.1) that which bring together 
different disciplines to develop collaborative 
working practices and encourage 
discussion and information sharing resulting 
in improved insight into the challenges 
associated with industrial systems in a 
digital age.

Connected Everything activities aim to 
have specific influence on policy and society 
more generally through understanding 
the specific opportunities for UK industry 
and academia within a rapidly changing 
international landscape. For example, 
Connected Everything played a leading 
role in informing the research challenges 
incorporated into the ‘Made Smarter’ Wave 
3 bid to the Industrial Strategy Challenge 
Fund. Manufacturing in 2050 will look very 
different from today, and will be virtually 
unrecognisable from that of 30 years ago. 
Connected Everything has embarked on 
horizon scanning activities, undertaken in 
collaboration with industrial partners and 
policy makers, to generate new knowledge 
on the challenges and opportunities for 
Digital Manufacturing practice and policy 
in 10, 20 and 30 years’ time. This report 
presents the outputs from this horizon 
scanning study, which will help industry 
identify suitable collaboration partners 
for future research, and determine 
opportunities for investment in 
new technologies.
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2. METHODOLOGY
This study follows the UK government 
foresight methodology that takes big, 
cross-cutting themes, summarises the 
evidence, and explores future possibilities.

Cross-cutting themes are additional areas that 
intersect with the main project (i.e. what will 
manufacturing look like in 2050?) and can be easily 
integrated into the project without losing focus of 
the main goal. Responses from a survey sent to 
Connected Everything’s 500+ members were used 
to identify a shortlist of cross-cutting themes that 
will remain of critical importance to manufacturers 
over the next 30 years. The Connected Everything 
Executive Group then reviewed and oversaw 
the formulation of the final cross cutting themes 
for investigation. The Connected Everything 
Executive Group membership is drawn from a wide 
range of institutions and disciplines and includes 
representatives from UKRI, Catapults, other invested 
initiatives (e.g. ISCF Made Smarter Challenge, Brunel 
Challenge). Four cross-cutting themes were identified 
to explore within this study:

1. Industrial Digital Technologies in 2050: 
Industrial digital technologies (e.g. robotics, 
machine learning, virtual reality) underpin 
and enable digital manufacturing. Emerging 
industrial digital technologies are having far-
reaching implications for how we produce things, 
exchange information and interact across supply 
chains and with customers. 

2. Digitisation and The Manufacturing Workforce 
of the Future: As the adoption of digitisation 
accelerates, the impact on the manufacturing 
workforce is currently uncertain. This theme 
aims to understand the way that this will change 
the fundamental nature of work, and the way 
that we, therefore, design the technology and 
systems which will enable the future workplace 
is key to the delivery of future safe, effective and 
productive workplaces. 

3. Digital Support for Achieving Net Zero 
Manufacturing by 2050: The manufacturing 
and construction sector is the third largest sector 
in terms of carbon emissions. While there are 
many routes to net zero, digital technologies are 
becoming central to all modern economies and 
understanding how they can help manufacturers 
achieve net zero by 2050 is crucial. 

4. Digitally Enabled Manufacturing Resilience: 
Over the past two years, manufacturers have faced 
unprecedented disruption with the combination 
of the UK leaving the European Union, the global 
pandemic and the humanitarian disaster in 
Ukraine, combined with soaring transport, energy 
and raw material costs. This theme explored both 
how digitisation can play a key role in making 
manufacturing systems more resilient.  

The study utilised three key methods as part of a 
framework for evidence gathering and analysis. 
Firstly a review of grey literature (e.g. reports, policy 
literature, working papers, newsletters, government 
documents, white papers) to understand digital 
manufacturing research emerging outside of 
traditional publishing channels. Secondly, an engaged 
scholarship approach to obtain the advice and 
perspectives of key stakeholders (in this case leaders 
from academia, industry and policy) to understand 
and solve a real-world problem. Lastly, case studies 
to understand current and future applications of 
digital manufacturing within the context of the four 
cross-cutting themes. 

The advice and perspectives from stakeholders 
were acquired through several methods including: 
workshops at manufacturing conferences (e.g. Digital 
Manufacturing Week 2020, UK), survey, consolidation 
with Connected Everything Executive Group and a 
series of roundtables. The roundtables were chaired 
by Connected Everything investigators and invited 
leaders from academia, industry and policy to share 
their thoughts and experiences relevant to the purpose 
of this study. Four roundtables took place between May 
2021 and January 2022. Each roundtable table address 
one of the cross cutting themes and conversations were 
focused around a set of predefined topic points, agreed 
by the roundtable chair, and shared with the attendees 
in advance of the roundtable. The roundtables are 
summarised in Table 2.1. 

A mural board for each topic area was created and 
used to collect data from the discussion. Connected 
Everything team members also recorded minutes of 
the discussion. Qualitative analysis of the data was 
then performed to draw out common themes within 
comments made by the roundtable participants. The 
findings were then shared with roundtable attendees 
and Connected Everything Executive Group who 
reviewed and validated the conclusions drawn. In 
addition, the results were presented and feedback 
provided during a workshop at the Connected 
Everything Annual Conference 2022, Liverpool, UK.

Table 2.1  
Overview of roundtables 
topic explored

Roundtable Chair No. attending Topics explored

Digital support 
for achieving 
net zero 
manufacturing 
by 2050 

Fiona 
Charnley, 

15 • Drivers and barriers for achieving 
net zero

• Digital support for achieving net zero
• Recommendations for policy, 

initiatives and support to achieve  
net zero

• Vision for 2050 net zero 
manufacturing 

Future 
workforce

Sarah 
Sharples

13 • Workforce challenges
• Digitally related workforce challenges
• Digital solutions 

Industrial 
digital 
technologies 

Nik 
Watson

10 • Current and future manufacturing 
challenges

• Current and future uses of IDTs
• Emerging IDTs
• Recommendations for policy, 

initiatives and support to increase 
use of IDTs

Digitally 
enabled 
manufacturing 
resilience

Fiona 
Charnley

15 • Drivers and barriers for achieving 
resilience

• Digital support for resilience
• Recommendations for policy, 

initiatives and support to achieve  
net zero

• Risks to resilience from digital
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3.1. BACKGROUND
Digital manufacturing technologies link 
systems and processes across all areas 
of production to create an integrated 
approach to manufacturing, from design  
to production and through to the servicing  
of products in use.

The underlying technologies that enable digital 
manufacturing, or Industry 4.0, are commonly 
referred to as Industrial Digital Technologies (IDTs). 
These include robotics; automation; additive layer 
manufacturing; artificial intelligence and analytics; 
simulation; augmented and virtual reality and cloud-
based platforms, as well as, emerging technologies 
like cobotics; human machine interaction and 
extended reality. The benefits of applying IDTs have 
been widely reported in [2–8] (Figure 3.1), with 
the most commonly referred to benefits including: 
reduced cost; environmental impact; and improved 

productivity. The Made Smarter Review, undertaken 
in 2017, estimated that the positive impact of faster 
innovation and implementation of IDTs could equate 
to as much as £455 billion for UK manufacturing over 
the next decade [3]. This could lead to a 1.5 to 3 
percent increase in the growth of the manufacturing 
sector and a net gain of 175,000 jobs throughout the 
economy [3].The benefits of IDTs are not limited to 
manufacturing; for example, IDTs provide consumers 
greater transparency regarding the goods they 
purchase, introduce new methods of interaction with 
the built environment and support the wider digital 
economy. Furthermore, provided the implementation 
of IDTs within manufacturing and the wider society 
has been carefully considered (e.g. effect on 
emissions, workforce wellbeing)  they may be a key 
part of the solution for many of the present problems 
facing manufacturers and society including climate 
change [9], water scarcity [10],  food security [11] 
and health inequality [12].

Figure 3.1  
Industrial digital technologies 
benefits extracted from [2–8]

Despite being a leader in the development 
of IDTs, the UK has not always been the 
first at adopting them. For example, while 
the UK is ranked 5th for digital content 
generation (e.g. AI scientific publications, 
mobile app development) the UK drops 
to 16th place for Future Technologies (e.g. 
adoption of emerging technologies and 
investment in emerging technologies) [13]. 
This may be due to the diversity of the UK 
manufacturing sector and the large number 
of small and medium sized enterprises 
(SMEs) that make up the UK industrial 
system. Make UK reports that, while larger 
UK manufacturers are leading technology 
adoption and innovation, SMEs are still 
not adopting IDTs at speed even though 
they acknowledge the benefits of doing 
so [14]. Initiatives like Made Smarter and 
the High Value Manufacturing Catapult 
exist in the UK to support manufacturers 
on their digitisation journey and appear to 
be making an impact in overcoming the 
barriers to adoption of IDTs. For example, 
a 2020 survey of British manufacturing 
companies said they had taken significant 

steps in adopting IDTs with some 80% 
confident that IDTs will be a reality in their 
businesses by 2025 [14]. 

If we are to succeed at increasing the 
adoption of IDTs by manufacturers, we 
have to ensure that the IDTs developed 
successfully address the future needs 
and requirements of the manufacturing 
sector. Therefore, the Industrial Digital 
Technologies in 2050 theme aims 
to investigate: 

• What are the current and future 
manufacturing challenges?

• What new the methods for using IDTs 
to improve manufacturing productivity 
and sustainability? 

• What are the emerging IDTs 
that offer exciting opportunities 
for manufacturers?

• What support and incentives are 
needed to speed up IDTs development 
and adoption?

Environmental impact

Reduced cost

Improved productivity

New business model Regional economic disparity

Transformation of business

Delivery lead time

Resources supply disruption
Optimised supply chain

Better customer engagement

New value stream

Higher employees satisfaction

Quality of products

Supplies chain performance

Value chain optimisation

Vibrant technology market

Higher paid jobs

Better quality products

Reduce material loss
Address global challenges

Resources efficiency

Greater flexibility
Trustworthy technology

Competitive advantage

International competitiveness

Fewer materials

UK productivity
Less energy

Time reduction

Efficiency gains

Skilled jobs

Skilled jobs

Operational flexibility

14 15



Internal Challenges External Challenges Digitisation Challenges

Monitoring emissions 
across the value 
chain

Switching to 
sustainable energy 
sources

Modelling complex 
processes

Knowledge, skills 
and digital culture 
gap

Supply chain 
disruptions Human-in-the-loop

Zero waste 
manufacturing

Need for fast paced 
adaptive policy

Unintended 
consequences from 
digitisation

Reduce demand for 
consumer goods Transparent processes

Big data

Storing and using 
customer data

3.2. MANUFACTURING 
CHALLENGES
The first step in designing IDT solutions is to 
understand what challenges manufacturers are 
facing now and what they will face in the future. 
Previous studies [15,16] have found that the biggest 
manufacturing challenges include:  

1. Delivering the net zero/sustainability agenda

2. Supply chain disruption

3. Manufacturing workforce skills gap

4. Use of data

5. Improving productivity 

During the ‘Industrial Digital Technologies in 2050’ 
Connected Everything roundtable, participants 
were asked to think beyond the regularly reported 
manufacturing challenges to identify challenges 

leading up to 2050. Thirteen manufacturing 
challenges emerged from the discussion. Six of 
these referred to challenges facing the manufacturing 
sector now and seven were challenges the 
roundtable participants expected to emerge in the 
lead up to 2050. As shown in Figure 3.2, these 
challenges fall into three categories:

• Internal challenges: Obstacles within the 
manufacturing business that are inhibiting growth, 
development of the business and/or compliance 
with regulations.  

• External challenges: Outside actions, policy and/
or events that may affect the manufacturing 
system and business readiness. 

• Digitisation challenges: Obstacles encountered 
when trying to digitalise manufacturing processes 
or from the result of digital manufacturing

Figure 3.2 
Manufacturing challenges identified during the 
Connected Everything roundtable discussion

Legend

 Current challenges

 Future Challenges

3.2.1. INTERNAL CHALLENGES 
Monitoring emissions across 
the value chain 

Manufacturers are under increasing pressure from 
consumers, investors and governments to reduce 
their emissions to limit the environmental impact 
of their products and processes. Before starting 
any decarbonisation efforts, manufacturers need 
to understand where emissions occur throughout 
the value chain, so they are able to benchmark 
decarbonisation efforts and identify the main 
contributors towards a product’s emissions footprint. 
A product’s emissions footprint can be calculated by 
way of life cycle analysis, which is a method used 
to evaluate the environmental impact of a product 
throughout its life cycle encompassing extraction 
and processing of the raw materials, manufacturing, 
distribution, use, recycling and final disposal. The 
availability of emissions data across the value chain 
is a major bottleneck for the widespread application 
of life cycle analysis. There are third-party databases 
that can assist manufacturers to estimate emissions 
from outside their organisation, however, these 
secondary data sources tend to be less specific 
and highly aggregated. In addition, secondary data 
also tends to be time consuming to collect. Instead, 
manufacturers are asking for the tools to directly 
measure and monitor emissions data throughout 
the value chain, though, this presents trust-related 
and technical barriers related to data sharing, as 
summarised in Table 3.1.

Knowledge, skills and digital culture gap
The introduction of digital technologies to manufacturing 
has accelerated the pace of change and has brought 
unprecedented demands for manufacturing leaders. In 
addition, recent global events (e.g. demand for net zero, 
global pandemic, supply chain disruptions, increased 
customer and regulatory scrutiny) is changing the 
view of what manufacturers require and want digital 
manufacturing to deliver on. Failure to understand 
how to implement IDT solutions within a business and 
manage associated risks can result in severe financial 
penalties and damage a brand’s reputation. Equally 
harmful is the failure of leadership to innovate and adopt 
IDTs; leading to a significant competitive disadvantage.  
Make UK found that a lack of willingness from 
management culture to change was a top-five barrier 
to digital transformation [14]. Organisations with a 
strong digital culture use digital tools and data-powered 
insights to drive decisions and customer-centricity while 
innovating and collaborating across the organisation. 
However, this also relies on having a digitally skilled 
workforce. Digital skills are evolving with technological 
advancements and the fast pace of change makes it 
challenging for manufacturing leaders to identify what 
skills are required within their workforce. Educational 
institutions will have to evolve to ensure workforce 
upskilling is able to keep pace. This requires providing 
a post-18 education system that is efficient and flexible 
to give workers the opportunity to study, train, retrain 
and upskill throughout their lives. From 2025, the 
UK Government will be introducing a Lifelong Loan 
Entitlement scheme, which is a stackable, accredited 
short courses to facilitate upskilling of the existing 
workforce as and when needed [18].

Trust-related 
barriers

Fear of unintentionally giving away valuable or sensitive data about the business 
Fear of losing negotiation power or a competitive advantage
Lack of visibility into data usage and analysis once shared

Technical barriers

Risk of data breaches and losses
Accessibility and interoperability issues that arise from combining data
Different digital maturity levels among participants in the same solution
Costs of switching technologies (or fear of technological lock-in)

Table 3.1  
Trust-related and technical barriers to data 
sharing (taken from [17])
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Zero waste manufacturing
Zero waste manufacturing is a concept to support 
countries’ and manufacturers’ transition to a circular 
economy by developing manufacturing technologies 
and systems that eliminate waste across entire 
value chains to the fullest extent possible through 
reuse, recycling and valorisation [19]. The concept 
challenges traditional assumptions that waste is 
unavoidable and has no value, by viewing waste as 
an ‘underutilised resource’ to be recovered. In 2050, 
emerging research suggests the concept of ‘circular 
of design’ will be predominant, where products and 
processes are designed to “design out waste and 
pollution” [20]. Looking forward, IoT platforms that 
enable product tracking throughout supply chains 
can provide a basis to incentives zero waste 
by rewarding sustainable product designs, 
utilisation and management along supply 
chains and across use cycles. 

In assessing progress towards net zero 
manufacturing, data from the Office of National 
Statistics reveal that UK manufacturers have been 
able to reduce industrial waste from the 2012 peak, 
while still increasing industrial output (Figure 3.3). 
However, this is only one part of the manufacturers’ 
zero waste challenge. Manufacturers produce 
the products we rely on every day and have an 
increasing responsibility, referred to as Extended 
Producer Responsibility (ERP), for all aspects of the 
products that they produce (including packaging) at 
all phases of the product lifecycle, including post-
use. The environmental policy, which is already 
mandatory in France and Germany and will be shortly 
introduced within the UK, places the responsibility for 
waste disposal into manufacturers’ hands, focusing 
on encouraging the design of new products that are 
easier to reuse, repair and recycle.

Figure 3.3 
UK Industrial waste plotted compared to UK industrial output, 
data from the Office of National Statistics [21,22] 

3.2.2. EXTERNAL CHALLENGES
Switching to sustainable energy sources
Processing raw materials into products is one of the 
costliest and most energy-intensive activities within 
manufacturing. The energy intensity of manufacturing 
is greater than that of the economy as a whole. For 
while gross value added in manufacturing was 9% 
of GDP in 2021, accounting for 16% of final energy 
demand [23]. The good news is that renewables 
are increasingly becoming a more viable source 
for electricity generation. Renewable energy is 
now cheaper than fossil fuels which have risen to 
record prices in 2022 since the Russian invasion of 
Ukraine. While onshore and offshore wind and solar 
power all now command about £40 per megawatt, 
gas fired power generation costs about £140 per 
megawatt hour [24]. However, there are challenges 
for manufacturers aiming to utilise renewable 
energy. Variability is a key challenge for many 
renewable energy systems, such as wind and solar. 
Technological developments are urgently needed to 
scale up tidal, geothermal and wave power which  
can produce energy more consistently. 

In addition, manufacturing processes are heavily 
reliant on natural gas for thermal energy.  Hydrogen 
is a prime contender to replace natural gas, as the 
combustion of hydrogen only releases heat and 
water. Systems that are designed for natural gas 
cannot simply switch over to hydrogen without 
modification, as the properties of the two gases (e.g. 
calorific value, combustion temperature) differ too 
much. Trials undertaken at the NSG Pilkington St 
Helens facility (a glass manufacturing company), 
demonstrated how natural gas, normally used in the 
manufacturing process, can be completely replaced 
with hydrogen [25]. Widespread use of hydrogen 
is currently limited because there are almost 
no abundant natural sources of pure hydrogen, 
which means that it has to be manufactured [26]. 
Hydrogen can be produced through electrolysis, 
where electricity is used to split water into hydrogen 
and oxygen. Gas from this process is often referred 
to as ‘green hydrogen’ or zero carbon hydrogen 
when the electricity comes from renewable sources. 
The UK Hydrogen Strategy outlines at ambition to 
generate 5GW of low carbon hydrogen production 
capacity by 2030 [26]. The reliance of renewable 
energy to generate green hydrogen, which currently 
only accounts for around 40% of the UK energy 
mix, means a whole-system approach is required to 
developing the hydrogen economy. Looking forward 
to 2050, emerging research has identified the 
biomass and organic solid waste’s conversion 

to hydrogen as a promising approach to a zero 
carbon hydrogen economy [27]. These conversion 
routes have the advantages of low temperature, 
pressure and relatively lower energy input, but are 
still at early stages of development. While costly to 
make the switch away from fossil fuel energy, moving 
manufacturing and other industries to renewables will 
provide energy stability and security over the long term.

Supply chains disruptions
UK manufacturing is reliant on extensive international 
supply chains meaning that the components of 
many manufactured goods are imported. The recent 
pandemic and geopolitical events demonstrated the 
fragility of global supply chains, causing shortages 
of everyday products from computer chips to 
toilet paper. Future pandemics, Brexit, resource 
depletion, lost workforce, economic uncertainty, 
global conflicts, trade wars and climate change 
means our manufacturing processes will be subject 
to a greater number and frequency of unexpected 
disruptions. As the frequency and magnitude of 
disruptions increases, applying ad hoc remedies 
to restore predictability to a system is becoming 
more difficult and unsustainable. Furthermore, 
climate breakdown and social exclusion require may 
require manufacturers to reinvent the fundamental 
systems we depend upon, a task which requires 
innovation, coherence and long-term thinking. There 
are emerging pledges and regional commitments to 
address supply chain issues such as the Fab City 
pledge, aiming to “produce locally” by leveraging  
he benefits of digital technologies and localised 
circular economies [28]. 

Need for fast paced adaptive policy
New products (across a broad spectrum of 
industrial sectors) will exploit several levels of 
technology integration and highly collaborative 
product development. For this to be effective 
requires significantly reduced quality assurance and 
certification timescales, as well as a more continuous 
process that carries on throughout the product 
life, though, this significantly challenges existing 
regulatory processes. Key to fast paced adaptive 
policy will be the creation of new assurance methods 
that not only exploit new technologies but also use 
more probabilistic methodologies than currently.

Current approaches to analysis and policy are 
heavily based on the Western scientific tradition of 
reductionism, where we separate complex realities 
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into specialised disciplines, fields of research, 
agencies and ministries, each focused on a part of 
the overall truth. Systems thinking, in contrast offers 
a more-integrated perspective and a number of 
proven concepts, tools and methods to improve 
our understanding of the complex systemic issues 
which threaten the future. Thus, systems thinking 
can improve the prospects for successful policy 
outcomes and is more solutions-oriented approach, 
fostering transdisciplinary. 

Reduce demand for consumer goods
The United Nation Sustainable Development Goal 
12 aims to promote responsible consumption and 
production [29]. Currently worldwide consumption 
and production rest on the use of the natural 
environment and resources in a way that continues 
to have destructive impacts on the planet. Should 
the global population reach 9.6 billion by 2050, the 
equivalent of almost three planets could be required 
to provide the natural resources needed to sustain 
current lifestyles [30]. While part of the solution 

involves reducing waste, designing circular products 
and replacing critical raw materials with sustainable 
alternatives, consumption of manufactured goods 
may also have to be reduced. Recently, concepts 
such as the sharing economy or the collaborative 
economy, have emerged that are the idea of socio-
economic systems built around the sharing of 
resources. One such example is carpooling, where 
vehicle owners and other users share the costs 
related to using vehicles. Another example is clothes 
swapping, wherein participants exchange their 
valued but no longer used clothing for clothing they 
will use. While both these examples help reduce 
the environmental impact of the automobile and 
textile industries, they also reduce demand for the 
sector’s respective products. Businesses that rely 
on customers who buy something rather than share 
it face a threat from businesses in the collaborative/
sharing economy. Though the impact of reducing 
demand for manufactured products can be reduced if 
manufacturers switch to a product-as-a-service model.

3.2.3. DIGITISATION CHALLENGES
Modelling complex processes
Key to digital manufacturing is the enhanced 
collection and use of data, which through data 
mining and modelling can enable evidence-based 
decision-making. Modelling of many physiochemical 
systems requires detailed scientific knowledge of 
the system, which is not always feasible for complex 
processes. Machine learning is a tool which can 
support data-based modelling of manufacturing 
processes that focuses on the development of 
algorithms and models that can access data and 
use it to learn for themselves. However, there are 
dangers from using machine learning methods to 
model complex processes (e.g. weak/misleading 
data, system variability not represented in the 
data, incorrect understanding of machine learning 
principals) and if not addressed such approaches 
can produce scientifically inconsistent results and 
harm trust in machine learning based models. 
Therefore, it is important to integrate science-
based knowledge and data-based knowledge for 
an accurate and scientifically consistent prediction, 
which is sometimes referred to as science-guided 
machine learning. However, a lack of fundamental 
understanding of the manufacturing system and 
data regarding the sustainability and environmental 
impact of the manufacturing process and upstream/
downstream processes, can hinder this approach. 

Misleading human–in-the-loop
Despite the rise in automation, future manufacturing 
systems will initially still require humans in the loop 
to provide a supervisory level mediation for even the 
most autonomous production scenarios [31]. Human-
in–the-loop refers to a model that requires human 
interaction either to make human decisions more 
efficient and accurate, to make machine learning 
models more accurate, when the risk of prediction 
error is too high, or when the training data is rare 
or not available. The challenge of human-in-the-
loop lies in identifying when to trust the human over 
the model and vice versa. If the model predictions 
reveal that operators who do not understand the 
fundamental process have previously operated the 
systems inefficiently, we need to avoid capturing the 
experience of these within the model. 

Unintended consequences 
from digitisation
When implemented correctly, digital transformation 
provides an opportunity for manufacturers to 
fundamentally change the way their systems operate. 
However, disruptive digital innovations can create 
negative externalities and unintended consequences 
for people, communities, industries and economies. 
For example, offshore windfarm installations are 

adversely impacting the quality of data obtained from 
the long-range primary surveillance radars (PSR) 
which are the backbone of the UK’s Air Defence 
(AD) detection capability [32]. Manufacturers 
generally make offshore wind turbines out of steel. 
The material’s reflectivity properties create “blade 
flashes,” which produce false images on a radar’s 
monitoring screens. Rotating turbine blades also 
interfere with radar systems, as the blades produce 
a vortex that shortens soundwaves through 
the Doppler effect. Technology companies are 
increasingly relying in other branches of research 
(e.g. social sciences and humanities) to better 
understand impacts on people, modes of working, 
or broader community/society [33].

Transparent processes
As machine learning and AI models become 
embedded in decision-making processes, there has 
been discussions in research and policy communities 
about the extent to which individuals developing 
these models, or subject to a machine learning-
enabled decision, are able to understand how the 
resulting decision-making system works [34]. Some 
of today’s models are able to produce highly accurate 
results but are also highly complex. Models which 
produce useful information without revealing any 
information about their workings are known as black 
box models. These ‘black box’ models can be too 
complicated for even expert users to fully understand. 
As these systems are deployed at scale, researchers 
and policymakers are questioning whether accuracy 
at a specific task outweighs other criteria (e.g. 
knowledge of a systems workings) that are important 
in decision-making systems.

Big data 
An impact from the digitisation of manufacturing is the 
increasing volume of manufacturing data available. 
Correctly utilised new data sources are providing 
insights that are driving productivity and sustainability 
increases. However, there are challenges associated 
with handling and interpreting the overwhelming 
data volumes and varieties. The challenges from 
big data will grow as the manufacturing data 
generation rate increases with further adoption of 
IDTs by manufacturers. Moreover, there are growing 
environmental concerns associated with the storage 
of increasing volumes of data. Data centres alone 
are predicted to produce 1.9 gigatonnes, or 3.2% of 
the global total, of carbon emissions by 2025 [35]. 
The assumption that digitisation collected means 
automatic productivity improvements and emission 
reductions is a fallacy. For example, process 
manufacturing already collects a large amount of 
data from process control systems, but it is not fully 
utilised, often only used for emergency after the event 

analysis [36]. Moving forward the emphasis may 
shift from increasing data quantity to focusing on 
data quality.

Managing and creating value from 
customer data
Exploiting customer data to create personalised 
products may give manufacturers a competitive 
advantage over their rivals. Indeed, research from 
Deloitte shows that some customers are prepared 
up to spend 20% extra for personalised products 
or services [37]. As demand grows for personalised 
products, how can manufacturers design and build 
an increasing range of products that add value to 
the consumer? Furthermore, with the introduction of 
General Data Protection Regulation (GDRP), greater 
scrutiny is being given to how manufacturers collect, 
store, use and share consumers’ data [38]. A 2019 
survey conducted by Cisco revealed a new group 
of consumers, who care about privacy, are willing 
to act and have done so by switching companies 
or providers over data or data-sharing policies. In 
the future manufacturers may have to balance an 
increasing demand for personalised products with 
less access to consumer data.
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3.3. FUTURE USES OF 
INDUSTRIAL DIGITAL 
TECHNOLOGIES 
Industrial digital technologies are currently 
used in a variety of applications to 
improve manufacturing economic and 
environmental sustainability from the 
automation of production lines to using 
additive manufacturing technology in the 
development of drug delivery systems.

The Connected Everything roundtable highlighted 
five future uses of IDTs that the participants believe 
will be important in addressing future manufacturing 
challenges (Figure 3.4).

Figure 3.4 
Future applications of industrial digital technologies 

Large scale systems modelling 
The adoption of digital technologies in manufacturing 
has enabled a wide range of new solutions for the 
historical evaluation and control of manufacturing 
systems. For enterprises to remain competitive, 
analysing manufacturing activities and designing 
systems to address emergent needs, in a timely 
and efficient manner, is understood to be crucial. 
However, existing analysis and modelling approaches 
adopt a narrow focus on either managerial or 
engineering aspects and neglect to consider the 
wider manufacturing ecosystems. Instead, digital 
technologies could enable a whole system approach 
to address wider economic, social and environmental 
manufacturing challenges. For example, the Royal 
Society outline how a digital twin scaled across 
sectors and to a global level could be developed 
to create a control loop for the planet to address 
the net zero [39]. This would work through creating 
digital twins deployed on a local level (individual 
manufacturing processes) that will be fed into 
whole-system modelling, helping to identify new 
optimisation opportunities. Importantly, system-wide 
control loops would bring a greater understanding of 
the implications of new practices deployed on a very 
large scale.

Case Study 1: Virtual Production 
at Umlaut
Project Partners: Umlaut (Part of Accenture)

Background 
Many companies face outdated, only partially 
digitized lifecycle processes with limited 
visualisation options. Missing data, no updating of 
data sets, a lack of links between interdependent 
processes, and even missing knowledge transfer 
of process partners increase the challenge of 
keeping up with the competition.

Outcomes 
Cost savings, quality improvement, enhanced 
transparency by digital visualisation of process-
chains, reduction of learning-curves, enhanced 
training solutions, collaborative planning platform 
for all stakeholders, process-flow optimisation, 
better decision-making through VR/AR 
representations of the product and its lifecycle, and 
hyper-realistic visualisation enables significantly 
more effective and impressive marketing.

Digital Manufacturing Application 
Umlaut has created a digital twin based on hyper-
realistic visualisation. Digital twinning and hyper-
realistic visualisation are a powerful combination 
for industrial companies. Going beyond existing 
visualisation methods like CAD programs and 
integrating multi-layer data enables a wide 
range of stakeholders to test, check, improve, 
and optimise their processes. By digitising the 
whole process from concept via engineering 
to manufacturing & aftersales, each step gets 
more efficient and business more reliable. At the 
same time, wrong decisions are detected early, 
planning flaws are reduced, and costs are saved.

Sensors to measure key variables
The advances of two industrial digital technologies, 
sensors and machine learning, present manufacturers 
with affordable methods to collect and analyse 
manufacturing data and enable enhanced, evidence-
based decision making. These technologies will 
enable manufacturers to reduce their environmental 
impact by making processes more flexible and 
efficient in terms of how they manage their resources. 
The expected rise in the industrial deployment 
of sensors is driven by several factors; they are 
considerably cheaper than other IDTs (e.g. robots) 
and can often be retrofitted onto existing equipment 
reducing disruption to existing manufacturing 
processes. Historically, the main sensors that are 
used in manufacturing processes monitor simple 
properties such as temperature, pressure, flow 
rate and fill level. Although these are essential for 
process monitoring and control, more advanced 
sensing technologies are required to provide detailed 
information on manufacturing processes and key 
material properties. While many simple sensors 
exist, such as those for temperature and pressure 
measurements, there is a shortage of solutions for 
cost-effective, advanced technologies which can 
provide actionable information on the properties of 
materials streams (e.g. feedstocks, products and 
waste) and the manufacturing processes. Data 
mining and machine learning techniques may be 

used to analyse sensor measurements and generate 
actionable information. Increasingly the combination 
of low-cost digital sensors and machine learning to 
create ‘intelligent’ sensors will be used to predict 
key variables and provide a greater real-time 
understanding of manufacturing processes. 

Simple and explainable AI
Deep learning is a type of machine learning based 
on artificial neural networks in which multiple layers 
of processing are used to extract progressively 
higher-level features from data. Due to deep learning 
models’ ability to often outperform traditional machine 
learning methods, in terms of prediction accuracy 
and feature extraction, it has been the focus of recent 
machine learning research (Figure 3.5).
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According to McKinsey, deep learning models 
have the potential to create between $1-2  
trillion annually in supply-chain management 
and manufacturing [40]. 

However, the data requirements for deep learning are 
substantially greater than for other machine learning 
models. Most current manufacturing machine learning 
models are trained through “supervised learning”, 
which requires data to be labelled to determine its 
class for classification models or value for regression 
models. Often labelling is completed by humans, 
which can be extremely costly in terms of time and 
disruptions to production processes. Labelling of data 
is one of the primary challenges with utilising machine 
learning methods within production environments. 
The data requirements mean that despite the higher 
accuracy of these deep learning models, they are 
often out of reach for many manufacturers and 
organisations. Therefore, more focus should be given 
to developing techniques to effectively manage and 
understand the uncertainty from fewer data-intensive 
machine learning models, which are suitable to meet 
many of the industry needs and are the best option 
to speed up the deployment of machine learning 
across manufacturing. Ultimately, the value of models 
is not to be found in the models themselves, but in 
manufacturers’ abilities to harness them [41]. 

Mass personalisation
Over the last decades, consumers have had 
increasing opportunities to customise their products 
and services, for instance, mobile phones and 
vehicles. In the future, individualised customisation, 
or personalisation, will become more prevalent in 
other sectors of manufacturing, as manufacturers 
continue to personalise everyday products from 
pharmaceuticals to specialised foods. This level of 
personalisation has been hard to achieve at scale, 
however, digital technologies are changing this. For 
example, while online configuration has existed for 
years, consumer choice has been limited to selecting 
between a few configuration options (e.g. giving users 
opportunities to choose different vehicle colours, 
seats and accessories or frozen yoghurt with custom 
topping choice). Advances in product visualisation 
and increased speed and adaptiveness of configured 
software have made customisation easier and more 
engaging for consumers [42]. Further advancements 
in digital manufacturing technologies will enable 
more profound changes in the product architecture, 
thus more products will be the subject of mass 
personalisation and personalisation will get more 
affordable. The manufacturing automation envisioned 
via smart factories must be supported by design 
automation to truly enable personalisation with mass 
efficiency. In the future, mass personalisation will help 
manufacturers increase economic and environmental 
sustainability by allowing them to gain a competitive 
advantage and reducing waste through 
on-demand production. 

Case Study 2: Factory of the Future
Project Partners: Siemens

Background 
The Siemens’ Congleton manufactures industrial 
drives for applications such as airport conveyor 
systems and they export 98% of the products 
they make to 78 different countries worldwide.  
One of the major challenges facing the Siemens 
is the rapidly changing demands of their 
customers. In recent years, the market has set 
expectations of mass customisation, requiring 
individually tailored solutions.

Digital Manufacturing Application 
Siemens has embarked on ‘virtualisation’ of the 
Congleton site, creating a live digital replica of 
their facilities to better optimise its layout and 
understand its performance. The Visionary 
Render solution enables Siemens Congleton 
to have at their fingertips a realistic 1:1 scale 

virtual model of their evolving new products, 
manufacturing work cells and even their 
complete production environment. This enables 
all stakeholders to experience a virtual version 
of products as they are being developed, or 
all or part of the current or proposed future, 
production facility. Having this enterprise 
platform available as part of the digitisation 
of the Congleton factory enables teams to 
collaborate together more effectively and 
communicate clearly using a common 
visual language.

Outcomes 
Factory of the Future’ and lean methods 
incorporating immersive visualisation has resulted 
in £300,000 savings in just one plant optimisation 
case, halved product time to market, £16,000 
saving per cell, or nearly £100,000 annually, 
reduction in work cell lead time from 13 to 9 
weeks, reduction from an average of 50 issues 
down to 9, per new work cell.

Figure 3.5 
Deep learning vs machine learning research output [data from Scopus database 2022]

Reprogrammable production lines
Demand for mass personalisation and interruptions 
to global supply lines means production lines must 
become adaptable to respond quickly to changing 
customer and market demands. Robotics has helped 
automate manufacturing production lines being used 
for (1) material handling, (2) processing operations 
and (3) assembly and inspection. Conventional 
robotics automation tends to be fixed and specifically 
designed to manufacture a single or limited number 
of products in large volumes. However, this does 
not support future manufacturing demands. Whilst 
physical reconfiguration (i.e., the positioning of robots 
and process systems) is relatively easy to achieve, 
the major barrier is the need for time consuming 
and costly reprogramming to support each change. 
Research is supporting a more holistic view of 
the reconfiguration process and developing new 
algorithms that can automatically generate program 
and configuration data from CAD and process data, 
eliminating the need for significant human input 
[43]. Furthermore, future systems will also consider 
safety and how to automatically configure the safety 
system so that it is safe and legally compliant but also 
implement a flexible framework that allows the active 
intervention of human operators.
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3.4. EMERGING INDUSTRIAL 
DIGITAL TECHNOLOGIES 
AND TRENDS
The 10th-anniversary edition of the World Economic 
Forum’s Top 10 Emerging Technologies Report lists 
new technologies poised to impact the world in the 
next three to five years. The technologies on the list, 
curated by experts convened by the World Economic 
Forum and Scientific American, include crops that 
self-fertilise, breath sensors that diagnose diseases, 

on-demand drug manufacturing and houses printed 
with local materials. The Connected Everything 
roundtable asked the participants to undergo a 
similar exercise to identify the emerging technologies 
they believed will have the biggest impact on 
manufacturing over the next 10 20 and 30 years 
(Figure 3.6).

Nano embedded sensors
Embedded sensors are a type of sensor that is 
implanted within the environment it is sensing. 
Embedded sensors can work together within a 
network, which allows the sensors to cooperate with 
each other, monitor the surrounding environment 
and produce the appropriate response. For example, 
within a smart watch there are multiple embedded 
sensors (e.g. accelerometer, gyroscope, heart rate 
monitor, oximetry sensor and GPS) that monitor a 
user’s performance during exercise and use this 
information to develop fitness plans. As well as 
embedding sensors within manufacturing products, 
embedded sensors provide value throughout the 
manufacturing value chain by enhancing industry 
process control, supply chain and logistics, real-time 
inventory tracking, driving operational efficiencies, 
automation and production lines to meet consumer 
demand and facilitate adherence to regulatory 
compliance. Advances in nanoscale embedded 
sensors provide new non-destructive, in-situ means 

to monitor material properties. Nano sensors are a 
sub-class of nanomaterials that are sensitive in some 
way to their local environment, and thereby allow 
for the detection of key properties of the material or 
its surroundings at sub-micron length scales. Nano-
embedded sensors offer several advantages over 
their microscale counterparts, including lower power 
consumption, fast response time, high sensitivity, 
lower concentration of analytes and smaller 
interaction distance between sensors and products. 

Edge AI
The overwhelming volume of manufacturing data 
presents modelling challenges. For example, the 
multitude of sensors and devices in a large oil 
refinery generates one TB of raw data per day [44]. 
Sending all this raw data back to a private server for 
storage or processing would require considerable 
bandwidth, availability and power consumption. 
In many industrial applications, especially highly 
distributed systems located in remote areas, 

Figure 3.6 
Four emerging industrial digital technologies that will impact manufacturing over the next 10, 20 and 30 years

constantly sending large amounts of data to a central 
server is not possible. Edge computing allows sensor-
enabled devices to collect and process data locally 
to deliver insights on the factory floor without having 
to communicate with the cloud. Edge AI enables any 
device or computer to process data and make AI-led 
decisions in real time, with minimal latency. There are 
several advantages:

• Significantly reduces latency, enhancing the  
real-time decision-making capabilities.

• It increases the level of security in terms of data 
privacy through local processing. Data is no 
longer shared in a centralised cloud.

• Decentralisation of the processing makes all the 
distributed systems efficient and self-sustained.

Continuous machine learning 
As machine learning’s use in manufacturing becomes 
more common, the tools and best practices to make 
the most out of machine learning will have to become 
more sophisticated. One of the main limitations with 
machine learning is the models, without re-training, will 
become outdated due to changes to the manufacturing 
system over time. A model built based on historical 
data can become stagnant. In many cases, new 
manufacturing data is being continuously generated as 
the manufacturing system evolves (i.e., new variations, 
new patterns, new trends), which the historical data 
does not capture. Online machine learning is a method 
in which models continue to learn as data becomes 
available by using the new data to retrain the best 
model predictor for future data at each step. While not 
a new technique, online machine learning use within 
manufacturers is not extensive.   

Online learning algorithms may be prone to 
catastrophic interference, which is the tendency of 
models to completely and abruptly forget previously 
learned information upon learning new information. 
This is a danger for many manufacturing applications 
of machine learning. For example, a model aimed 
at predicting different unsafe events may forget 
what certain events look like within the data if the 
occurrence of these events are rare. Multi-agent 
machine learning, where a mixture of models, or 
‘experts’, are trained to remember key events could 
ensure these events are not forgotten as the models 
continue to train new models with new data. 

AI powered cyber security 
Sophisticated cyber-attacks on manufacturing 
systems are becoming more frequent, resulting in 
the need for advanced cyber-security systems. It is 
estimated that, worldwide, cyber-attacks will cost 
$10.5 trillion annually by 2025 [45]. Manufacturers 
are adopting new cybersecurity technologies, such 

as artificial intelligence, to monitor and guard networks 
against hackers in real-time rather than responding to 
the threat after the damage is already done. 

To achieve AI powered cyber security, developers 
need access to manufacturers’ datasets that contain 
examples of cyber-attacks so the models can learn 
from these experiences. However, manufacturers are 
naturally reluctant to release their data, particularly 
if it has revealed weakness in their networks. What 
few existing datasets are available could have the 
defects of old data, redundant information and 
unbalanced numbers of categories. Although the data 
can be improved after processing, there is a problem 
of insufficient data volume. Therefore, establishing 
network cyber-attack datasets with large amounts 
of data, wide-type coverage and balanced sample 
numbers of attack categories is a top priority in the 
field of AI powered cyber security.

Case Study 3: Cognitive Security
Project Partners: Wimbledon and IBM 

Background 
Digital experience is crucial to helping grow 
the value of brands by attracting a new “digital 
native” audience, but it also increases risk 
from cybercrime. A key issue facing security 
operations today is that the volume of security 
incidents and available threat data far exceeds 
the capacity of even the most skilled security 
professional. Cognitive and other security 
technologies enabled analysts to quickly and 
efficiently identify and address the real threats 
hidden in nearly 200 million events experienced 
during the Wimbledon tennis tournament.

Digital Manufacturing Application 
The Wimbledon website is protected by multiple 
security products, at the core of which is IBM® 
QRadar® SIEM, a security intelligence platform 
that brings together data from thousands of 
endpoints and devices across the infrastructure, 
correlates it and helps the security team prioritize 
and identify the threats they are facing. Combing 
the QRadar Advisor with IBM’s AI platform, 
WatsonTM, an analyst is provided with a description 
of the threat and a recommended set of actions 
based on Watson’s analysis of the threat.

Outcomes 
Where it might have taken 60 minutes to analyse 
a security threat, with help from Watson an 
analyst can do it in just a minute. That 60 times 
increase in speed translates into being able to 
tackle a fivefold volume of incidents and alerts. 
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3.5. CONCLUSION AND 
RECOMMENDATIONS 
The digital transformation of manufacturing 
is introducing new technologies into 
manufacturing processes.

Collaborative endeavours between research and 
industry are needed to understand how we can 
maximise the positive impact of these technologies 
to address the internal, external and digitisation 
challenges leading up to 2050. This theme highlighted 
five future uses of industrial digital technologies, as 
well as four emerging technologies, that can help 
manufacturers address these challenges.  

Summary of the future uses of industrial 
digital technologies:

1. Large scale modelling: Digital technologies 
will enable a whole system approach to address 
wider economic, social and environmental 
manufacturing challenges. Importantly, 
system-wide modelling would bring a greater 
understanding of the implications of new 
practices deployed on a very large scale.

2. Sensors to measure key variables: Increasingly 
the combination of low-cost digital sensors 
and machine learning to create ‘intelligent’ 
sensors will be used to predict key variables 
and provide a greater real-time understanding of 
manufacturing processes.

3. Simple and explainable AI: The greater focus 
should be given to developing techniques 
to effectively manage and understand the 
uncertainty from less data intensive machine 
learning models. These models are suitable 
to meet many of the industry’s needs and are 
the best option to speed up the deployment of 
machine learning across manufacturing.

4. Mass personalisation: Personalisation has 
been hard to achieve at scale, however, digital 
technologies are changing this. In the future, mass 
personalisation will help manufacturers increase 
economic and environmental sustainability by, 
gaining a competitive advantage and reducing 
waste through on-demand production.

5. Reprogrammable production lines: Future 
manufacturing demands require flexible and 
agile production lines, which the current use of 

automation and robotics does not support without 
significant human intervention. New algorithms 
that can automatically generate programme and 
configuration data from CAD and process data 
eliminate the need for significant human input.

Summary of the emerging industrial 
digital technologies:

1. Nano embedded sensors: Embedded sensors 
provide value throughout the manufacturing 
value chain by enhancing industry process 
control, supply chain and logistics, real-time 
inventory tracking, drive operational efficiencies, 
automation and production lines to meet 
consumer demand and facilitate adherence to 
regulatory compliance. Nano embedded sensors 
offer several advantages over their microscale 
counterparts, including lower power consumption, 
fast response time, high sensitivity, lower 
concentration of analytes and smaller interaction 
distance between sensors and products.

2. Edge AI: The overwhelming volume of 
manufacturing data makes it slow and resource 
intensive to send data to centralised locations 
for analysis and modelling. Edge AI enables any 
device or computer to process data and make AI-
led decisions in real time, with minimal latency. 

3. Continuous machine learning: Machine learning 
models need to be able to continually learn so 
that they keep pace with evolving manufacturing 
systems. Currently, online machine learning 
methods risk forgetting key events as they update 
their models with new manufacturing data. Multi-
agent machine learning could ensure these events 
are not forgotten as expert models are built to 
remember these key events. 

4. AI powered cyber security: Manufacturers are 
adopting new cybersecurity technologies, such 
as artificial intelligence, to monitor and guard 
networks against hackers in real-time rather than 
responding to the threat after the damage is 
already done. This will require public assess to 
a greater number of cyber attack databases so 
manufacturers have access to the data to train 
their AI cyber security systems. 

Making industrial digital technologies 
easier to use and develop relies on 
contributions from multiple stakeholders. 
From the Connected Everything roundtable 

discussion we make four recommendations 
to guide industrial digital technologies’ 
future research agendas and policy, which 
are summarised in Figure 3.7.

Figure 3.7  
Recommendations from Connected Everything roundtable discussion 
to support the development and use of industrial digital technologies

Quantify digital solution impact 
Previous work has focused on quantifying the sector wide impact of digital 
manufacturing, rather than demonstrating the impact of individual digital solutions. 
There is a need to demonstrate the digital manufacturing cost vs benefit so the 
manufacturer can make informed decisions about which digital solutions to invest 
in. The benefits from digital manufacturing should extend beyond economic gains 
to include environmental and social indicators (e.g. the volume of waste reduced, 
emissions saved, the health of staff). 

Connect digital technology developers to manufacturers 
Greater support to connect manufacturing businesses with the UK innovation 
community, creating opportunities, increasing productivity and solving industry 
challenges. This will ensure future digital manufacturing research will develop 
solutions that fit manufacturing priorities.

Reduce digital manufacturing knowledge barriers 
If we are to encourage more widespread use of industrial digital technologies, they 
should be made simple, like setting up a new mobile phone app or home Wi-Fi 
system. An example of this is the no-code revolution that allows anyone to create 
software through more intuitive visual interfaces. This helps put the power to design 
flexible, scalable, customisable applications in the hands of manufacturing experts.

New funding processes to reflect digital research 
Funding schemes need to adapt to reflect the requirements and speed of digital research 
innovation. Funders should experiment with application processes to reduce burdens 
for applicants and speed up the funding review process, as seen during compressed 
application and assessment processes used for Covid-19 funding calls. In addition, new 
measurers are required to help industry can engage with research effectively to ensure 
digital manufacturing research continues to meet the industry’s needs. 
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4.2. MANUFACTURING 
WORKFORCE 
CHALLENGES
To develop a more integrated and connected 
approach to address future workforce 
challenges, we first need to understand what 
these challenges are.

Previous research by Connected Everything [47] 
and the High Value Manufacturing Catapult [48] 
has identified the following manufacturing 
workforce challenges. 

1. Developing flexible people, processes and 
organisational systems

2. Achieving ubiquitous sensing and modelling

3. Liability, responsibility and ethics

4. Acknowledged current and future skills shortfalls

5. Ageing workforce demographics 
and reduced migration

6. Fragmented education and training systems

7. Rapid digitisation of manufacturing 
and supply chains

8. Comparatively small higher-technical skills base

9. Poor demand alignment across sectors 
and across technologies

During the Digitisation and The Manufacturing 
Workforce of the Future Connected Everything 
roundtable, participants were asked to identify gaps 
in these challenges. Twelve challenges emerged 
which can be split into two categories (1) 
manufacturing workforce challenges and (2) 
digitisation workforce challenges.

4.1. BACKGROUND
The manufacturing sector directly employs 
over 2.7 million people in the UK. The 
pandemic forced businesses to rapidly 
shift towards remote work, innovation 
and automation, enabled by the ubiquity 
of digital technology. As the adoption of 
digitisation accelerates, the impact on 
the manufacturing workforce is currently 
uncertain. Compounding the issue, 57% 
of companies report their organisations 
lack the skilled workers they need to 
support future digitisation initiatives [46]. 
Manufacturing careers are evolving to 
become increasingly high-tech, high-
skill and high-pay. The possibilities in 
manufacturing will become even more 
exciting as digital manufacturing continues 
to revolutionise the sector. How can the 
manufacturing sector prepare for this future 
workplace and ready its workforce to work 
beside robots and advanced technologies?

Digital manufacturing offers huge potential 
to transform the way that we live and 
work. Considering the way that this will 
change the fundamental nature of work, 
and the way that we, therefore, design the 
technology and systems which will enable 
the future workplace is key to the delivery 
of future safe, effective and productive 
workplaces. Therefore, this theme aims to: 

• Identify gaps in the current 
manufacturing workforce challenges.

• Understand what challenges digitisation 
presents to the workforce.

• Identify the opportunities from digital 
manufacturing.

• Provide recommendations to ensure 
the future manufacturing workforce is 
secure, satisfied and healthy.

Figure 4.1  
Challenges facing the manufacturing workforce identified during 
the Connected Everything roundtable

Manufacturing Workforce 
Challenges
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Losing talent 
Both the Covid-19 pandemic and the implementation 
of Brexit strained supply chains and shrunk the talent 
pool available to employers. The manufacturing 
industry is struggling to attract, hire and retain 
talent for roles ranging from skilled production 
workers to researchers and developers and digital 
manufacturing experts, to operational and business 
managers. Even before this latest talent shortage, 
however, the sector has struggled to be perceived 
as a desirable destination for young talent. In 2013 
only 15% of secondary age students stated that they 
would consider a career in manufacturing and 40% 
of these students considered manufacturing to be 
boring [49]. More recently only 17% of the public 
knew that average earnings in manufacturing exceed 
the average earning of the whole UK population and 
people viewed UK manufacturing as ranked 56th in 
the world compared to its actual 9th position [50]. 

Digital skills are becoming more important across the 
economy, meaning that manufacturers are competing 
with cash rich sectors to attract the best digital talent 
into manufacturing. Attracting and retaining skilled 
employees requires a new approach. Manufacturers 
will need to create new talent development paradigms 
to compete for top talent, as well as implement 
programs to upskill or cross-skill workers who do 
not have the right background to build and maintain 
a sustainable workforce. While manufacturers must 
increase their attractiveness and develop more flexible 
ways to engage with these talents, they may think 
about cooperating with universities, research institutes 
and other companies to capture digital talent. 

Manufacturing workforce diversity 
Diversity includes the representation, in a group, of 
various facets of identity, including (but not limited 
to) ability, age, gender, ethnicity, nationality, race, 
religion, sexual orientation and socioeconomic 
status. A diverse workforce experiences increased 
productivity and better organisation management, 
they have been shown to have a competitive 
advantage in the industry [51]. A 2021 Make UK 
survey of manufacturers in the UK found that only 
67% of manufacturers have an equality, diversity 
and inclusion strategy or are planning one, just 2% 
of the manufacturers have an average workforce 
age below 30 and Minority ethnic representation on 
boards is only 5% [52]. A weakness of the currently 
manufacturing workforce knowledge is the lack of 
experience recorded of those with intersectional 
identities, across race, ethnicity, gender, class, 
disability and/ or LGBTQI.

Manufacturers cannot only focus on recruiting 
diverse talent, but must focus on building an inclusive 
culture, fostering growth opportunities and pathways 
to careers and ensuring these values reach every 
level of the business. As the digital transformation 
continues, researchers and manufacturers should 
ensure technologies developed by and adopted in 
manufacturing should be inclusive. Technologies 
that exclude lead to a less diverse workforce and 
perpetuate the cycle (Figure 4.2). Technologies that 
are created with an inclusive mindset, often have 
much wider benefits and can enable everyone to 
perform better.

Evolving career expectations
Expectations from work and career paths are 
changing and the manufacturing sector needs to be 
ware of these expectations if it is to address the talent 
shortage. The 2020 Deloitte Global Human Capital 
Trends study identified well-being as a top trend, 
cited by 80% of respondents across industries [56]. 
The roundtable discussion highlighted five future 
workforce expectations that will affect manufacturers.

1. Work is more fluid: The pandemic has made 
work a more fluid concept. The regimented 9 to 
5, Monday to Friday working week is now less 
common with technology is blurring the borders 
between home and work. 

2. Future workforce will have multiple parallel 
career paths: Projects quickly flourish, evolve 
and resolve and specialists move rapidly from 
one to the next. Future graduates are expected  
to have five plus careers [57]. 

3. Workers are environmental, social and 
governance aware: Workers will be attracted by 
the opportunity to work for an organisation they 
admire and whose values align with their own. 

4. Value on quality of work: Workers are more 
aware of the impact low-quality work can have  
on their health and are prioritising work quality 
over other work benefits. 

5. Workers are attracted to work at technology 
advance companies: Younger workers are 
attached to work at the cutting edge of the industry 
and want to be involved in the development and 
deployment of new technologies. However, while 
meaningful work may be desired consistently 
across social status groups, socioeconomic 
privilege may play a significant role in one’s  
ability to access desirable jobs

Figure 4.2  
Examples of digital technology development where equality, 
diversity and inclusion has not been considered[55].

AI and Machine Learning 
When AI applications are trained with unrepresentative datasets, AI can risk 
increasing inequality by reproducing or exacerbating the marginalisation of 
historically disadvantaged groups. For example, AI-powered tools that are used 
to recruit, hire and promote workers can reflect race, gender and ablism biases, 
reproducing past patterns of discrimination and exclusion [53]. This is due to the 
less data on underrepresented groups being available, meaning the AI model 
may evaluate future applicants as unlikely to be a good fit for the company.  

Robotics and Automation 
Robotics and automation have the potential to displace jobs, which may 
disproportionately affect one part of the population, while creating new jobs 
for other parts of the population. The World Economic Forum warns that on 
current trends, women will lose out in an automated economy because they are 
underrepresented in jobs that are expected to expand and command higher 
wages [54]. Therefore, we need to focus on creating pipeline into these new 
jobs that is accessible to everyone. 

Integrating workforce needs 
within industry strategy
Industry, academia and government have a 
collective accountability to build a workforce fit for 
the future. Leaders in industry and innovation need 
to work together to provide a long-term vision of 
the manufacturing skills (technical and soft skills) 
needs and communicate this effectively to partners 
in education, training and government. There needs 
to be a clear mechanism to bring these partners 
together to develop a coherent workforce strategy 
that is integrated into the national industrial strategy. 
This should go beyond just skills, which is the 
current focus of the national strategy, to address 
wider manufacturing challenges such as diversity 
and evolving workforce expectations. Work by the 
High Value Manufacturing Catapult outlines over 
40 international good practice examples that the 
UK can learn from when developing a national 
manufacturing workforce strategy [48]. Part of this 
solution is moving towards a talent based workforce, 
rather than a qualification based workforce, ensuring 
the workforce is equipped to tackle future challenges. 

Balancing current and future 
workforce requirements
There is a danger of overly focusing on the future 
workforce at the expense of the current workforce, 
as 80% of the future workforce is already employed. 
Make UK reports that two-thirds of manufacturers 
survey lack confidence that vocational training is 
keeping pace with the digital skills they need now 
[58]. Upskilling the current workforce is a priority 
for manufacturers. To address the immediate term 
manufacturing workforce challenges, Make UK are 
calling on Government to establish a National Skills 
Taskforce with the aims to match skilled workers 
with manufacturers, support workers to identify new 
opportunities where their skills are in demand and 
develop a national upskilling programme.

Ensuring the right skills 
are in future workforce 
An accelerating pace of change drives the need to 
act proactively to ensure that the UK’s manufacturing 
industry has a workforce with the right skills, when 
and where they are required. With the acceleration of 
the digital transformation, the World Economic Forum 
estimates that by 2025, 50% of workers will need 
reskilling because automation will displace 85 million 
jobs worldwide, while 97 million new roles will emerge 
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Delivering productivity gains 
To maximise the positive economic, environmental 
and social impacts of digital manufacturing, 
manufacturers need digital skilled workers within their 
workforce. However, manufacturers are struggling to 
attract digital skilled workers into manufacturing. In 
order to enhance these key workers, manufacturers 
need digital manufacturing to significantly improve 
productivity so they can offer larger awarders for 
digitally skilled workers. This is creating a vicious 
cycle (Figure 4.4), which is stalling the digital 
manufacturing transformation.

As digital transformation redefines manufacturing 
jobs, leaders and workers alike need to embrace 
a work environment that can blend advanced 
technology and digital ability with uniquely human 
skills for the highest level of productivity.

Loss of skills and manufacturing 
knowledge
There is a danger that the drive to increase digital 
skills within the manufacturing workforce may be at 
the expense of other skills (e.g. core psychomotor 
skills) and knowledge vital for manufacturing. These 
lost skills and fundamental machining/manufacturing 
knowledge may still be required for elements of 
‘leftover automation’ and in specialist settings. For 
example, the UK has only one traditional sievewrigth 
trading in the country that now provides specialised 
personalised products to meet industry needs [62]. 

Overly focusing on digital skills will not address the 
wider manufacturing challenges (e.g. net zero, social 
progression). Instead, soft skills like critical thinking, 
problem solving and social flexibility will determine 
whether tomorrow’s manufacturing workforce can 
better understand the social opportunities from digital 
manufacturing. Future advanced manufacturing 
workforce will have to master a more complex 
and changing mix of technological knowledge, an 
increasing range of skills and some new behaviours 
to successfully deploy emerging technologies. 

Developing new sustainable 
business models
Digital transformation is not just about embracing 
new technology; it is about a change in thought and 
organisation culture. There is a need for organisations 
to address the change in business scenarios and 
dynamic business demands and to innovate ways 
to quickly cater to these changing needs. Thus, 
digital transformation is about accelerating business 
activities, lowering costs, improving time to market 
and bringing about a positive change in processes, 
people and competency models. Value creation is 

increasingly shifting from production to data-based 
services. Platforms play an increasingly important 
role in the orchestration of processes and business 
partners. The corresponding exponential increase 
in the importance of data and services in value 
creation forces companies to critically reflect on 
their traditional business models and assess their 
future viability. 

Grand challenges around climate change, poverty 
reduction, food security, biodiversity, sustainable 
consumption and equality are forcing manufacturers 
to radically alter their business models to become 
more sustainable. However, there are opinions that 
firms need to go far further than current initiatives, 
such as net-zero and circular economy, and aim to 
deliver meaningful net-positive environmental and 
social value. The new terminology of “regenerative 
business models” is an aspirational type, whereby the 
industry actively seeks to rectify the environmental 
(and societal) damage done over the past decades of 
economically driven manufacturing [63]. Combining 
the impact of digitisation on how businesses operate 
with a need for a more sustainable business model is 
both a challenge and opportunity for manufacturers. 

Connecting digital solutions developers 
to manufacturers
The pace of the digital manufacturing transformation 
has been slower than some expected. Part of the 
problem is that digital manufacturing researchers 
and innovators do not understand the priorities of 
manufacturers. This can lead to the development of 
digital solutions that manufacturers are not asking for 

adapted to fill business digital capabilities needs 
[59]. Furthermore, a separate report by the World 
Economic Forum estimates that 65% of children will 
be employed in jobs that do not yet exist [60]. The 
pace of change makes it very challenging for workers 
to understand both what job roles are in demand and 
what skills are most valued by industry. 

The new workers need to be flexible, work on 
demand and bring skills to bear as and when they 
are required. Modern manufacturing workers not only 
need to be adept at the traditional manufacturing 
technologies but also ought to be trained in advanced 
data-rich computer-automated technologies and 
soft skill (e.g. creative thinking). A traditional UK 
university’s curriculum often centres on the distinct 

subject matter taught through siloed academic 
disciplines. Digital technologies innovations are 
happening across disciplines and workers will need 
to be able to collaborate with other disciplines to 
produce new knowledge and practical solutions within 
manufacturing. Furthermore, an interdisciplinary 
environment does not only cover the interaction 
between humans, but includes interaction between 
humans and technology. There are learnings to 
be taken from other countries that have boarded 
universities degrees, for example, France where 
engineering degrees includes philosophy. Universities 
should perceive interdisciplinarity as a crucial 
competency that students need to acquire and 
develop in order to function effectively within the 
manufacturing workforce. 

4.3. DIGITISATION 
WORKFORCE 
CHALLENGES
The digital manufacturing transformation 
is creating specific challenges for 
the workforce.

The human aspect is a key element that 
organisations should manage properly for the 
successful transition and implementation of 

digitisation. Even though digitisation has many 
benefits for the workforce in terms of reducing 
repetitive tasks, minimising errors and increasing 
the quality of production, potential disruption in the 
current workforce and changes in expectations 
may trigger the concerns of both manufacturers 
and workers [61].

Figure 4.3  
Challenges facing the manufacturing workforce 
as a result from digitisation

Workforce Challenges from Digitisation

Figure 4.5  
Digital manufacturing’s vicious virtuous cycle
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or which require a digital maturity beyond their current 
reach. While we do not want to stifle novel and future 
facing innovation, we do need also to implement 
practical solutions. Therefore, the development 
of pathways to link digital solution developers to 
manufacturers are needed to support collaboration. 
To increase digital manufacturing impact, we need 
to get the right people at the right time, using the 
right technology.  

Digital maturity imbalance 
Variability in the digital maturity and skills across the 
value chain and between sectors is limiting digital 
manufacturing’s full potential (e.g. system-wide 
modelling of real-time data). Within manufacturing, 
a high level of diversity exists across various industry 
sectors. The Smart Industry Readiness Index (SIRI) 
is a global measure for digital transformation maturity, 
which helps to increase awareness and set targets 
that organisations can work towards [64]. 
The 2022 World Economic Forum uses this 
measure to report that the semiconductor, 
electronics and pharmaceutical sectors are 
frontrunners in digital transformation [65]. 

Governments and solution providers tend to 
apply “one-size-fits-all” approaches in supporting 
manufacturers on their digitisation journeys, whereas, 
more tailored approaches are required to better 
support specific industry digital transformation. This 
can be supported by insights from the SIRI insights, 
as they can help institutions to conceptualise and 
implement sector-specific, targeted interventions that 
maximise both efficacy and impact.

Knowledge to apply digital 
solutions correctly 
When implemented correctly, digital transformation 
provides an opportunity for manufacturers to 
fundamentally change the way their systems 
operate. However, disruptive digital innovations 
can create negative externalities and unintended 
consequences for people, communities, industries 
and economies. Research from McKinsey shows 
that only 16% of respondents say their organisations’ 
digital transformations have successfully improved 
performance and also equipped them to sustain 
changes in the long term [66]. This gets worse in 
more traditional industries, such as oil and gas, 
automotive, infrastructure and pharmaceuticals, 
where digital transformations are even more 
challenging: success rates fall between 4-11% [66]. 
Five ways to improve success include:

• Having the right, digital enabled leaders in place.

• Building capabilities for the workforce 
of the future.

• Empowering people to work in new ways.

• Giving day-to-day tools a digital upgrade.

• Communicating frequently via traditional 
and digital methods.

4.4. MANUFACTURING 
WORKFORCE 
OPPORTUNITIES 
FROM DIGITISATION
The Connected Everything roundtable highlighted five opportunities to use digitisation 
to improve the manufacturing workforce of tomorrow (Figure 4.7).

Case Study 4: Unlocking Data-Driven 
Decision Making
Project Partners: Udacity

Background 
The by-product of today’s digital transformation 
is data. As the manufacturers emerges on the 
other side of that transformation, the ability to 
leverage the full potential of data science is 
quickly becoming a key factor in determining the 
long-term success of any business. This requires 
providing employees with the training and tools 
they need to address problems on the ground. 

Digital Manufacturing Application 
Udacity’s Data Analytics and Machine Learning 
Nanodegree programs provided this a top 
manufacturer of aerospace technology with a 
simple, cost-effective way to train their workforce 
and close the skills gap—without hiring a single 
new employee.

Outcomes 
Training the workforce to factor data-driven 
insights into their decision-making process 
helped unlock $13M year-over-year reduction in 
fuel costs and 10% reduction in airline delays.

Data-driven decision making
Legacy manufacturing systems and approaches 
often fall short of optimal decision support, as data 
is not effectively captured and is often unused or 
underutilised. Modern manufacturing is becoming 
increasingly data-driven, due to the ever-increasing 
amounts of data generated by industrial internet 
of things devices and constant improvements 
in computing power required to process these 
vast volumes of data. Data generated through 
manufacturing activities are utilised to enhance 
manufacturing quality and thus enrich the flexibility 
and autonomy of the system. Data is used to 
develop data-driven models, that are powered 
by AI and machine learning algorithms, to make 
smart decisions. Data-driven, or autonomous, 
manufacturing systems, are capable of identifying 
solutions inconceivable to humans and thus open 
up new routes to improve productivity, resource 
efficiency and business gains.

Figure 4.7  
Opportunities for the manufacturing workforce from digitisation
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Improve transparency
Manufacturers are under increasing pressure 
to demonstrate their social and environmental 
sustainability. Digital technologies including AI, 
industrial internet of things and blockchain can be 
used for enhanced transparency of manufacturing 
processes and supply chains. Benefits from 
increased transparency include:

• Greater collaboration and innovation: By 
sharing data across companies, manufacturers 
can unlock additional value and accelerate 
innovation. The potential value of data sharing 
simply by focusing on manufacturing process 
optimisation has been estimated at over $100 
billion, based on best practices [17].

• Competitive advantage: Consumers are 
increasingly considering Environmental, Social 
and Governance (ESG) factors when choosing 
between products or services. Furthermore, ESG 
factors are becoming more important to investors 
[67], so businesses that can clearly demonstrate 
their ESG credentials will benefit from a larger 
pool of capital, potentially at a lower cost, as well 
as, attract new customers. 

• Identify net zero manufacturing opportunities: 
Using digital technologies to track emissions 
from materials and goods effectively, reliably and 
responsibly across the value chain could help 
improve processes, inventories and deliveries 
and reduce indirect emissions.

Reduce digital skills barriers
Process engineering and factory operators working 
alongside industrial plants or manufacturing factories 
are some of the people best suited to identify 
areas for improvement, because they have tacit 
knowledge gained through years of experience of 
working on the manufacturing front line. However, 
they may not have the skills needed to create digital 
solutions themselves. Initiatives that encourage 
partnering between industry and academia enable 
manufacturers to access these skills (e.g. complex 
coding and modelling) and translate this into user-
friendly bespoke solutions that can be used by non-
specialists. However, if we are to encourage more 
widespread use of industrial digital technologies, 
they should be made simple, like setting up a new 
mobile phone app or using a self service checkout. 
An example of this is the low-code/no-code revolution 
that allows anyone to create software through more 
intuitive visual interfaces. This works to democratise 
the power to design flexible, scalable, customisable 
applications enabling manufacturing experts to 
design the digital solutions they need.

New manufacturing roles
The employment impact of digitisation can have 
different dimensions. From an employment-level 
perspective, job loss related to automation when 
machines replace human input is widely discussed. 
At the same time, job creation is triggered by the 
emergence of new occupational profiles tailored to 
the exploitation of the new technologies. In its “Future 
of Jobs Report 2020,” the World Economic Forum 
estimates that digitisation will displace 85 million jobs 
while creating 97 million new jobs across 26 countries 
by 2025 [68]. Early evidence for these predictions 
can be found in the European Company Survey (ECS) 
2019, which shows a net increase in employee numbers 
since the introduction of digitisation (Figure 4.8). 

To fill these future jobs, the workforce needs to 
understand how today’s job roles and associated 
skills are morphing into new roles and career 

pathways that continue to evolve along with 
advanced technology. Deloitte Insights report, titled 
‘The future work of manufacturing”, gives examples 
of a series of personas that describe what jobs could 
look like in 2025 (Table 4.1). By understanding 
the possible responsibilities and skills of future job 
roles, leaders, workers, educators and policymakers 
shape their vision and spark conversations around 
what needs to change to prepare the workforce to 
transition into these new roles.

Wider business and social opportunities
Digitisation offers opportunities for businesses 
beyond manufacturing. Digital transformation 
provides a valuable opportunity for core business 
functions, such as finance and HR, to move away 
from manual processes and automate key areas 
like payroll, enabling leaders to focus on wider 
business opportunities.

Case Study 5: Training Field 
Technicians with Virtual Reality
Project Partners: Avangrid Renewables and 
Oculus (Meta)

Background 
Field service professionals work in a range of 
different environments, supporting companies 
and customers with everything from intelligent 
devices to machinery. Avangrid Renewables 
is currently responsible for more than 60 wind 
power facilities spread across 22 states in 
America. In each of those facilities, professionals 
on the field must know how to effectively fix and 
maintain various wind turbines. As the Avangrid 
company has expanded, responding to the rising 
demands across the globe for clean energy, 
training managers have begun to struggle.

Digital Manufacturing Application 
Virtual reality was used to curate elements 
from various types of technologies in-use by 
the company to create an all-encompassing 
experience. The training experience focuses on 
developing skills which keep employees operating 
as efficiently as possible in the field. Within the 
modules, users have access to a close simulation 
which demonstrates how each turbine runs.

Outcomes 
Trainees now can practice their skills on the 
various turbines used by the brand as often as 
they want. Furthermore, they can learn how 
to troubleshoot the various turbine models in 
a way that doesn’t require constant access to 
specialists and supervisors when on the move.

Case Study 6: Upskilling Workforce 
to Fit New Roles
Project Partners: Coca-Cola

Background 
McKinsey Global Institute research estimates 
that one in every 16 workers will need to 
transition to new roles by 2030 (a 25 percent 
increase compared with pracademic predictions) 
to support increased demand for all things 
digital. Global consumer goods company Coca-
Cola has established a digital academy to upskill 
managers and frontline team leaders across its 
business operations.

Digital Manufacturing Application 
The digital academy is designed to build 
foundational knowledge and skills on core 

digital, analytics, and agile topics so that Coca-
Cola associates can be successful operating 
in a digital world. The academy covers three 
major areas. The first area is around creating 
awareness and excitement. The second is 
around transformation skills, and the third is 
around digital and analytics skills.

Outcomes 
Using go-and-see visits, boot camps, and 
e-learning modules, more than 500 people 
were given digital skills training in the first year. 
Graduates of the academy have implemented 
about 20 digital, automation, and analytics 
approaches at ten-plus sites in the company’s 
manufacturing network, boosting productivity 
and throughput by more than 20 percent. Digital-
skills training is now being rolled out to about 
4,000 employees across the organisation.

Figure 4.8  
Change in number of employees since 2016 by digitisation intensity of establishments, EU27 and the UK, European Company 
Survey 2019 (%) [adapted from [69]]
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Role Responsibilities Skills

Digital twin 
engineer

• Create digital twins using 3D software and run simulations  
to measure product performance in varying conditions

• Draw insights from in-use product data to design new 
products and business models

• Use machine learning along with real-time usage and 
performance data to optimize product performance 
and service

• Work closely with the sales and marketing teams to create 
data-driven customer insights and go-to-market strategies

Simulations; analytics; 
sensors; software 
development; systems 
engineering; research 
and development; 
algorithms; image 
processing; team 
leadership; program 
management

Predictive 
supply 
network 
analyst

• Evaluates recommendations from the predictive system, such 
as scheduling and material orders and makes final decisions.

• Identifies market opportunities and proposes collaborative 
forecasts to customers based on analysis and insights from 
machine learning and artificial intelligence (AI) tools.

• Delivers results against key performance indicators, such 
as out-of-stocks, inventory cycle times and asset utilization, 
ensuring that customer service-level agreements have 
been met.

• Works collaboratively with engineering, production and 
logistics to calibrate demand and supply and eliminate any 
disruptions or delays.

ERP; demand 
analytics; inventory 
optimisation; 
network planning 
and optimisation; 
replenishment 
analytics; logistics 
and warehouse 
management; analytics; 
general digital fluency; 
visualisation

Robo 
teaming 
coordinator

• Observes robots and evaluates their performance based 
on how effectively they can perform predetermined tasks.

• Shares feedback with robot programmers on a robot’s 
performance and recommends areas for improvement.

• Trains human team members to help them work more 
collaboratively with robots in a coworking environment.

• Works in tandem with robot coordinators from other 
departments to identify opportunities where robots can 
be deployed to enhance productivity.

• Delivers results against key performance indicators such 
as enhanced customer experience, human-hours saved 
and overall improvements in productivity.

Behavioural analysis; 
human-machine 
collaborator; robot 
management; 
administration; motion 
capture; social skills; 
customer service; 
technical training and 
orientation

Digital 
offering 
manager

• Works collaboratively with IT, UX designers and data science 
and finance teams to design and standardize digital offerings.

• Communicates and builds relationships with clients and 
external stakeholders.

• Translates customer needs, shares inputs and collaborates 
with the technical team to develop the offerings.

• Collaborates with data science experts to customize the 
offering, ensuring that service-level agreements have 
been met.

• Collaborates with UX designers to design the digital interface 
of the offering.

• Delivers results against KPIs such as enhanced 
customer experience, new offerings created, service score 
and client acquisitions.

Sales and marketing; 
behavioural analyst; 
customer experience; 
communication; 
network; collaboration; 
client management; 
social skills; change 
management; project 
management

Table 4.1  
Future manufacturing jobs roles and personas proposed by Deloitte Insights [70]
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4.5. CONCLUSION AND 
RECOMMENDATIONS 
The manufacturing workforce is currently 
facing a number of challenges including 
struggling to attract talent into the workforce, 
evolving career expectations and a widening 
skills gap.

Compounding this is the impact of digitisation 
on the workforce, which is expected to reshape 
manufacturing roles of the future and drive 
significant disruptions. When thinking ahead to 
2050, manufacturers and educators must give 
existing workers the skills and knowledge needed to 
accommodate the new ways of working, while also 
training new workers to meet new challenges. Rising 
to this challenge will enable new opportunities from 
digital manufacturing for the future workforce. These 
opportunities include:

1. Data-driven decision making: Data-driven, 
or autonomous, manufacturing systems are 
capable of identifying solutions inconceivable 
to humans and thus open up new routes to 
improve productivity, resource efficiency and 
business gains.

2. Improve transparency: Digital technologies 
including AI, industrial internet of things 
and blockchain can be used for enhanced 

transparency of manufacturing processes 
and supply chains. Benefits from increased 
transparency include: greater collaboration 
and innovation, competitive advantage 
and the identification of net zero 
manufacturing opportunities.

3. Reduce digital skills barriers: Enterprises 
need to develop new digital solutions much 
faster than their competitors and automation 
software development tools such as low-code 
development platforms may be the response to 
these new companies’ digital requirements.

4. New manufacturing roles: Digitisation will 
both displace and create new jobs within 
manufacturing. By understanding the possible 
responsibilities and skills of future job roles, 
leaders, workers, educators and policymakers 
can shape their vision and spark conversations 
around what needs to change to prepare the 
workforce to transition into these new roles. 

5. Wider business opportunities: Digital 
transformation provides a valuable opportunity 
for core business functions, such as finance and 
HR, to move away from manual processes and 
automate key areas like payroll, enabling leaders 
to focus on wider business opportunities.

Figure 4.9  
Recommendations from Connected Everything roundtable discussion to 
support the development of the future UK manufacturing workforce

Promote continuous learning  
Continuous learning is the ongoing expansion of knowledge and skill sets. Often used 
in the context of professional development, continuous learning in the workplace is 
about developing new skills and knowledge, while also reinforcing what has been 
previously learned. To encourage employees to participate in continuous learning,  
it is important for organisations to create a supportive learning environment.

Greater collaboration 
Greater support to connect manufacturing businesses with the UK innovation 
community, creating opportunities, increasing productivity and solving industry 
challenges. This will ensure future digital manufacturing research will develop solutions 
that fit manufacturing priorities. 

Support employee’s wellbeing during transition 
Digitisation may lead to employee anxiety from the uncertainty of future job security and 
demand for reskilling. Communicating clearly and consistently with employees about 
how the opportunities digitisation offers them can help people engage with the digital 
transformation and not be left behind. 

Connect digital technology developers to manufacturers 
Greater support to connect manufacturing businesses with the UK innovation 
community, creating opportunities, increasing productivity and solving industry 
challenges. This will ensure future digital manufacturing research will develop solutions 
that fit manufacturing workforce priorities. 

Consolidate manufacturing skills guidance   
Workers and manufacturers seeking to understand what digital skills they need are 
exposed to many sources of, sometimes conflicting, advice about where to start. The 
current national standard for digital skills needs to expand beyond basic digital skills to 
include a skill development pipeline for future digital job roles. 

Opportunities from digital manufacturing 
require the leadership and the commitment 
of stakeholders from government, industry, 
education and professional organisations to 
ensure the future workforce has the required 

capabilities. From the Connected Everything 
roundtable discussion we make four 
recommendations to guide manufacturing 
workforce research agendas and policy, 
which are summarised in Figure 4.9.
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5. DIGITAL SUPPORT FOR 
 ACHIEVING NET ZERO 
 MANUFACTURING 
 BY 2050
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5.1. BACKGROUND
The concept of net zero greenhouse emissions 
has been gaining increasing attention from 
manufacturers, governments and society since 
it was first popularised by the Paris Agreement 
signed during the United Nations Climate Change 
Conference (COP21). The latest IPCC climate 
report makes it clear that in order to avoid the worst 
climate impacts, emissions need to half by 2030 
and reach net zero by 2050 [71]. Recognising the 
need for urgency, over 80 countries have announced 
net zero targets and the Science-Based Targets 
initiative reports that over 2880 companies are taking 
meaningful action to reduce their emission [72]. 

The most recent emissions data published by 
Climate Watch (CAIT) exposes the manufacturing 
and construction sector to be the third largest sector 
in terms of carbon emissions [73], see Figure 5.1. 
In addition, a Global Supply Chain Report 2021 by 
CDP, found the impact of the indirect emissions 
from transport, sale, use and end life management 
of their products is 11.4 times higher than direction 
emissions [74]. This demonstrates the urgent need 
for the manufacturing sector to take positive steps 
in both reducing the emissions across the value 
chain and designing products that have a minimal 
environmental impact.

In the last two to three decades, there has been 
continued improvement in energy and process 
efficiency in manufacturing. However, Figure 5.2 
shows that up until 2010 emissions continued to 
increase, largely driven by the growing manufacturing 
sector in Asia [75]. Since 2010, direct manufacturing 
emissions appeared to have plateaued with only 
a small (4%) reduction since 2014. New disruptive 
technology and business models are required if 
the manufacturing sector is going to start reducing 
emissions and achieve net zero. Digital technology 
can play a role in helping achieve this goal by 
enabling a shift towards zero-carbon solutions. In 
the face of potentially catastrophic climate change, 
attention is increasingly turning to the potential 
of digital technologies as a tool for reducing and 
controlling emissions.

Figure 5.1  
Breakdown of global carbon emissions across sectors. Data sourced from [73]

Figure 5.2  
Historic global carbon emissions from the manufacturing sector. 
Data sourced from [73].

5.2. NET ZERO 
MANUFACTURING 
DRIVERS AND BARRIERS
5.2.1. WHAT’S DRIVING 
MANUFACTURING TOWARDS 
NET ZERO?
Understanding what is driving the shift towards 
net zero manufacturing is important if we are 
to develop transitional strategies that maximise 
these drivers and ensure manufacturers 
continue to invest in reaching net zero. 

Three current net zero drivers and one future 
net zero driver emerged from the roundtable 
discussion (Figure 5.3) 

Figure 5.3  
Net zero manufacturing drivers and barriers
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Competitive advantage 
While the transition towards net zero will rely on an 
upfront investment by manufacturers, we predict 
that the competitive advantage from reducing 
emissions and improving overall sustainability will 
drive manufacturers towards achieving net zero 
manufacturing. The immediate economic benefits 
from reducing overall operational costs will be felt 
by reduced energy demand, improved efficiency, 
fewer travel costs and reduced waste. In 2022 
onshore and offshore wind and solar power all now 
command about £40 per megawatt, gas fired power 
generation costs about £140 per megawatt hour 
[24]. Consequently, manufacturers that switch to 
renewable energy sources are likely to see lower 
costs per kWh than manufacturers who do not make 
the switch. Furthermore, environmental, social and 
governance factors are becoming more important to 
investors [67], so businesses with strong and clear 
commitments to net zero will benefit from a larger 
pool of capital, potentially at a lower cost. 

There is a scarcity of the knowledge, abilities, values 
and attitudes needed to live in, develop and support 
a sustainable and resource-efficient society (i.e. 
green skills) within the manufacturing workforce. 
Manufacturers that lead the way by pre-emptively 
hiring employees with the skills necessary for a net 
zero transformation will have 

an advantage over other manufacturers. Additionally, 
Pricewaterhouse Coopers (PwC) believe that in 
the future manufacturer’s net zero credentials will 
make them more attractive to progressive-minded 
jobseekers and builds in-house expertise [76]. Finally, 
putting sustainability at the heart of their business 
strategy will open up opportunities for developing  
new products and entering new markets [77]. 

Consumer demands
Manufacturers are experiencing pressure from a 
growing public demand for products that have a 
minimal environmental impact. When asked by the 
Institute of Engineering and Technology in 2020, the 
UK public believed that businesses have the second 
largest responsibility to address climate change, just 
below government’s responsibility [78]. There is also 
an increasing number of people who not only want 
to support businesses with green credentials but 
are willing to pay a premium for sustainable goods 
and services. Overall, the split between willing and 
not willing to pay more for sustainable products is 
approximately equal [79]. However, 90% of people 
belonging to Gen Z are more willing to spend more 

on sustainable products, indicating that demand for 
sustainable products will continue to grow over the 
next few decades [79]. Equally important, 28% of 
consumers have stopped buying products due to 
ethical or environmental concerns [80]. 

Legislation
Legislation is an effective tool for forcing companies 
to work within certain environmental limits. Previous 
legislation has targeted protecting natural habitats, 
keeping air and water clean, ensuring proper waste 
disposal, improving knowledge about toxic chemicals 
and helping businesses move toward a sustainable 
economy. Streamlined Energy and Carbon Reporting 
(SECR) was introduced in 2019, as legislation that 
requires obligated companies to report on their 
energy consumption and associated greenhouse 
gas emissions within their financial reporting for 
Companies House. Reporting on carbon emissions 
will provide consumers with the information needed 
to decide between brands from a sustainability 
perspective and ensure accountability from 
manufacturers. However, there is a significant 
number of Small and Medium Enterprises (SMEs) 
that make up the UK manufacturing sector 
(>135,000) who are excluded from this legislation 
due to the challenges associated with determining 
a product’s carbon footprint. Given the large number 
of SMEs, they will play a crucial role in hitting the 
UK’s net zero targets. Currently, this legislation only 
covers businesses that meet two or more of the 
following criteria:

• More than 250 employees

• Turnover in excess of £36 million

• Balance sheet in excess of £18 million 

Future legislation will require businesses to also 
set long-term net zero targets and put plans 
in place to meet these targets. These must be 
science-based targets, meaning they are in line 
with the scale of reductions required to keep global 
temperature increase below 2°C above pre-industrial 
temperatures. By plotting the data available from the 
Science-Based Targets initiative, we can visualise the 
variability of net zero targets across manufacturing 
sub-sectors in terms of target years and emissions 
reductions (Figure 5.4). For example, the waste 
management sector needs a 37% reduction in 
emissions by 2030 to stay on target of limiting 
emissions by 1.5oC, whereas the automobile sector 
needs to achieve an almost 60% emissions reduction 
by mid-2030 to get to the stage where warming is 
well bellowed 2oC warming. 

Figure 5.4  
Average emissions reduction target and timeframe across 
businesses sectors. Data sourced from [72]

The democratisation 
of digital technologies 
Democratisation of technology refers 
to the process by which access to 
technology rapidly continues to become 
more accessible to more people. Leaps in 
technological innovation in areas like AI, 
cloud computing and robotics are powerful 

democratising factors in manufacturing, 
allowing companies to innovate faster, scale 
processes more quickly than ever before 
and reduce barriers like infrastructure 
or cost. Increased access to digital 
technologies will speed up the widespread 
manufacturing transition towards net 
zero manufacturing.
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5.2.2. WHAT BARRIERS 
TO ACHIEVING NET ZERO 
MANUFACTURING WERE 
IDENTIFIED? 
The Towards a Net Zero Carbon UK Manufacturing 
Sector 2020 report by Make UK [81], highlighted 
the biggest barriers to net zero manufacturing as 
perceived by manufacturers were:

• Insufficient return on investment

• Perception the required technology 
was too expensive

• Lack of knowledge or advice on what 
actions were needed

Interestingly, barriers relating to finance did not 
emerge from the Connected Everything roundtable, 
although, a lack of net zero knowledge was 
common among the barriers identified by Connected 
Everything and Make UK. In addition, four barriers 
were proposed that might emerge in the lead up 
to 2050 net zero manufacturing. Three out of the 
four of these barriers relate to preventing digital 
technologies from having the maximum impact to 
reduce emissions. Also of note was the fact that 2.5 
times more barriers than drivers emerged from the 
roundtable discussion illustrating the scale of the net 
zero manufacturing challenge.  

Legacy equipment
Traditionally, manufacturing processes and 
equipment are designed to have at least a 20-year 
lifetime. As a result, most of the equipment on-site will 
have been in operation for several years or decades 
and are likely to have poor energy credentials. It is 
not always economically feasible, or environmentally 
friendly, to replace with newer less energy-consuming 
alternatives within the timeframe needed to meet 
net zero targets. This challenge is greater for 
manufacturing sectors with small profit margins 
(e.g. the food and drink industry), though, previous 
studies by the Advanced Manufacturing Research 
Centre demonstrate the feasibility of digitised legacy 
equipment for the goal of improving efficiency and 
reducing energy consumption which may help to, in 
part, address this barrier [82]. 

The intensive energy use by certain manufacturing 
sectors’ legacy processes and equipment (e.g. 

steel industry) is a big challenge for achieving net 
zero manufacturing. Switching to renewable energy 
can help address emissions from energy-intensive 
sectors, though, producing renewable energy 
production at a scale sufficient to meet energy 
demands is not currently possible. 

Sharing emissions data throughout 
the value chain
In order to progress towards net zero manufacturing, 
manufacturers need to go beyond emissions-
neutral operations within companies’ boundaries 
and involve stakeholders from across their value 
chains and business ecosystems to tackle the largest 
contributors to the total emissions. Furthermore, the 
importance of establishing an emissions baseline 
is reinforced by the growing consciousness among 
society, and demand from consumers, investors and 
governments for the correct labelling of a product’s 
emissions footprint.

Determining a product’s emissions footprint helps 
benchmark decarbonisation efforts but is challenging 
due to a lack of data transparency. By sharing 
emissions data, manufacturers can obtain a complete 
and accurate value chain-wide emission footprint. This 
ultimately helps them identify the major contributors 
to the emissions footprint and reduce it. However, this 
is obstructed by the fact that (a) not all companies 
are required to measure and collect emission data 
and (b) the reluctance of manufacturers to share data 
across the value chain. Furthermore, exchanging data 
successfully requires overcoming both technical and 
trust-based barriers [17]. 

Cultural and social barriers
A large number of organisations and countries 
have set net zero targets. However, this appears to 
vary between SMEs and large organisations, with 
larger employers having a much stronger focus on 
future environmental sustainability [78]. We need to 
recognise that organisations that are pressed for time 
and resources are unlikely to prioritise implementing 
net zero initiatives when employees have multiple 
other responsibilities. In addition, there is a danger 

that these targets trivialise net zero and serve only 
as lip service, particularly at the political level. For 
example, despite setting net zero targets, a House 
of Lords 2022 report by the Industry and Regulators 
Committee noted that the government is not currently 
on track to achieve their net zero targets [83]. 

On a global basis, household consumption accounts 
for almost three-quarters of greenhouse gas 
emissions [84]. Research has shown that society 
needs to break with previous mindsets to make small 
and easy changes. Instead, high impact shifts in 
consumer behaviours and choices are needed that 
are consistent with the scale of the climate challenge, 
build optimism and commitment and give weight 
to new ambitious narratives that inspire wide 
public participation [84]. 

Knowledge
There is no one pathway to net zero manufacturing, 
it is unknown and risks causing manufacturers 
reputational damage if executed poorly. Manufacturers 
report a lack of knowledge about low carbon 
alternatives, lack of benchmark quality insights and 
data, lack of information about low carbon alternatives. 
When asked by The Institution of Engineering and 
Technology in 2020, 88% of manufacturers say their 
business needs new skills and knowledge to deliver 
their sustainability strategy [78]. 

Multiple systems 
Manufacturing systems are made up of multiple 
interdisciplinary, often international, stakeholders 
with different priorities, agendas and regulatory 
frameworks. As previously mentioned, manufacturers 
need to go beyond emissions-neutral operations 
within their system boundaries and involve 
stakeholders from across their value chains and 
manufacturing ecosystems to tackle the largest 
contributors to total emissions. This is complicated 
when stakeholders have other, sometimes conflicting, 
sustainability goals (e.g. decrease in resource 
consumption, circular economy). Moreover, the 
logistical complexity of getting multiple stakeholders 
across the value chain to work together to reduce 
emissions hinders the implementation of extensive 
net zero manufacturing strategies. 

Slow pace of change
The slow pace of digital transformation within 
manufacturing demonstrates the challenges 
associated with introducing transformative 
technologies and business models. Reforming 
manufacturing requires synchronised and focused 
action from various stakeholders such as managers, 
policymakers and members in the supply chain, 

which takes time to coordinate. New technologies 
are rarely implanted into manufacturing processes 
straight away but undergo time-consuming pilot trials 
and evaluations. However, in the face of potentially 
catastrophic climate change, manufacturers are 
required to evolve faster than ever before to 
decarbonise their processes and products. Figure 5.4 
illustrates that the scale and rate of change required 
is not equal across manufacturing subsectors. 

Data sharing and interoperability
Data sharing across the value chain is a key enabler 
of many digital technology solutions, including 
using digital technology to improve sustainability. As 
previously alluded to, there are technical and trust-
based barriers inhibiting data sharing.  Interoperability 
is the ability of computer systems or software to 
exchange and make use of information. Research is 
required to ascertain how we solve high level data 
fusion and data interoperability, and information 
standards challenges to create connected, 
sustainable infrastructures. This will ensure that we 
can respond in real time to enable industry to become 
data-driven in terms of sustainable decision making. 
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Maximising impact from new data
Digital manufacturing is increasing the volume 
and variety of manufacturing data available. There 
has been a tendency to push for the collection 
of more and more data, with the assumption that 
more data will lead to greater insights, though, 
the environmental impact of collecting and storing 
high volumes of data has been gaining attention. 
High data volume requires extensive facilities for 
storage using natural resources such as water 
and non-renewable energy. Therefore, we need to 
understand what data is of actual value to collect 
with the aim of improving manufacturing productivity 
and sustainability. Additionally, understanding how 
to create value from data can become overwhelming 
as data volume and variety increases. Researchers 
also need to provide guidance on how high volume 
data can be best utilised to reduce the environmental 
impact and set up frameworks to support the whole 
data-driven modelling pipeline, from collection, 
processing and modelling of data to translating 
the data insights/recommendations into the 
manufacturing business. 

Unintended consequences from 
sustainable initiatives
As manufacturers seek to take positive steps to 
reduce their emissions, it is important to understand 
the risks involved in making that transition. This is 
not to inhibit positive change, but to focus on the risk 
implications and ensure that measures are taken to 
ensure a safe and sustainable future. Decisions made 
now to upgrade or change production processes have 
an impact for years to come due to the 20 years+ 
lifetime of machinery equipment and processes. 
Therefore, careful consideration is needed in the 
design phase so that manufacturing processes will 
remain environmentally sustainable for years to come 
and consider future environmental challenges. The 
Centre for Sustainability and Excellence recommends 
answering the following questions to help identify the 
sustainability considerations [85]:

• Which stakeholders will be impacted? 
Employees, local community, investors?

• What is the time horizon? Sustainability is a  
long-term and often incremental endeavour.

• What does the life cycle analysis reveal? 
Responsibility neither starts nor ends with the 
purchase of the tech.

• Where does the tech fit in the circular economy?
• Is the technology, and subsequent touting of, 

greenwashing?
• What might be the unintended consequences? 

Displaced workers, data breaches?

Environmental impact from digital 
technologies  
Digital transformation has the potential to improve 
efficiency and productivity across all sectors, and 
help to dramatically reduce carbon emissions in 
agriculture, transport, planning, building, waste 
management and public services. However, the 
use of digital technology comes with its own energy 
cost, and as the world becomes increasingly 
reliant upon the internet and connected devices, 
it is important to acknowledge and manage the 
environmental impact. Data centres alone are 
predicted to produce 1.9 gigatonnes, or 3.2% of 
the global total, of carbon emissions by 2025 [35]
as a rapidly increasing number and variety of IoT 
electronic devices in a wide range of end-use sectors 
require massive data communication in terms of 
volume, velocity/speed, and variety. Semiconductor 
technology advancements have played a key role 
in ICT and unlike the past ICT energy footprint 
analysis, which focused on the final electronic 
product, an attempt has been made to examine the 
global energy impacts for the period 2016–2025 
based on the market forecasts of three major IoT 
IC types, i.e., sensors and actuators, connectivity, 
and processor ICs distributed among four major IoT 
device components. Total global IoT semiconductor 
primary energy demand is projected to increase 
from 2 EJ in 2016 to 35 EJ by 2025, resulting 
mainly from a substantial projected increase energy 
needed in the manufacturing of ICs, with growth 
in the use of sensors and energy-intensive next 
fab generation manufacturing. Unlike the trend in 
manufacturing energy, total global operational energy 
use is projected to decrease significantly with the 
development of smaller transistor size, low-power 
devices, and faster wireless data communication 
technology. Total operational energy is projected to 
significantly decrease from 118 TWh/year (1,2 EJ/
year. Furthermore, a diverse range  of metals are 
needed to make digital technologies. Critical Raw 
Materials (CRM) are a list of finite materials released 
by the European Commission that are in scarce 
global supply. Limited or decreasing access to CRM 
is cause for world-wide concern due to their links 
to technology, industry needs and the environment. 
In 2021 the UK government published their own 
list of critical materials, identify 18 materials of high 
risk in terms of their global supply risk and the UK 
economic vulnerability to such a disruption [86]. For 
example, server, storage and networking equipment 
contain 23 out of 30 CRMs [87]. While electronic 
waste recycling offers some hope, due to the mass 
of CRM in electronics being smaller in comparison to 
other materials that feature within IT equipment, it’s 
common that the CRMs are destroyed and sent to 
landfill as a result of the ‘recycling’ process.

5.3. HOW CAN DIGITAL 
TECHNOLOGIES 
SUPPORT NET ZERO 
MANUFACTURING? 
Existing industrial digital technologies (e.g. 
the Industrial Internet of Things, machine 
learning, sensors) have the potential to 
deliver nearly one-third of the carbon 
emission reductions required by 2030 
[39]. Digital manufacturing enables many 
routes towards net zero manufacturing. 
For example, digital technologies can give 
manufacturers a better understanding of 
their energy usage and make intelligent 

recommendations to increase efficiencies. 
Additional examples include robotic 
automation that optimises energy and 
materials consumption and digital twins 
identifying ways to remove waste from key 
processes. From the roundtable discussion, 
five ways by which digitisation can help 
manufacturers reduce their emissions 
emerged (Figure 5.5).

Figure 5.5  
Uses of digital technologies to support next zero manufacturing that emerged from the roundtable discussion.
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Digital enabled circular economy 
The circular economy is vital to achieving a net zero 
manufacturing vision, due to the significant potential 
it holds for climate mitigation and resilience through 
rethinking and redesigning our socio-economic 
system, regenerating the natural world, reducing the 
need for virgin materials and reusing and recovering 
resources to avoid waste [88].  “Currently, most of what 
we consume flows through a linear, ‘take, make, waste’ 
economy, in which products and materials are made, 
used, and then thrown away. A Circular Economy, by 
contrast, focuses on regeneration, restoration, and 
re-use at all stages of a resource’s life cycle. This 
allows products, materials, and components to remain 
in circulation at their highest value for the longest 
period, and the waste generated by a linear economy 
is designed out from the start [89].” 

A challenge for manufacturers is that materials are 
not infinitely reusable or recyclable. Manufacturers 
need information on the materials or products they 
recover so they can restore the highest possible 
value for as long as possible. For example, plastic 
recyclers are not always aware of the full chemical 
makeup of the materials they process, including the 
presence of toxic substances. Additionally, repair 
technicians don’t always have access to disassembly 
guidelines for electrical equipment. To maintain 
the value of a product in the economy for as long 
as possible, information on the product design, 
composition and the condition is critical. Therefore, 
for manufacturers to embrace a circular economy the 
equation is no longer “waste = resource” but “waste + 
information = resource” [90]. 

Digital technologies enable materials and products 
to have a digital footprint, so data about a product 
or material use can be captured, stored shared and 
analysed throughout its lifecycle. The technologies 
to achieve this are referred to as either attached or 
embedded anchors and they can be physical (e.g. 
fluorescent markers, or watermarks), digital (e.g. 
radio frequency identification or printed electronics) or 
biological (e.g. chemical tracers or DNA markers) [91]. 

Green digital energy systems 
The energy consumption within manufacturing 
processes is the largest source of carbon emissions 
[73]. The European Commission outlines how energy 
system integration – the coordinated planning 
and operation of the energy system ‘as a whole’, 
across multiple energy carriers, infrastructures and 
consumption sectors – is the pathway towards an 
effective, affordable and deep decarbonisation of 
the economy [92]. Digital technologies will be key to 
making energy systems more connected, intelligent, 
efficient, reliable and sustainable over the coming 

decades. Furthermore, digital transformation is crucial 
in the renewable energy transition, allowing the 
integration of more renewable energies throughout 
the electrical system, increasing network reliability 
and helping to better manage energy demand.

Digitisation supports energy system integration by 
enabling dynamic and interlinked flows of energy 
carriers, allowing for more diverse markets to be 
connected with one another and providing the 
necessary data to match supply and demand 
at a more disaggregated level and close to real 
time. A combination of novel sensors, advanced 
data exchange infrastructures and data handling 
capabilities that make use of Big Data, Artificial 
Intelligence, 5G and distributed ledger technologies 
can enhance forecasting, allow the remote monitoring 
and management of distributed generation and 
improve asset optimisation, including the on-site 
use of self-generation. Digitisation is also key to 

unleashing the full potential of customers having 
flexible energy consumption across different 
sectors to contribute to the efficient integration 
of more renewables. 

Track value chain emissions 
Switching to clean energy and using digital 
technologies to improve manufacturing efficiencies 
can help reduce direct emissions but decarbonising 
indirect emissions from the industry remains a 
significant challenge. Measuring the life-cycle 
emissions of products is the most meaningful 
way to illustrate how raw materials’ production, 
manufacturing processes and use affect an overall 
carbon footprint. However, value chain emissions 
are notoriously difficult to measure. Using digital 
technologies to track emissions from materials and 
goods effectively, reliably and responsibly across 
the value chain could help improve processes, 

inventories and deliveries and reduce indirect 
emissions. In addition, tracking and sharing emission 
data across the value chain will enforce greater 
transparency and accountability. Benchmarking 
emissions data information across manufacturing 
may yield a faster reduction in emissions and control 
sustainable manufacturing and material costs, as it 
will ensure environmental, social and governance 
compliance and will help build consumer loyalty for 
brands with sustainability appeal.

Measuring value chain emissions requires a high 
level of integration and coordination between multiple 
supply chain networks. Furthermore, mechanisms 
to increase trust in the data collected are required. 
Digital technologies including AI, Industrial Internet 
of Things and blockchain can be used for enhanced 
transparency, as well as to make it easier to track 
carbon emissions. Capgemini reports that by 
reporting carbon emissions across a blockchain 
network, a single platform for carbon measurement 
is created, helping to provide a trusted network that 
can report emissions in an immutable and tamper-
proof audit trail, facilitating connections between all 
the different participants around a trusted platform 
that guarantees privacy, security and traceability 
[93]. Businesses can use technologies to understand 
the carbon footprint of products and services across 
whole value chains. Insights gained can be used to 
make the right design decisions for in-built net zero. 
In addition, mapping, tracking and visualising energy 
data will improve energy management and reduce 
usage. In the future, apps will integrate multiple 
sources of data and provide intuitive dashboards and 
visual tools for consumers to track their emissions 
and gain insight into the impact of their food choices, 
shopping and travel habits [39]. 

Data-driven sustainability 
Data-driven sustainability refers to collecting and 
using data to make decisions that guide measurable 
and environmental and socially responsible 
manufacturing strategies. Whether these strategies 
are aimed at lowering greenhouse-gas emissions, 
optimising supply chains, or reducing waste, insights 
from data can power positive change while increasing 
productivity. Digital systems from ground sensors 
to satellites can generate valuable data to support 
data-driven decision-making, by enabling greater 
emissions monitoring and understanding of climate 
trends and intervention impacts. According to Drax, 
85% of key decision-makers in manufacturing see 
data analysis as a top priority for achieving net-zero. 
Data can be used to develop data-driven models, that 
are powered by AI and machine learning algorithms, 
to make intelligent sustainable decisions governed by 
the data. Data-driven, or autonomous, manufacturing 

Case Study 7: AI Waste Analytics
Project Partners: Greyparrot

Background 
Despite consumers’ best efforts to recycle, poor 
packaging design and ineffective sorting means 
that much of what goes into recycling bins still 
ends up in landfill. Manual spot sampling is 
limited by time and resource constraints and 
as a result, covers a very small proportion of all 
processed waste. 

Digital Manufacturing Application 
Greyparrot is an AI start-up using computer 
vision technology to monitor, analyse and 
sort tonnes of waste at scale. The robust 
AI monitoring unit analyses 100% of waste, 
providing users with live composition data at 
scale. The integrated AI model recognises the 
composition of objects automatically and in real 
time. The system is designed to be retrofitted 
without changing existing infrastructure.

Outcomes 
Since its inception in 2019, the Greyparrot AI-
powered computer vision system has analysed 
over ten billion packaging items in sorting 
plants to increase recycling rates and introduce 
accountability to the waste value chain. Its 
customers cover 60% of the waste management 
market including industry leaders such as Suez, 
Biffa and Veolia. The unprecedented data the 
company has gathered on product packaging is 
directly impacting policy and packaging design, 
enabling data-backed decisions to be made by 
stakeholders along the entire waste value chain.

Case Study 8: Intelligent Tidal 
Turbine Control Systems
Project Partners: ELEMENT

Background 
The future of commercial tidal energy rests on 
today’s efforts to reduce operational overheads 
and maximise energy outputs from arrays. 
Sensors have historically presented a significant 
cost to tidal energy producers as they require 
replacing and repairing when affected by 
biofouling, corrosion and other common effects 
of the marine environment.

Digital Manufacturing Application 
The ELEMENT team will used modelling to 
create the world’s first intelligent tidal energy 
turbine, using its rotor and drivetrain as a sensor. 
This transformation eliminates the need for 
separate sensors to be attached to the turbine. 

Outcomes 
This move reduced operating costs by delivering 
greater operational control over the turbines, 
improving their reliability, lessening exposure 
to damaging loads and extending the lifetime 
of components. Other benefits are better 
control over environmental impacts and finer 
adjustment of turbines to tidal flows so they can 
maximise energy capture. In total, ELEMENT 
delivered a 17% cost saving on the levelised 
cost of tidal energy thanks to reduced operating 
costs combined with maximised lifetime, energy 
capture and availability.
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systems are capable of identifying solutions 
inconceivable to humans and thus open up new 
routes to improve productivity and resource efficiency 
and reduce emissions. For example, research 
published by The Royal Society outlines how the 
opportunity to bring together governments, academia, 
industry and the third sector could lead to the creation 
of a ‘planetary digital twin’ or operational ‘control 
loop for the protection of the planet’ [94]. The digital 
twin could then be used to simulate, optimise and 
transform economic activity to minimise emissions 
and maximise efficiency. Similarly digital twins built 
describing manufacturing systems would also allow 
manufacturers to explore ‘what-if’ scenarios and 
impacts of interventions to reduce emissions. 

The effectiveness of utilising data to improve 
manufacturing is dependent on the quality of the data 
collected. The data collected must be appropriate to 
the situation; therefore, calculated decisions must 
be taken to identify how the data is collected and the 
required granularity of that data. Furthermore, the 
environmental benefit from the insights gained from 
the data must outweigh the environmental impact of 
collecting and storing the data. 

Digital support to design new generation 
of sustainable products 
According to the Circular Economy Action Plan 
2020, “up to 80% of products’ environmental 
impacts are determined at the design phase”. We 
are currently living in a world where more and more 
data is captured throughout a product’s life cycle 
(from design to product retirement). The networks 
are evolving, wherein, data are collected from 
all phases of the product lifecycles from design, 
prototype, manufacturing, usage aftermarket, returns 
remanufacturing and recycling. Integrating product 
use and customer data into the design process 
is regarded as essential in the next generation of 
sustainable products for manufacturers to remain 
competitive. New approaches to intelligent design 
automation, such as generative design, have the 
potential to accelerate the iteration of more innovative 
products that perform better and last longer. Digital 
manufacturing presents a view of product and 
process design holistically, as part of the product life 
cycle, and allows products to be designed in a way 
that adjusts for process capabilities or limitations. 
Furthermore, material used, assembly 
and transportation can be optimised thereby 
reducing the amount of waste and energy used 
during manufacturing.

Case Study 9: Self-Optimising 
Clean-in-Place
Project Partners: University of Nottingham and 
Whitwell

Background 
The 30% of energy and water used by the UK 
food and drink manufacturing sector is used to 
clean processing equipment. Today’s Clean-in-
Place (CIP) systems do have some drawbacks. 
CIP processes need to be designed for the 
worst case scenario, and they operate ‘blind’. 
They are unable to identify how much food or 
microbial debris remains within the equipment 
which means that cleaning takes place over a set 
time period, rather than bearing a relation to the 
amount of cleaning that is actually required. The 
financial losses incurred by this lost production 
time are exacerbated by the over-use of energy, 
water and chemicals due to over-cleaning.

Digital Manufacturing Application 
The self-optimising clean-in-place (SOCIP) 
system uses an artificially intelligent, multi-
sensor inspection system to monitor and assess 
exactly how much food residue and microbial 
debris is left inside the manufacturing equipment 
during the pre-rinse and detergent phases of the 
cleaning process. SOCIP’s intelligent software 
assesses the cleaning process and optimise 
the length of time required for each CIP phase 
– maintaining hygiene standards and improving 
efficiency, as the equipment is cleaned only for 
as long as necessary.

Outcomes 
A medium-sized UK diary will, typically spend £1 
million a year on cleaning, with lost production time 
accounting for at least half of this cost.  Reducing 
CIP time to just what is required to ensure the 
equipment is clean would enable the dairy to 
reduce its annual water and energy use by around 
270,000l and 2,400Mwh respectively, resulting in 
net savings of around £300,000 a year.

5.4. CONCLUSION AND 
RECOMMENDATIONS
The digital transformation of manufacturing 
offers a way forward towards net zero 
manufacturing by 2050.

The scale of the net zero challenge demands 
new technologies and models for innovation be 
explored, to overcome the numerous barriers from 
decarbonising legacy equipment and processes 
to integrating net zero solutions that span multiple 
manufacturing systems. Government, funders, 
industry and academia from computer science 
to social sciences must combine research and 
development efforts to greater effect to overcome 
these and future net zero barriers. This study 
highlights five methods of using digital technologies 
for manufacturers to continue towards net zero. 

1. Digital enabled circular economy: Digital 
technologies enable materials and products 
to have a digital footprint, so data on product 
design, composition and the condition is 
captured. This information can be utilised to 
extend a product’s life, as well as identify new 
reuses opportunities and/or paths to recovery 
material through valorisation processes. 

2. Green digital energy systems: Digital 
transformation is crucial in the renewable energy 
transition, allowing the integration of more 
renewable enegry throughout the electrical 
system, increasing network reliability and  
helping to better manage energy demand.

3. Track value chain emissions: Digital 
technologies concepts, such as AI, Industrial 
Internet of Things and blockchain can be used 
for enhanced transparency, as well as making it 
easier to track carbon emissions. Insights gained 
can be used to make the right design decisions 
for in-built net zero.

4. Data-driven sustainability: Data can be used 
to develop data-driven models, that are powered 
by AI and machine learning algorithms, to make 
intelligent sustainable decisions governed by  
the data.

5. Digital support to design new generation of 
sustainable products: Digital manufacturing 
presents a view of product and process design 
holistically, as part of the product life cycle, and 
allows products to be designed in a way that 
adjusts for process capabilities or limitations.

6. Maximising digital technology’s contribution 
to the net zero 2050 target will depend on the 
policy decisions we make today, and the actions 
of governments, industry and funders. From the 
Connected Everything roundtable discussion 
we make 12 recommendations to guide net zero 
manufacturing future research agendas and 
policy, which are summarised in Figure 5.6.
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Legislate for net zero 
manufacturing 
Current legalisation does not give 
sufficient impetus to manufacturers 
to decarbonise. Tougher legislation is 
needed to encourage manufacturers 
to reduce emissions and support 
the development of environmentally 
friendly manufacturing techniques 
and processes.

Support employee’s wellbeing 
during transition 
Implementing net zero technologies 
and processes can cause employee 
anxiety. Communicating clearly and 
consistently with employees about 
how the company is tackling net 
zero can help people feel part of the 
solution and not the problem.

Adaptive regulation to keep 
pace with innovation 
Net zero solutions will exploit several 
levels of technology integration and 
highly collaborative product and 
process development. Fast pace, 
adaptive regulation is required for 
this to be effective. 

Greater collaboration  
Greater collaboration between 
manufacturers and researchers is 
needed to both ensure research is 
meaningful and to translate net zero 
research into industry. 

Integrate net zero within 
environmental policy 
Emission reduction policies need to 
look beyond carbon to ensure their 
wider environmental contribution is 
a positive one.

Transparency of value chain 
emission data 
To enable net zero manufacturing, 
support to improve data sharing and 
transparency is needed to understand 
the environmental and social impact 
of manufacturing decisions, to drive 
more sustainable choices.

Financial support to 
decarbonise manufacturing 
Additional funding and an adapted 
fiscal and financial landscape to 
incentivise low carbon but higher 
cost processes and products.

Guidance for wider systems 
thinking 
Manufacturers need guidance to 
understand emissions across the 
wider system (scope 3 emissions) 
so they can identify significant 
contributors and take steps to 
reduce these emissions. 

Consolidate net zero 
manufacturing guidance  
Manufacturers seeking to decarbonise 
are exposed to many sources of, 
sometimes conflicting, advice about 
where to start. A national platform 
is required that consolidates the 
net zero manufacturing guidance 
and expertise.

Support design of sustainable 
products 
The product design stage is crucial 
to minimise a product’s emission 
during manufacturer, use and end 
life. Support is required to filter 
down product sustainability data and 
decision-making tools to designers. 

Enable a shift towards a 
sustainable society 
Social and behavioural changes are 
paramount to achieving net zero and 
this will require multiple inventions 
(e.g. education campaigns, product 
carbon footprint labelling, price 
increases) to achieve.

Understanding digital 
technologies’ impact 
Digital technologies have their 
own carbon impact which must 
be understood to ensure their 
introduction leads to an overall 
emissions reduction. In addition, 
manufacturers must be wary of 
using digital technologies to fix 
unsustainable practices. 

Figure 5.6  
Recommendations from roundtable discussion to support 
manufacturers achieve net zero manufacturing
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6.1. BACKGROUND
Over the past two years, 
manufacturers have faced 
unprecedented disruption with 
the combination of the UK leaving 
the European Union, the global 
pandemic and the humanitarian 
disaster in Ukraine, combined with 
soaring transport, energy and raw 
material costs.

Digital Catapult research reveals that two-
thirds of manufacturers are prioritising building 
resilience into their supply chains during 
2022 and this is driving their innovation 
goals [95]. The manufacturing sector is, 
directly and indirectly, responsible for over 7 
million UK jobs and increasing its resilience 
is vital to ensure national economic and 
social sustainability. The value of a resilient 
manufacturing sector was underlined 
during the UK’s response to the pandemic. 
Whether by scaling up the production of 
critical supplies for the healthcare sector or 
maintaining food production, manufacturing 
firms have shown their importance in a time 
of national crisis. Furthermore, opportunities 
from transforming manufacturing resilience in 
the UK could add £26bn of productivity value 
to the economy [96]. 

A system is resilient if it can adjust its 
functioning prior to, during, or following 

events, and thereby sustain required 
operations under both expected 
and unexpected conditions. For a system to 
be resilient against disruptive events there 
are two essential properties that a system 
should possess. The first is the ability of 
the system to maintain function without 
failures, generally referred to as “reliability.” 
The second is the ability of the system to 
recover from misfortunes, a.k.a “recovery” 
or “recoverability”. Digitisation can play a 
key role in making manufacturing systems 
more resilient through speeding up recovery 
from disruptions (i.e., resuming operations), 
diversification (i.e., exploring new feedstocks, 
products and new markets) and increasing 
reliability (i.e., preparing for supply/demand 
shocks and operational risks).

Therefore, this theme aims to: 

• Identify the resilient manufacturing 
drivers and barriers. 

• Understand how digitisation 
may enhance resilience within 
manufacturing. 

• Recognise what risks digitisation poses 
to manufacturing. 

• Provide recommendations to ensure 
the future UK manufacturing sector 
is resilient. 

6.2. RESILIENT 
MANUFACTURING 
DRIVERS AND BARRIERS
6.2.1. WHAT’S DRIVING 
MANUFACTURING TO 
INCREASE RESILIENCE?
The recent distributions caused to the 
global supply lines are currently driving 
manufacturers’ interest in becoming 
more resilient. Yet, history tells us that 
companies often lose interest in resilience 
as crises fade.

Therefore, by understanding what additional drivers 
exist will help communicate the importance of 
resilient manufacturing when the recent disruptions 
are resolved and ensure manufacturers continue to 
invest in resilience. During the Connected Everything 
roundtable discussion, four current resilient drivers 
and three future net drivers were identified by the 
delegates (Figure 6.1).

Figure 6.1  
Resilient manufacturing drivers and barriers
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Competitive advantage 
Resilience has not always been a priority for 
manufacturers, with many today believing it to be 
only valuable in a limited and non-recurring set of 
circumstances. However, resilience during crises 
can instead offer opportunities for differential growth 
and competitive advantage. For example, research 
from The BCG Henderson Institute shows that 30% 
of a company’s long-run relative total shareholder 
return is driven by how it performs during crises [97]. 
Resilient manufacturers enjoy better outcomes than 
their competitors through a combination of three 
components of performance (Figure 6.2):

• Lower shock impact: Resilient manufacturers 
limit the immediate impact of the shock due to 
recognising threats and preparing for them in 
advance and their ability to mitigate or absorb  
the immediate negative effects of a shock.

• Faster recovery speed: Resilient manufacturers 
recover faster than the competition due to 
their preparedness to capitalise on disruption 
during a crisis and their ability to quickly identify 
the actions needed to restore operations and 
implement them swiftly.

• Greater recovery extent: Resilient 
manufacturers thrive in the new circumstances 
after a crisis, due to their adapting to the new 
normal post-shock and their shaping of the 
dynamics of the industry in the post-shock 
environment to their advantage.

Increasing frequency of disruptions
Disruptions across the value chain show little sign 
of abating. In fact, future pandemics, global events, 
resource uncertainty, workforce depletion and climate 
change mean manufacturing systems will be subject 
to a greater frequency of unforeseen disruptions. 
For example, research by McKinsey Global Institute 
illustrates how the probability of a hurricane of 
sufficient intensity to disrupt semiconductor supply 
chains may grow two to four times by 2040 [98]. 
As the frequency and magnitude of the disruptions 
increases, applying ad hoc measures to restore 
steady-state operation will become increasingly 
expensive and difficult. Furthermore, the effect of 
these disruptions may be linger long after the initial 
cause. For example, more than two years after the 
pandemic began the gap between semiconductor 
supply and demand has widened across all 
semiconductor-enabled products. 

New technology
As the digitisation of the manufacturing sector 
becomes increasingly prevalent, this, in turn, will drive 
resilience improvements. More than three-thirds of 
leaders surveyed by Deloitte said their organisation’s 
digital capabilities significantly helped them cope 
with challenges caused by the pandemic [99]. 
Indeed, during the pandemic, many manufacturers 
accelerated their digital transformation to better 
deal with and adapt to the disruptions caused [14]. 
Industrial digital technologies, such as machine 

learning and the internet of things, will enable a 
data-driven approach that will give manufacturers 
better awareness to take action on or compensate 
for unanticipated problems. For example, digital 
products have been developed at Value Chain to 
solve scheduling inefficiencies by enabling better 
foresight of customer demand that in turn can 
facilitate intelligent decision making with regarding to 
scheduling jobs [100]. Furthermore, as we progress 
towards 2050 innovation will go beyond current 
digital solutions (e.g. extended reality, telepresence, 
virtual production and simulation) and offer new 
opportunities to increase resilience. 

Legislation
As a general rule, governments will point 
manufacturers towards and recommend relevant 
standards but stop short of mandating their uptake. 
However, recent legislation is playing a role in 
driving manufacturers to become more resilient. 
For example, water utility companies within the 
UK must meet customer satisfaction benchmarks 
for continuous service as criteria to get new 
investments approved [101]. That has encouraged 
United Utilities and Severn Trent, among others, to 
invest in machine learning analytics and IoT to spot 
mechanical breakdowns, sewage overflows and other 
unexpected disruptions [102,103]. In the future, as 
part of the £2.6 billion National Cyber Strategy 2022, 
the UK Government is working to improve the cyber 
resilience of businesses and organisations across the 
UK economy [104].

Future resource security 
The products made by manufacturers consume 
a large number of resources (e.g. water, metals, 
minerals and natural materials). Since 2011, the 
EU has identified those raw materials that are most 
economically important and have a high supply 
risk and now refer to them as critical raw materials 
[105]. Critical raw materials are essential to the 
functioning and integrity of a wide range of industrial 
ecosystems. Tungsten makes phones vibrate. In 
2021 the UK government published their own list 
of critical materials, identify 18 materials of high 
risk in terms of their global supply risk and the UK 
economic vulnerability to such a disruption [86]. 
Gallium and indium are part of light-emitting diode 
(LED) technology in lamps. Semiconductors need 
silicon metal. Hydrogen fuel cells and electrolysers 
need platinum group metals. It is projected that it will 

take until 2100 before recycling and valorisation can 
account for at least half of the number of rare earth 
elements that the world will need [106]. Therefore, 
achieving resource security requires action to 
diversify supply from both primary and secondary 
sources, reduce dependencies and improve resource 
efficiency and circularity, including sustainable 
product design.

Adapting to climate change
Despite progressive action on climate change by both 
governments and companies, temperatures will still 
result in 2.7°C of warming by 2100, according to the 
UN Intergovernmental Panel on Climate Change, 
which exceeds the 1.5°C threshold needed to avoid 
climate change impacts [107]. As climate change 
makes extreme weather more frequent and/or severe, 
it increases the probability of events that are more 
intense than manufacturing systems are constructed 
to withstand. Therefore, it may be necessary for 
manufacturers to increase investment in adaptation, 
possibly at the expense of productivity. The United 
Nation adaptation development plans may include: 
how to manage the increasingly extreme disasters we 
are seeing; how to protect coastlines and deal with 
sea-level rise; how to best manage land and forests; 
how to deal with and plan for drought; how to develop 
new crop varieties; and how to protect energy and 
public infrastructure.

Geopolitical uncertainty 
The growing importance of global supply chains has 
fundamentally changed the way the global economy 
and goods manufacturing are organised. For decades 
manufacturers have used increased globalisation 
and supply chains to drive efficiency and create 
lean manufacturing processes which have helped 
them grow and remain competitive. However, the 
Russian invasion of Ukraine, which has caused one 
of the greatest humanitarian crises in Europe since 
the Second World War, demonstrates the fragility 
of global supply chains to geopolitical events. In 
response to geopolitical uncertainty, Make UK 
found that over two-fifths of companies (42%) have 
increased their UK supply base, with over a quarter 
increasing supply from Western Europe, including 
Turkey [15]. A future vision might be more related 
to constraints around data supply chains (e.g. 
data storage and flows) instead of material/goods 
supply chains.

Figure 6.2  
Three components of competitive advantages derived from 
resilience. Figure adapted from [97]
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6.2.2. WHAT BARRIERS 
TO ACHIEVING NET ZERO 
MANUFACTURING WERE 
IDENTIFIED? 
It is important to plan for potential barriers 
to implementation when assessing what 
manufacturing resilience improvements 
should be pursued by a manufacturer.

Previous identified financial weakness, lack of 
knowledge, unwillingness to share information 
and lack of flexibility among others [108]. During 
the Digitally Enabled Manufacturing Resilience 
Connected Everything roundtable, participants were 
asked to identify both current and future barriers to 
resilient manufacturing. 

Manufacturing complexity 
Manufacturing systems and supply chains have 
become progressively more complex and inflexible. 
The inflexibility of manufacturing processes and 
supply changes makes it harder for manufacturers 
to respond quickly to disruptions. There are also 
sector-specific challenges that add complexities and 
complications to manufacturing supply chains. One 
example is the food and drink sector which contains a 
high number of perishable items with a short shelf-life 
(e.g. fruits, vegetables and fresh meat) and is reliant 
on reliable, efficient and predictable transportation 
links to ensure that goods reach their destinations 
as fresh as possible, reducing both food safety and 
waste issues. 

All manufacturing systems contain inherent variation 
(e.g. fluctuations in process temperatures, pressure 
and flowrates, human operators, leakages) and 
managing this variability, to ensure a consistent 
product, can be very difficult.. For example, variability 
between nominally identical vehicles is an ever-
present problem in automotive vehicle design, 
which can lead to customer dissatisfaction. Process 
manufacturing is subject to additional variability 
from within feedstock supply lines composition. The 
feedstock’s physical and compositional variability 
can have a significant impact on the biochemical 
and thermochemical conversion to the final product. 
As manufacturers move away from non-renewable 
sources toward waste and biomass feedstocks, 
variability will become an even greater challenge for 
resilient manufacturing. 

Skills and knowledge
Manufacturers need access to the right skills 
across the workforce in order to evolve and adapt 
to disruptions. However, the Make UK 2022 survey 
found ‘people, skills and training’ to be the third 
most common factor inhibiting resilience [15]. At the 
level of individual workers, resilience is shaped by 
whether specific people can cope with disruptive 
changes such as redundancy, skills obsolescence 
and technological shifts. A resilient worker might be 
considered one with the capacity and willingness 
to retrain and acquire or update skills and even to 
exercise mobility to move geographically to new 
employment opportunities. Currently, there is a digital 
skills gap which is limiting the potential of digital 
solutions to increase a manufacturers’ resilience. 

Ability to invest in resilience 
The COVID-19 pandemic resulted in unprecedented 
supply-and-demand shocks, not only increasing 
the uncertainty of the economic outlook, but also 
affecting the financial and operational capacity of 
manufacturing and supply systems. Funding is 
available for innovation (e.g. Innovate UK), however, 
applying for funding is a time-consuming and costly 
process with no guarantee of success. For example, 
proposals for Innovate UK Smart Grants had an 
average success of less than 8% in 2021 [109]. From 
lower cash reserves and higher administrative costs 
to capital disruption and lack of traditional sources of 
financing, manufacturers have a reduced capability 
to invest in transforming their systems to become 
resilient. Realising this, the World Economic Forum 
and International Finance Corporation (IFC) have 
carried out a series of consultations with senior 
executives in operations and supply chains to explore 
and better understand financial needs in order to 
build resilience during and post-COVID-19 [110]. 
The consultations carried out revealed three main 
coordination imperatives for stakeholders looking to 
be better equipped in the event of future disruption: 

1. A global mindset shift to first ensure sufficient 
financial liquidity for long-term resiliency 
investments

2. A shared vision, supporting the more fragile 
stakeholders in the path towards resiliency, 
starting with their suppliers and other important 
players along their value chains

3. New multistakeholder partnerships such as 
with academia and the public sector to finance 
increased resilience

Availability of workforce during crisis
According to PwC, British manufacturers are 
facing the largest shortage of skilled workers since 
1989, with many citing recruitment as their biggest 
challenge [111]. Manufacturing is a highly skilled 
industry that requires very specific qualifications 
from job applicants and makes hiring additional 
workers during a crisis challenging. Disruptions 
affects workers’ mental health putting additional 
strain on the manufacturing workforce. For example, 
during the pandemic, workers in the manufacturing 
industries faced a wide range of challenges: 
frequent shutdowns and temporary layoffs and 
working long hours due to staffing shortages and 
consumer demands. At home, workers also faced 
unprecedented challenges, including school closings 
and caring for elderly loved ones. These issues 
are so widespread that one study by Glint showed 
an 86% spike in burnout among workers in the 
manufacturing industry during 2020 [112].

Legacy equipment and processes
Traditionally, manufacturing processes and 
equipment are designed to have at least a 20-year 
lifetime. As a result, most of the equipment on-site 
will have been in operation for several years or 
decades and were never designed for 21st-century 
stresses (e.g. extreme weather events, net zero and 
circular economy thinking and move to resource 
recycling facilities, managing emerging pollutants 
and increasing waster demand). An example of this 
is wastewater treatment plants that are designed 
to remove contaminants from domestic and 
municipal wastewater. In recent years, concern has 
increased regarding the presence of many emerging 
contaminants at low concentrations within the water 
environment. Existing conventional water treatment 
plants were not designed for these emerging 
contaminants. Therefore, innovative approaches to 
wastewater treatment are required. Manufacturers 
need to recognise the need to upgrade their legacy 
equipment and processes to digitally transform their 
systems and use data to build future resilience.

Reduced UK manufacturing capacity 
The Make UK survey shows that UK manufacturers 
are aiming to bring back production to the UK in a 
“reshoring” drive to try to address the supply-chain 
disruptions caused by the coronavirus pandemic 
and Brexit [15]. However, the previous decades’ 
worth of globalisation has reduced the UK’s in-house 
manufacturing capacity. This presents practical 
challenges to UK manufacturers looking to 
reshoring, including:    

• Identifying suppliers: The UK has lost visibility 
of the UK suppliers that can meet or adapt to suit 
requirements, meaning that finding, assessing 
and then contracting those potential suppliers 
will be a challenge for those looking to reshore. 
Digital technologies are enabling new initiatives 
to help improve the visibility of UK suppliers and 
manufacturing capabilities  [100,113]

• Lack of heavy industry: The UK does not have 
the raw materials or infrastructure required for 
some industrial processes. It may be that the 
solution for some manufacturing businesses will 
be near-shoring; moving the manufacture of goods 
closer to home to reduce lead times and logistics, 
without actually fully returning to the UK [15].

• Skills gap: The manufacturing industry is 
struggling to attract, hire and retain talent for 
roles ranging from skilled production workers 
to R&D and digital manufacturing experts, to 
operational and business managers [48]. 

Future unknowns
One of the main barriers is being able to quickly 
adapt to the unknown. Future pandemics, natural 
disasters, cyber-attacks and more could significantly 
alter consumer behaviour, supplies and manufacturing 
processes once again. During COVID-19, the most 
resilient companies were able to alter product lines to 
manufacture Personal Protective Equipment (PPE), 
face masks and other essentials to stay relevant. The 
ramifications of the UK existing the European Union 
are still unclear. Manufacturing accounts for around 
10% of UK GDP, of which around half is reflected 
in EU export [114], and Brexit (combined with the 
severe challenges to UK manufacturing over the last 
decade or so brought about by rapid globalisation) 
brings both challenges around factors including 
regulatory frameworks, talent loss and movement, 
and increased tariff charges, as well as opportunities, 
such as disruption to supply chains and access to 
talent outside the EU. While not every manufacturer 
can or needs to change product lines so drastically, 
manufacturers should aim to achieve the agility that 
will serve them well in future crises.
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Climate change
As previously mentioned, climate change makes 
extreme weather more frequent and/or severe, it 
increases the probability of events that are more 
intense than manufacturing systems are constructed 
to withstand. Climate change and land-use change 
are projected to make wildfires more frequent and 
intense, with a global increase of extreme fires of 
up to 14 per cent by 2030, 30 per cent by the end 
of 2050 and 50 per cent by the end of the century, 
according to a new report by the UN Environment 
Programme [115]. Already in the UK, according to the 
National Fire Chiefs Council, this year alone England 
and Wales have had 442 wildfires, which compares 
with 247 last year [116]. While climate change will 
drive manufacturers to become more resilient, the 
uncertainty created by climate change will hinder 
manufacturers’ efforts to achieve resilient supply 
lines and processes. 

Cyber security
As manufacturers progress through their digital 
transformation, cyber-attacks pose an increasing risk. 
In the UK and Ireland, manufacturing was the most 
targeted industry – accounting for 80% of all attacks 
in 2020 [117]. As manufacturers transition to more 
digitalised and interconnected systems and devices, 
they will face increasingly sophisticated cyber-attacks 
that are harder to prevent. Clearly, cyber security 
will become an increasingly important issue for 
manufacturers to protect their systems. However, 
security limitations may prevent access to alternative 
systems in other geographies and in the cloud, which 
may impede manufacturing resilience. 

Critical material shortage
Of the 118 elements that society relies on for getting 
from place to place, health, food supply, energy and 
communication, more than 40 are predicted to face 
supply limitations in the coming years (Figure 6.3). 
These critical elements include rare earth elements, 
precious metals, and even some that are essential 
to life, like phosphorus. Phosphorus is hardly 
uncommon and yet, through widespread use as 
phosphates in crop fertilisers, there is now a risk to 
future supply. Many reserves of rock phosphate are 
likely to be exhausted before the end of the century. 
Indium is another example of a rare metal used in 
television, computer and mobile phone flat-panel 
display screens and to dope silicon in microchip 
production. At the current rate of indium consumption, 
which is accelerating worldwide, supplies of indium 
ore could dwindle to nothing over the next 50 years. 
Research into more abundant alternatives, more 
efficient uses, value retention processes (e.g., 
recycling, remanufacturing, repair and refurbishment) 
and resource recovery will help mitigate risks and 
move the industry towards a sustainable and resilient 
supply of raw materials. Although remanufacturing, 
the highest value retention processes, is well 
developed in a few well-defined sectors (for example, 
the UK automotive and aerospace sectors had an 
estimated remanufacturing market of £16 billion in 
2020) there is good potential in other areas as well, 
and this is not yet exploited [118]. There is evidence 
from manufacturers that reuse, repair, refurbishment 
could grow quickly if there were clearer coherence 
between the market and government policy 
and incentives [118].

Competition with environmental 
sustainability
Environmental sustainability and resilience frequently 
overlap, and with good policy and planning reinforce 
one another. However, while they are highly related, 
they are not the same and may sometimes come 
into conflict with one another. For example, while 
renewable energy is clearly more environmentally 
sustainable than fossil fuel alternatives, it makes our 
energy systems increasingly sensitive to weather 
and climate variability and the possible effects of 
climate change. Scottish and Southern Energy (SSE) 
renewable assets produced 32% less power than 
expected between April and September 2021 as low 
wind speeds and dry conditions reduced wind and 
hydro output [120]. Conversely, some measures 
may be resilient but not environmentally sustainable. 
Engineered seawalls, as an example, will confer 
resilience to a shoreline, but often at the cost of 
interfering with sediment movement and build-up to 
the detriment of shoreline habitat. Looking forward to 
2050, achieving both environmental sustainability and 
resilience will remain a key goal for manufacturers. 
Understanding how these two terms interact will help 
manage those interactions and the trade-offs that 
may arise.

Policy
In recent years, various countries have brought in 
a range of measures with a focus on enhancing the 
resilience of supposedly strategic sectors, but some 
of these policies have been introduced to protect 
domestic industry from foreign competition. The UK 
Trade Policy Observatory outlines the risk that supply 
chain resilience is used as a get-out clause for a wide 
range of industrial policy interventions to disguise 
protectionism [121]. Protectionism often undermines 
resiliency by weakening a country’s economy and 
manufacturing sector. For example, International 
Monetary Fund economists in 2018 examined data 
for 151 countries over 51 years (1963–2014) and 
found that “tariff increases lead, in the medium term, 
to economically and statistically significant declines 
in domestic output and productivity” as well as more 
unemployment and higher inequality [122].

Figure 6.3  
The periodic table of endangered elements. Sourced from the 
American Chemical Society [119]

70 71



6.3. HOW CAN DIGITAL 
TECHNOLOGIES 
ENHANCE RESILIENCE? 
There is risk in assuming that the 
digital transformation will automatically 
lead to resilience. 

However, technology itself will not realise resilient 
manufacturing. Understanding how to best apply and 
utilise existing techniques and innovation will be key. 
From the roundtable discussion, six clear ways by 
which digitisation can help manufacturers become 
more resilient emerged (Figure 6.4)

Agile manufacturing systems 
Manufacturing systems need to become agile to 
swiftly respond to shocks that interrupt normal 
operations. Agile manufacturing is a manufacturing 
methodology that has existed since the 1990s and 
lays out the processes and tools that help companies 
rapidly respond to changes in the marketplace 
without increasing costs or sacrificing quality. Digital 
manufacturing offers means to strengthen agile 
manufacturing by enhancing flexibility. Example 
applications of industrial digital technologies to 
increase resilience include: 

• Industrial internet of things: Devices connected 
to the internet enable organisations to have 
an integrated information system in support of 
supply chain operations and visibility, and, in 
turn, flexibility and decreasing of responding to 
customer or market requirements. 

• Reprogrammable robotics: Automation and 
robotics can become agile and reprogrammable 
through new algorithms that can automatically 
generate programme and configuration data 
from CAD and process data speeding the time 
to respond.

• Additive Manufacturing (AM): The additive 
nature of the AM process allows for the 
fabrication of complex geometries, which, unlike 
traditional subtractive manufacturing methods, 
do not require specialist tooling. Production can 
switch from one part to another almost instantly, 
which has been demonstrated by those with 
addivtive manufacturing capabilities producing 
products on demand.

• Blockchain: Blockchain technologies could offer 
provenance to big data within supply chains, 
capturing data regarding products, services and 
supply chain tiers in real-time, thereby enhancing 
supply chain agility.

• Cloud manufacturing: The cloud manufacturing 
model is the concept of sharing manufacturing 
capabilities and resources on an intelligent 
cloud platform. By nature cloud manufacturing 

production lines are no longer fixed but 
temporary, allowing for the option of small or long 
production runs depending on user and market 
demands. The supporting supply lines are highly 
reconfigurable, dynamic and agile giving cloud 
manufacturing the ability to adapt to unpredicted 
changes of circumstance.

• Factory in a box: A factory in a box is a rapidly 
deployable, remotely managed, modular 
manufacturing supply chain network enabled by 
industrial digital technologies. It is a rapid route 
to market for products with a faster return on 
investment on its manufacturing innovation 
and new disruptive business models for the 
supply chain.

Fail faster, learn faster
The “fail fast, fail often” mantra has been the 
foundation for innovative companies. With fail 
fast, fail often there is a clear link between failure 
and innovation, rapidly turning small mistakes into 
creativity and iteratively building resilience. However, 
recent thinking has highlighted that this mantra has 
become outdated as technology has matured and 
there is more opportunity to learn from successful 
innovations [123]. Digital manufacturing can support 
this by providing manufacturers with the tools 
needed to create digital infrastructure and simulation 
capabilities to evaluate different configurations, and 
assess limits of flexibility and elasticity (i.e., the ability 
for a manufacturer to increase/decrease volume and 
product mix). For example, adopting sophisticated 
modelling techniques, such as digital twin technology, 
can help manufacturers replicate ideas quickly and 
help identify and reduce potential risks. 

Rapid prototyping is a group of techniques used to 
quickly fabricate a scale model of a physical part or 
assembly using three-dimensional computer-aided 
design data. The advent of rapid prototyping has not 
only made it easier for manufacturing companies 
to create a scaled model of their products, but also 
to test those products and easily make changes 
to the prototype. The Ventilator Challenge in the 
UK has shown that it is possible to rapidly produce 
very precise and highly regulated products by using 
digital technologies to speed up collaboration across 
manufacturers and sectors. Immersive technologies 
provided a crucial part of collaborative efforts 
throughout the design and production of ventilators 
across multiple sites, from the development of a 
digital twin of the production sites at the start of the 
process through to training over 3,500 employees via 
augmented reality. The ability of digital technologies 
to support rapid prototyping allows manufacturers to 
quickly respond to changing market conditions. 

Supply chain transparency  
Supply-chain resilience for manufacturers comes 
from having the data and insight to make well-
informed decisions as early as possible. With a 
diverse and secure supply chain in place, this gives 
the agile the ability to move nimbly to respond to 
change and uncertainty. However, the Make UK 2022 
survey of manufacturers highlighted visibility as being 
needed for early identification of vulnerability and 
mitigation of risk through a supply chain resilience 
review [15]. Most manufacturers already know who 
their critical suppliers are, but they do not always 
know who their suppliers’ suppliers are, which 
introduces a significant but hidden vulnerability in 
their supply chains.

Figure 6.4  
Uses of digital technologies to 
support resilient manufacturing

Case Study 10: Manufacturing of 
3D-printed morphing origami solar 
sails for the next generation of 
CubeSats
Project Partners: University of Liverpool, 
Oxford Space Systems, Japan Aerospace 
Exploration Agency

Background 
Currently, spacecraft deployable structures (i.e. 
solar arrays, antennas, etc.) are deployed in-
space utilising origami-based designs. However, 
all such large devices are designed to maintain 
a fixed-shape once deployed and a single 
spacecraft usually mounts multiple structures  
for different purposes.

Digital Manufacturing Application 
The project explored Additive Manufacturing 
(AM) techniques to prototype a new morphing 
origami solar sail mechanism for next generation 
of self-reconfigurable CubeSats. The use of AM 
and rapid prototyping enabled the investigation a 
variety of candidate materials for the OrigamiSat 
folding mechanism and membrane. 

Outcomes 
This project demonstrated the feasibility of a new 
generation of origami solar sail’s membranes 
that make use of 3D printable polymers and 4D 
shape memory polymers on a high reflectivity 
material to enable reconfigurability. The sail 
is deployed in space by harnessing the Solar  
Radiation Pressure through Polymer Liquid 
Crystal Devices, which are capable of changing 
local reflectivity and therefore create a torque for 
the autonomous deployment.
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Case Study 12: Long-term Performance 
Monitoring using Fibre Optic Sensors
Project Partners: University of Nottingham 
and Whitwell

Background 
Safety and performance of their service network 
is therefore a key priority for Network Rail. 
Remote monitoring has several benefits over 
using human inspectors alone. Sensors reduce 
the subjectivity of monitoring. Factors such as 
light levels, weather and variations in alertness 
can change the subjective assessments made 
by human inspectors. They may also be able to 
identify issues arising before visual inspection 
can detect them by monitoring the stresses on 
the bridge. A human inspector will still be sent 
to site to follow up on what the remote sensing 
has indicated, and engineers will of course still 
need to perform maintenance. However, remote 
monitoring allows the asset owners to be smarter 
about how these human resources are deployed.

Digital Manufacturing Application 
The digital twin of the Staffordshire Bridges 
centres on a physics-based model for 
conducting structural analysis and load-
carrying capacity assessments. The site-
specific information, such as realistic loading 
conditions obtained by the sensors, will be 
fed into the physics-based model to simulate 
the real structure and provide the outputs of 
interest. A digital twin replica of the structure will 
be able to provide bridge engineers with any 
parameter of interest anywhere on the structure, 
including in non-instrumented locations.

Outcomes 
Working with Network Rail, this project 
demonstrated the use of real-time data analytics 
integrated with digital twins to provide useful 
information to support engineers and asset 
managers to schedule proactive maintenance 
programmes and optimise future designs, 
increasing safety and reliability across their 
whole portfolio of assets.

can enhance what humans do best, and how 
to redesign manufacturing systems to support 
the partnership.

With the rise of digitisation, the possibility of the 
occurrence of new types of manufacturing failures. 
Therefore, human observation, or human-in-the-loop, 
will become more important to provide supervisory 

oversight of critical information flows and remains 
an active participant in the delivery of the next 
generation of production systems.

In the past, having this level of visibility would 
have been impossible, yet increasingly the digital 
transformation is creating data systems that allow 
manufacturers to measure, track and reflect on the 
entire value chain. For example, initiatives from 
Value Chain and Reshoring UK have created digital 
portals to help improve the visibility of UK suppliers 
and manufacturing capabilities [100,113]. From 
the Internet of Things sensors on everything from 
shipping containers to factory machinery to artificial 
intelligence-powered analytics, and cloud computing 
providing the storage it all requires, the technology is 
available to gather, sort, analyse and draw insights 
from vast amounts of data that a multi-faceted 
supply chain generates. In the future emerging 
manufacturing paradigms, like cloud manufacturing, 
can use these technologies to monitor data across 
the supply chain identify coordinate and 
implement opportunities for increased resilience. 
This provides an infrastructure that can quickly 
respond to consumer and producer requirements and 
minimise energy, transport, materials and resource 
usage while maximising environmental sustainability, 
safety and economic competitiveness [124]. This could 
not have been realised by the current manufacturing 
model where enterprises within a supply chain act 
with greater independence from each other.

Predictive resilience 
Increasing resilience through the use of demand 
forecasting on the needs of partners and suppliers 
was selected as the top attribute manufacturers 
wanted to see from the supply chain in 2021, with 
nearly 60% putting it at number one or number two 
[15]. This is not surprising as accurate forecasting 
relates almost directly to building resilience. Digital 
manufacturing technologies, such as AI and machine 
learning, the Industrial Internet of Things and 5G, 
will enable a data-driven approach that will give us 
better awareness to take action on or compensate 
for unanticipated problems. The idea is ultimately to 
use the information to circumvent problems as they 
emerge, or preferably, anticipate them well before.

Machine learning has the ability to automate analysis 
and detect patterns of data at a rate that would be 
impossible for humans to achieve. It can take data 
segmentation beyond simple keyword clusters and 
opens up the opportunity to glean information from 
new data sources. When applied to forecasting 
models, machine learning models can predict the 
future and warn of events that are going to happen so 
manufacturers can take corrective actions. According 
to Mckinsey Digital, machine learning-powered 
forecasting can reduce errors by 30 to 50% in supply 
chain networks [125].

Collaborative resilience 
Digital manufacturing integrates technology and 
human strengths of problem-solving, value-adding 
creativity, and deep understanding of customers, to 
improve products and productivity and enable mass 
personalisation. Future manufacturing systems 
should be designed to capitalise on this to ensure 
human operators are performing tasks they excel at, 
while digital technologies and machines are applied 
to complete manufacturing tasks they excel at. Most 
manufacturing errors occur when system design 
allows human error to occur. There is an opportunity 
to address poorly designed manufacturing and 
enable humans and machines working alongside 
each other to enhance each other’s strengths (Figure 
6.5). To take full advantage of this collaboration, 
manufacturers must understand how humans can 
most effectively augment machines, how machines 

Case Study 11: Digital Twins 
to Protect Wind Turbines 
Project Partners: University of Nottingham 
and Whitwell

Background 
Serve winds can result in damage to wind 
turbines. As wind speeds increase, more 
electricity is generated until it reaches a limit, 
known as the rated speed. This is the point that 
the turbine produces its maximum, or rated 
power. As the wind speed continues to increase, 
the power generated by the turbine remains 
constant until it eventually hits a cut-out speed 
(varies by turbine) and shuts down to prevent 
unnecessary strain on the motor.

Digital Manufacturing Application 
Using algorithms built on GE’s software platform 
for the industrial internet and a modelling 
approach developed by Ansys, a leader in 
engineering simulation software, these engineers 
use “digital twin technology” to digitally play out 
different scenario. They the use the insights 
gained from these tests to maximise output and 
minimise downtime by spotting problems before 
they lead to an unplanned outage.

Outcomes 
Developed a digital twin of the Haliade 150-6 wind 
turbine’s yaw motors which was used to monitor 
how the motors perform under different strains 
over time and learn more about operating them 
at peak efficiency. This enabled the 6-megawatt 
turbine to rotate and position itself into the wind to 
boost the performance and avoid outages.

Collaborative Intelligence 
Through such collaborative intelligence, humans and AI actively enhance each other’s 
complementary strengths. The leadership, teamwork, creativity, and social skills of the 
former, and the speed, scalability, and quantitative capabilities of the latter [126]. Looking 
forward to 2050, collaborative intelligence may free the manufacturing workforce from 
mundane, repetitive tasks in order to focus on more high-value and/or creative tasks.
Augmentation 
Manufacturing work has a high intrinsic difficulty and traditional workflows and tools 
increase can the cognitive load on workers. Augmentation technologies have the ability 
to minimise the effects of stress and time pressure, by integrating workers into the 
manufacturing environment to enhance a worker’s abilities. This brings many variables 
outside of workers’ control under management. For example, interactive digital work 
instructions can help reduce cognitive load by guiding workers through complex processes.

Figure 6.5  
Opportunities to improve manufacturing systems by integrating 
digital technologies within the workforce
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Unlocking sustainable resources
The circular economy model, which focuses on 
extending product lifetime, regeneration, restoration 
and re-use at all stages of a resource’s life cycle, has 
been proposed to keep critical raw materials within 
the economy and ensure future resource security. 
However, it is not possible to reach a fully circular 
economy, as the process of recycling will always 
create waste and side products. Instead, the goal is 
to identify resources from renewable sources and to 
minimise the spent resource leaving the system. With 
more and more businesses adopting technology to 
boost efficiency and drive productivity, technology can 
also be an enabler in unlocking the possibility of new 
renewable resources in new markets. Digitisation 
enables the efficient use of data for designing and 
implementing circular solutions and utilising side 
streams/by-products. One such application is the 
development of data-driven models to describe 
manufacturing systems and enable intelligent 
decision-making on cloud platforms like Sharebox 
(a platform for physical resource sharing) [127]. By 
sharing and modelling a manufacturing system’s 
data, a data-driven model may evaluate the economic 
feasibility and environmental impact of utilising one 
manufacturer’s by-products (including energy, water, 
logistics and materials) as a resource for another 
[128]with related cradle-to-cradle implications 
requiring implementation from the design stage. 
The challenge lies in moving manufacturing 

environments away from the traditional linear 
economy paradigm, where materials, energy and 
water have often been designed to move out of the 
system and into receivership of waste management 
bodies after use. Recent applications of industrial 
digital technologies (IDTs: for example internet 
of things, data-driven modelling, cyber-physical 
systems, cloud manufacturing, cognitive computing. 

Biomanufacturing, which utilises biological systems 
to produce commercially important biomaterials 
and biomolecules plays an important role in moving 
away from non-renewable resources, and has shown 
successful applications in manufacturing electronic 
components (e.g. bio-based flexible printed circuits), 
fine or speciality chemicals (e.g. bio-lubricants), 
building and construction (e.g. biocementation), 
consumer products (e.g. bio-based detergents), 
food (e.g. vitamin and amino acid fortification) and 
pharmaceuticals (e.g. vaccine production). However, 
current biomanufacturing routes emit large amounts 
of CO2 and only convert two-thirds of carbon resource 
flows into products [129]. Digital twins of these 
systems may be developed to serve as real-time 
predictive/decision-making tools to self-optimise 
unit operations to capture, formulate and emulate 
the dynamics of the manufacturing systems within 
appropriate interoperable constructs, rules and 
algorithms that are accurate representations of 
highly interlinked products, processes, lifecycles 
and supply chains.

6.4. CHALLENGES 
AND RISKS FROM 
DIGITISATION
While digitisation proposes opportunities 
for manufacturers to become more resilient, 
it also introduces several challenges 
and risks.

The Connected Everything roundtable discussion, 
highlighted ten potential risks and challenges that  
are summarised in Figure 6.6.

Data sharing across 
the value chain  
Greater communication and the 
coordination of data means that the 
entire value chain becomes more 
efficient, mitigating potential future 
disruptions. However, exchanging data 
successfully requires overcoming both 
technical and trust-based barriers [17].

Cost to digitalise 
The recent pandemic has had a 
profound impact on manufacturers’ 
finances, and one third of 
manufacturers expect the situation 
to worsen [16]. This lack of finance is 
deterring manufacturers’ willingness to 
invest in digital manufacturing. 

Modelling complex systems 
Certain digital manufacturing solutions 
(e.g. digital twins) are dependent on 
modelling manufacturing systems 
(i.e., processes and materials). It is 
challenging to model a system when 
there is limited knowledge/data of 
the underlying system. This is made 
worse for systems that experience 
a high level of variability in their 
processes and materials.

Process manufacturing vs 
discrete manufacturing 
The two branches have distinct 
differences (e.g. processes, materials 
and products) and while digital 
manufacturing can work for both, we 
need to understand both branches’ 
specific challenges and requirements.  

Time to invest properly  
Technology adoption is driven by 
exploring opportunities to innovate. 
Manufacturers, particularly SMEs, are 
time-poor which limits their ability to 
perform root cause analysis to identify 
areas that need improving.  

Incorrect application 
of a digital solution 
The risk from assuming digital will 
automatically improve resilience, 
as opposed to proactively building 
resilience. We cannot ‘fix’ resilience 
through digitisation, but can use it is an 
enabler to provide better knowledge 
to adapt. Also, we need to be wary 
of limited digital experience that can 
lead to incorrect use (e.g. automating 
wasteful activity).

Digital solutions 
prioritising productivity  
Success is still measured in terms 
of growth, which is not necessarily 
complementary to resilience. 
Therefore, industrial digital 
technologies are often deployed 
to maximise productivity, lower 
energy costs and increase 
competitive advantage.   

Digital vulnerabilities  
As manufacturers undergo a digital 
transformation of their assets, the 
threat of cyber-attacks and risks to 
data privacy increase. Furthermore, 
risk of disruptions in operations 
or unavailability of manufacturing 
capabilities or services due 
to high dependency on tightly 
coupled technology. 

Compliance with regulation 
Failure to comply with statutory 
requirements, including technology 
laws, sectoral laws and environmental 
regulations, risks increasing as they 
become increasingly complex in order 
to keep pace with digitisation. 

Lack of trust in digital 
manufacturing 
Heavy reliance on digital technology 
and systems that are not fully 
understood by users can erode 
digital trust. When making changes 
to improve resilience, manufacturers 
need to be able to understand 
decision reasoning. However, many 
digital solutions are suggested via 
black-box modelling (i.e. models 
whose processes are unknown), 
which lack explainability.  

Figure 6.6  
Digital manufacturing challenges 
and risks
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6.5. CONCLUSION AND 
RECOMMENDATIONS
The magnitude of recent disruptions to everyday 
manufacturers has brought resilience to the head 
of strategic agendas. However, there are numerous 
barriers, from manufacturing complexity to cost, that 
are preventing manufacturing from becoming 
resilient to these disruptions. Moving towards 2050, 
we expect other barriers to emerge as resilience 
competes increasingly with sustainability and the 
effects of climate change and diminishing natural 
resources. While digital manufacturing offers a route 
forward toward achieving resilient manufacturing, 
it requires a coordinated effort from industry leaders, 
researchers and policy setters to achieve. 
This study highlights six methods of using 
digital technologies for manufacturers to 
continue towards resilient manufacturing. 

Adaptable manufacturing systems: Digital 
manufacturing offers the means to strengthen agile 
manufacturing by enhancing flexibility. Industrial 
digital technologies including the internet of things, 
reprogrammable robotics, cloud manufacturing and 
factory in a box can be used to increase resilience.

• Fail faster, learn faster: Digital manufacturing 
can support fail faster, and learn faster by 
providing manufacturers with the tools to create 
digital infrastructure and simulation capabilities 
to evaluate different configurations, and assess 
limits of flexibility and elasticity (i.e., the ability 
for a manufacturer to increase/decrease volume 
and product mix).

• Supply chain transparency: The digital 
transformation is creating data systems that allow 
manufacturers to measure, track and reflect on 
the entire value chain. Data across the supply 
chain can identify, coordinate and implement 
opportunities for increased resilience.

• Predictive resilience: Digital manufacturing 
technologies, such as AI and machine learning, 
Industrial Internet of Things and 5G, will enable 
a data-driven approach that will give us better 
awareness to take action on or compensate for 
unanticipated problems.

• Collaborative resilience: Manufacturers must 
understand how humans can most effectively 
augment machines, how machines can 
enhance what humans do best, and how 
to redesign manufacturing systems to support 
the partnership.

• Enabling new resources: Digitisation enables 
the efficient use of data for designing and 
implementing circular solutions and utilising 
side streams/by-products.

The ability of digital manufacturing to increase 
manufacturing resilience will depend on the 
policy decisions we make today, and the actions 
of governments, industry and funders. From the 
Connected Everything roundtable discussion 
we make six recommendations to guide resilient 
manufacturing future research agendas and policy, 
which are summarised in Figure 6.7. 

Translate expertise into business 
In order to maximise digital manufacturing potential, the right people, with the 
right skills need to be in the right place. Therefore, more support for initiatives 
that translate digital expertise into the business is required. 

Consolidate and simplify resilience guidance  
Manufacturers seeking to increase their resilience are exposed to many sources 
of, sometimes conflicting, advice about where to start. Formation of a national 
platform that consolidates the resilient manufacturing guidance and expertise is 
required.

Support waste as viable alternative resource  
Many of the current resources (materials, rare earth metals and water) 
manufacturers rely on will soon be facing supply limitations. More support is 
required to enable the exchange of complex materials (e.g. spent resources), 
as current legislation exists that can limit waste valorisation opportunities.

SME resilience funding 
Additional funding and an adapted fiscal and financial landscape to incentivise 
resilient investment, even if this leads to higher-cost processes and products.

Measure and evaluate policies’ impact 
Previous policies have caused unintended consequences that have harmed 
resilience. Other well-regarded policies have been unexpectedly cancelled. 
When setting up future policies and programmes, need to define measures 
of success and monitor them to understand what has and has not worked.

Forward thinking policies 
Resilient manufacturing solutions will exploit several levels of technology 
integration and increased collaboration across the value chain. Forward 
thinking policies to support this transition are required that avoid recent trends 
toward protectionism. 

Figure 6.7  
Recommendations from roundtable discussion to support 
manufacturers achieve resilient manufacturing

78 79



7. CONCLUSION
In the last few years, the economic environment 
in which manufacturers are now operating in has 
dramatically changed. With seismic changes in 
the UK economy’s situation following the UK’s exit 
from the European Union (EU), global pandemic 
and war in Ukraine. This poses risks to innovation 
by shifting resources towards protecting against 
the uncertainty of the immediate future rather than 
taking on risks that may better society and the UK’s 
growth. The manufacturing sector must be forward 
thinking, bold, and innovative if the UK is to remain 
one of the world’s leading manufacturing nations.

Digital technology is becoming embedded 
throughout manufacturing and society, so it has 
a critical and growing part to play in addressing 
manufacturing challenges and delivering a 
sustainable and resilient future. During this study 
the challenge to define what is the boundary 
of the manufacturing sector emerged. Some of 
the examples and cases studies raised by the 
contributors to this 2050 study demonstrate the 
application of digital technologies within specific 
manufacturing silos (e.g. self-optimising clean-in-
place of food and drink processing equipment), 
while others present a vision of manufacturing 
as part of a broader societal and industrial shift, 
instead of a “group of companies”. As digital 
technology continues to create a more connected 
world, we envision the manufacturing sector 
boundary to become increasing blurred 
and manufacturing and society to become 
increasingly linked. 

Maximising digital technology’s contribution will 
depend on the decisions we make today, and the 
actions of governments, industry and funders. 
A total of 27 recommendations emerged from 
the Connected Everything digital manufacturing 
2050 study including: encouraging researchers 
to quantify digital solution impact; supporting the 
design of sustainable products; providing financial 
incentives for manufacturers to decarbonise; and 
removing legislation preventing waste from being 
used as a viable alternative resource. Across 
the four themes, five recommendations emerged 
strongly and consistently:

• Connect digital technology developers to 
manufacturers: Greater support is needed to 
connect manufacturing businesses with the UK 
innovation community, creating opportunities, 
increasing productivity and solving industry 
challenges. This will ensure future digital 
manufacturing research will develop solutions 
that fit manufacturing priorities.

• Reduce digital manufacturing knowledge 
barriers: Digital manufacturing solutions need 
to become as simple and intuitive to use as 
installing a new mobile phone app or using a 
self service checkout. An example of this is 
the no-code revolution that allows anyone to 
create software through more intuitive visual 
interfaces. This helps put the power to design 
flexible, scalable, customisable applications in 
the hands of manufacturing experts.

• Consolidate digital manufacturing 
guidance: Manufacturers seeking digital 
manufacturing guidance are exposed to many 
sources of, sometimes conflicting, advice 
about where to start. More signposting to 
initiatives like Made Smarter and Knowledge 
Transfer Network is needed to help 
manufacturers access the expertise required 
to implement digital manufacturing solutions.     

• Support employee wellbeing during 
transition: Digitisation may lead to 
employee anxiety from the uncertainty of 
future job security and demand for reskilling. 
Communicating clearly and consistently 
with employees about how the opportunities 
digitisation offers them can help people 
engage with the digital transformation 
and not be left behind. 

• Transparency of value chain data: 
To enable many digital manufacturing 
solutions will require transparency of supply 
chain data (e.g. emissions). Support to 
improve data sharing and transparency is 
needed to understand the environmental 
and social impact of manufacturing decisions, 
to drive more sustainable choices.
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