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Abstract

Gaming communication clients such as Discord and TeamSpeak have started to become an active
choice for committing acts of crime, from being used to groom children to being used to organise
crimes. The forensic examination of modern gaming communication clients has gone largely
unexplored. This paper aims to understand the effectiveness of current moderation tools used
to filter online abuse and to look at the possibility of extracting terrestrial artefacts that are left
after use from these clients. In addition, a review into current legal cases highlights the need for
further research into this specialist area of communication clients. Potential artefacts that may be
detected during research includes data such as timestamps, conversations and transferred files.
This research aims to contribute towards helping fill gaps by forensically analysing TeamSpeak
and Discord.
Keywords: Discord App, TeamSpeak3, Digital Forensics, Gaming Communication Clients
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Chapter 1

Introduction

Communication Platforms for the online gaming culture provide a new frontier for forensic
analysis. Game Consoles such as Xbox One, Xbox 360, Playstation 3 and 4 all rely on digital
delivery and communications services. For Xbox the Xbox Live provides communication services
and for PlayStation 3 and 4, which is carried out by the PSN (PlayStation Network). PC Gamers
however have a larger choice of communication services which can rely on external third party
gaming communication clients such as Discord and TeamSpeak. These clients combine both
the use of instant messaging (IM) with Voice over IP (VoIP). These clients are being used to
communicate between gamers while playing games online. There is currently very little research
into Discord and TeamSpeak forensic artefacts for the PC Platform. In a Google Scholar search
and another conducted through the Canterbury Christ Church University Library system no
results were returned for "TeamSpeak" nor for "Forensics". While Discord App did not return
any results on the University Library system, there was a single unpublished article found via
Google thus suggesting little to no specific or standardised research on locating forensic artefacts
for gaming communication clients on the PC Platform.

Discord App has at the time of writing got 9,000,000 peak players per day and over 200,000,000
messages are sent per day. (Discord, |2017c). TeamSpeak statistics are not provided by the
company as the service is self-hosted by customers, however the TeamSpeak forums at the
time of writing have 189,036 registered users (Teamspeak GmbH, 2017b)). While TeamSpeak
is a self-hosted solution managed by customers, Discord has greater control; providing the
communication platform as a managed service provides users with the ability to create private
servers hosted and managed by Discord App (kayygee, 2017).

While gaming clients are mainly being used legitimately by millions of gamers around
the world legitimately, they are also being used for criminal activity. Discord was used as a
communication tool in the Charlottesville protest by alt-right groups (Riot, 2017, Wong, |2017,
Lee, [2017). Lee, [2017|argues that members of a discord channel called Pony Power had collected
personal details of 50 members of ANIFA, a far left organisation, though a method known as
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doxxing. Doxxing is a method in open source intelligence (OSINT) typically open information
such as telephone directories, social media and personal websites are used to extract information
for malicious intent. Using the information provided by Riot, 2017, Lee,|2017|claims the source
of the information who was an anonymous user that had gained the trust of the different alt-
right networks. According to Lee, 2017/ members allegedly targeted organizations such as The
Southern Poverty Law Center that researches hate groups however no further information was
specified about other organisations that have been affected. Screenshots from the Discord chat
show a discussion about doxxing a student with a t-shirt that included the statement "Punch
more Nazis". The user "Albricht" said that he had developed a tool that could be used to extract
data from the student. He had created his own url shortner service that had a link that would
redirect the traffic to the desired destination. However, when doing so, the traffic would pass
through a server that "Albricht" had control of which would allow them to obtain IP address;
After allegedly interviewing the targeted individual they claimed they had not clicked the link
as it was suspicious. This did not stop "Albricht" from obtaining information which included her
"full name, age, current address, college major and the university she attends and her username
on several social media sites". The implications of this was the target felt paranoid and had to
warn friends that she had been pro-actively targeted by alt-right groups this had a psychological
affect on the target (Lee, [2017).

(Muldowney, [2017) reported on how ANIFA, one of the far left groups that took part in the
Charlotesville counter-protest also performs doxx attacks on alt-right protesters using doxxing
techniques to reveal personal information. A person claiming to be a member of ANIFA using a
pseudonym "Fallon" was interviewed. (Muldowney, 2017) claims that "Fallon" is in their mid-30s;
has children and works a nine to five job. During the evenings "Fallon" doxxes individuals.
Her targets attend far-right rallies, have sent rape or death threats online or are members of
white supremacist groups such as the KKK and the National Socialist Movement. "Fallon"
typically only has a name or photo to go by and then uses information such as tax documents,
voter registration databases, social media, real estate websites, property records and real-life
surveillance to verify information. Muldowney, [2017|states that alt-right members co-ordernate
attacks from sites such as 4chan, 8chan and Discord. "Fallon" passes on the information to work
places, churches and colleges with screenshots showing any questionable activities committed.

According to Keegan Hankes, an analyst at the Southern Poverty Law Center, the doxxing
of platforms such as Twitter and Discord makes Hanke’s job harder by removing the users
being tracked in the active doxxing campaigns. The groups responsible are likely to move there
operations to other sites and services which makes it difficult for them to be tracked again
(Muldowney, [2017). Menegus, 2017al claims there have also been reports of Child Pornography
being distributed via Discord using bots to ‘blast’ illegal content to users which they had
no control over viewing. Since this initial report Discord has taken steps to try and add in
protective layers to the application to protect users from image blasting. Implementing "safe

direct messaging” which scans in-coming messages to detect content that has already been
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previously flagged. Global messaging settings provide a way to switch off chat functionality
from strangers. These are optional measures which were implemented to the clients as a response
to the reported attacks (Nelly, 2017b).

Even though counter measures have been implemented it has not deterred criminals from us-
ing the service. Currently an active case has been discovered as reported by wicz-tv binghamton.
This case is an FBI Investigation on an alleged paedophile gang in Michigan, USA which has
led to an arrest of an alleged leader of an alleged online gang, Christian Maire. According to
wicz-tv binghamton the gang used Discord as method of communication while attempting to
locate and exploit children online on popular social media platforms. A member of the gang
referred to as S2 in the filed complaint provided evidence and intelligence which led to the full
complaint against Maire. The group used code words to describe actions being performed by
victims and by the alleged perpetrators "hunt" for when the group was hunting minors. "win"
used when a minor was captured sexually explicit on camera, "cap" or "capture" for recordings of
victims and "bate" as an abbreviation to masturbate. They also used a minus numbering system
to indicate how much younger their victims were than the age 18 (Neubauer, 2017b| Neubauer,
2017a)). As described in the filed complaint (2:17-mj-30562-OUTY) the organisation and structure
of the group was determined by the the way the server channel was organised (USA vs Christian
Maire2017).

In another current criminal investigation Andrew Lynch, 2017|reported on foxnews4k that
William Lee Dela Cruz was charged with a two-count indictment and an additional charge on
Wednesday, April 19, 2017 after attempting to travel across state lines to engage in illicit sexual
conduct with a minor and enticing a minor to engage in illegal sexual activity. It is alleged
that Dela Cruz used Facebook, Skype, Phone and Discord to communicate with the minor after
meeting her on a Massively Multiplayer Online Game (MMO) called Onigiri (Justice, 2017a).

Looking at case |USA v. DelLa Cruz|2017| an affidavit supporting the criminal complaint
was raised by Amy L. Ramsey (FBI). She claims on April 7th 2017 at 1am the victim aged 12
(pseudonymed as Jane Doe) went missing from the family residence. The Blue Springs Police
Department learned that the victim had been communicating on Discord. Forensic Investigators
identified the profile "King William" which they linked to 22 year old, William Lee DeLa Cruz
after the FBI subpoenaed Time Warner Cable and Discord which provided the FBI with an IP
address that was linked to the house of DeLa Cruz. Jane Doe’s profile was "William’s Queen".
The Family co-operated with the FBI and permitted the capture of messages between DeLa Cruz
and Jane Doe. Between November 2016 and April 2017 messages were exchanged with some
of a sexual nature between DeLa Cruz and Jane Doe. Images were exchanged and Jane Doe’s
age was discussed. Jane Doe said on her profile she was 15 and in 7th grade, On Jane Doe’s
Birthday, DeLa Cruz asked how old Jane Doe was. She responded with "15". DeLa Cruz said
"we have 3 more years" followed by "iloveyousomuch" (USA v. DeLa Cruz|2017, no page) Jane
Doe then disappeared on Apirl 9th 2017. An amber alert was issued to locals in the area to be on

the lookout for the missing person. Jane Doe confirmed she met DeLa Cruz on the online MMO
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Onigiri in early 2016. In November 2016 Jane Doe began to use Skype, Facebook and Discord
to talk to DeLa Cruz. DeLa Cruz stated that the relationship between him and Jane doe was
Boyfriend and Girlfriend. This was re-enforced by the forensic artefacts recovered by analysing
Discord profile data. Jane Doe had stated that she was not allowed to use Facebook anymore
as a result of a family fallout. She then used Discord to communicate with DeLa Cruz whom
came to pick her up with his brother. Subsequently it is believed that illegal activity took place
between Dela Cruz and Jane Doe.

Shainee Chalk of Woodstock came forward in April 2018 claiming over 40 women’s intimate
images had been exchanged online via Discord and via Tumblr and other social networks.
Woodstock Police are investigating, Chalk claimed that her images had been online for nearly
two years but she had been tipped off by another victim about the distribution of her images
online (Dubinski, 2018). In another example TeamSpeak was reported as being a tool that was
used in the murder and rape of Breck Bednar by Lewis Dayne. TeamSpeak was used as a primary
tool to communicate between Lewis Dayne and Breck Bednar which led to Lewis luring Breck
to his death. Lewis Dayne was described as the group’s ringmaster, had claimed he worked
for the US Government and told the teenager that he would receive great wealth through a
fictional computing business while playing games online with Dayne. Breck Bednar’s mother
was suspicious of the relationship that her son was developing with Dayne and at one point she
contacted him online to confront him about his behaviour. She also contacted Surrey Police to
express her concerns 2 months prior to Breck’s death but felt no action was taken. (Halliday,
2015, Smith, 2015, News, [2015).

With closed cases such as Lewis Daynes Beck Bednar (TeamSpeak) and active cases such
as USA vs Maire (Discord) and USA vs DeLa Cruz (Discord) digital artefacts from gaming
communication clients are being used to help provide insight into illegal activity.

Furthermore gaming communication clients are allegedly being used on the dark web.
Intsights, [2017|a digital intelligence company conducted research between July 2016 and July
2017 scraping the dark web. This included pastebins, hacking forums, black markets, IRC
Channels, Social Media and Messaging applications for links to popular chat applications.
InSights theorise that the closure of popular DarkWeb sites such as AlphaBay, Hansa and the
suspected compromise of DreamMarket has damaged user trust in the DeepWeb as a secure
environment for communication thus shaking user confidence. IntSights noted a 30x increase
in mobile web deep activity over the past 12 months. It was concluded that several hundred
thousand users are using mobile messaging apps including Telegram, Whatsapp and Discord to
trade account credentials, drugs, hacking tools, and stolen credit cards. Discord is suggested as
being the go-to application for mobile dark web discussions with 9x more dark web invitations
than competing messaging applications (Intsights, 2017). DiscordApp has been used as a
method of command and control server for malware. The report by Trend Micro (Hilt, |2017)
details how the popular online game robolox had been exploited by a cookie stealer that uses

Discord as a method to communicate the details required for an attacker to take over an account.
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Attackers made use of the Discord API and programmatically developed an automated method
of transfering the cookie string details using webhooks as a method of exphiltration.

Another challange facing digital forensic is encryption TeamSpeak3 currently implements
AES Encryption which the developers state encrypts text messages, passwords and "commands"
however the use of encryption for voice, telnet and file transfers are not encrypted (Peter, 2012),
While Discord impliments SSL encryption between the Discord Server and Client and server
side data is encrypted at rest (leigonof7, 2017) and researchers have already claimed to have
found that cached data from the client contains messages in clear text (Williams, |2017) as a result
community requests to provide end to end encryption has been declined by Discord. Instead a
third party developer has created "better discord" which includes a plugin that provides end to
end encryption (Bluscream, 2017).

The Literature Review will attempt to explore if there have been any attempts to forensically
analyse gaming voip clients (TeamSpeak and Discord) and understand if there is a gap in research
for a comparison of digital artefacts between clients. A digital investigation of Discord and
TeamSpeak will be undertaken and artefacts generated by using the client and installing and
uninstalling the gaming communication clients will be correlated and analysed.

1.1 Aims and Objectives

This paper aims to understand “What malicious use of gaming communication clients is occurring
in TeamSpeak and Discord?” involving a comparison of the data from TeamSpeak and Discord.
Digital artefacts will be studied. For example if the client has messages that can be retrieved
forensically this would be an ideal evidence artefact. In order to understand this the following
sub-questions need to be addressed.

o Are the current mechanics for reporting, muting and blocking content effective?

In order to establish if mechanism to report, mute and block content is effective a survey
will be conducted of a population of individuals that use Discord and TeamSpeak to
identify if and how effective the use of moderation tools are.

o What types of digital artefacts can be extracted from TeamSpeak and Discord?
Digital artefacts will be examined to determine connections between different individuals

in order to establish if and what data has been transmitted.

o What is the difference in digital artefacts extracted from TeamSpeak and Discord?
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Literature Review

2.1 Introduction

A literature review of VoIP and Instant Messaging clients is required to understand techniques,
research methodologies, forensic practice and tooling currently being used by other researchers
to gain an insight into real world issues and malicious use surrounding the use of VoIP commu-
nication clients, focusing on research related to gaming communication clients. As part of this
literature review a search was conducted using Google Scholar and Canterbury Christ Church
University (CCCU) Library resources to identify research that has already been conducted in
this area. Keywords such as "Discord", "TeamSpeak" with the combined keywords of "Law" and
"Crime" helped provide context into active use cases of malicious usage of Gaming Communica-
tion Clients. The literature review will investigate how other types of similar applications have

been forensically analysed.

2.2 Real World Issues And Malicious Use Of VOIP Clients

In a recent study by (Gregorio et al., 2017), a forensic analysis was conducted on telegram
messenger for Windows phone to analyse how information is structured and to extract data such
as chat and conversational data. Researchers applied three stages of analysis: open knowledge;
analysis of artefacts; source code in order to attempt to obtain artefacts. The three step analysis
allowed a range of information to be extracted, potentially helpful to forensic investigation.
Gregorio et al.,2017|states that the communication services can transmit images, content and
documents which could potentially be used for malicious purposes such as "threats, phishing,
cyberbullying, grooming and terrorist propaganda” (Gregorio et al., 2017, p. 88) however citations
provided only illustrate terrorist propaganda use cases of telegram. According to Jesse Cox
Discord has had an increased presence in revenge pornographic material being distributed to the
services according to media outlets. It is believed by the media outlets that after the closure of an
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anonymous image board (AnonlIB) users migrated to Discord and Slack (Cox,[2018allc). Facebook
has piloted the creation of a hash database that users can upload their explicit materials to in
order to have them removed from the platform (Solon, 2017). This is conducted by comparing
the unique MD5 hash of the file against images being uploaded to the service. Companies are
already scanning photos being uploaded to the internet via Microsoft PhotoDNA however the
Hashes are currently used for Child Exploitation only (Cox, 2018d). cox highlights the fact that
the services are freely available and could easily be adapted for use in combating revenge porn.

2.3 Methods of Research

A forensic analysis of Skype and Facebook for the Microsoft Windows 8.1 platform was con-
ducted by Yang et al., |2016al to capture terrestrial artefacts from both Skype and Facebook.
The investigation included generating artefacts from general use and during installation and
uninstallation of the client. Yang et al., 2016a|states the methodology used in the research is
based on the technique developed by McKemmish, 1999 which includes the identification and
discovery of digital evidence ensuring that there is an understanding of what types of data that
could be useful for examination, preserving the digital evidence. The data must be preserved in
a method that could be used for legal scrutiny. Data must not be altered however if the data is
altered an explanation of how this is done should be discussed. This ruleset follows the same
guidelines developed for ACPO Principles 1, 2 and 3. (7Safe and Chief Police Officers, [2017).
The processing of evidence which includes explaining the processes that are undertaken to
obtain the information and finally the presentation of evidence which includes the qualifications
of the individual undertaking the study and the credibility of processes being used to obtain
the evidence (McKemmish, [1999). Applying the Mckemmish methodology, (Yang et al., 2016a)
created an experiment of 8 fictional user accounts that would emulate victims and suspects.
Unique names and profile icons were assigned to each user account. Two Virtual Machines for
the victim and for the suspect were assigned.

2.4 Forensic Practice And Tooling

Yang et al., 2016a|provides a style of forensic investigation that emulates a forensic lab report.
Details such as the type of software being used and the log of each discovery are recorded for
future use. Each piece of evidence of significance is labelled in a table for each phase of the
study. This style of investigation has been emulated by (Williams, 2017) whom has conducted
a non-peer reviewed study into Slack, Dropbox, Discord and Twitter. (Williams, 2017) who
conducted the analysis on Windows and Macintosh. Williams, [2017|used an excel spreadsheet
and collected data parsed from images, user activity and files uploaded by the user. SQLLite
Browser (sqlitebrowser, 2017) and 010 (software, [2017) was used to view the SQLite Databases
generated for Dropbox. However due to the accessibility of SQLite database files and GUI tools
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evidence such as discovered by (Williams, 2017) in the DropBox application could be manipulated
according to Teng and Lin, 2012). (Williams, [2017) also emulated the use of virtualisation for
the project citing multiple examples of research that implemented the technique. The research
group was able to find message logs in the Discord Cache folder, profile data and user login
data. Each feature was tested which included file uploads, role changes, banning users messages
(Williams, |2017) concluded that the research group undertaking the study had hypothesised
that Discord would produce less data than Twitter and Dropbox however Discord had the most
digital artefacts recorded. Furthermore the research team was unable to analyse Twitter as no
official Twitter app was available to Windows 7 which reduced the amount of applications
being researched. Analysing the reference list (Williams, |2017) only had two citations. This
confirms that there is little literature available related to the gaming communication client
Discord however using techniques developed by (Yang et al., 2016a), (Williams, 2017) was able
to successfully obtain terrestrial artefacts from the client using methodologies developed for
Facebook Messenger and Skype. Both (Williams, 2017) and (Yang et al., 2016a) have used virtual
machines within the environment, Yang et al., 2016a used a technique developed by Quick
and Choo (Quick and Choo, 2013b|, Quick and Choo, 2014, Quick and Choo, 2013a) as this
methodology provides a method of recovery after each experiment. An alteration to the method
was made omitting the use of CCleaner from both the research conducted by Williams, 2017
and Yang et al., 2016a|for snapshots for each phase of investigation. Quick and Choo noted that
the use of the tool Process Monitor v3.03 by Sysinternals (Russinovich, 2017) generated large
amounts of data that altered the forensic image as such; In order to remedy the additional data
being created separate examinations took place to forensically image the machine after each use
(Quick and Choo, 2013b).

2.5 Effective Countermeasures for Reporting, Blocking and Mut-

ing Communication Clients

On the 28th March 2017 Nelly from the Discord announced multiple improvements to the
security of the client which included notifying users the destination of redirected links to prevent
the malicious use of URL Forwarding services. The implementation of Explicit Content Filtering
was also introduced to filter out explicit photos and messages. Direct Messaging was also locked
down to prevent random external contacts from being able to contact users by direct message
(Nelly, 2017b). Although these safety measures had been rolled out to the general public there
where reports from the Discord community of the use of spam bots to send explicit materials to
users on servers (Hilt, 2017). TeamSpeak3 includes it’s own set of moderation tools however,
these are configured by the server administrator. As TeamSpeak3 is self-hosted the responsibility
of moderation falls on the administrator of the server. As such there is a gap that requires
Quantitative research into if the current countermeasure (muting) works within the client.
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2.6 Conclusion

In conclusion the literature review found small amounts of literature regarding forensic analysis
of gaming communication clients. Methodology has been adapted from work conducted by
Gregorio et al., 2017/ who developed a framework for analysis of digital artefacts which can be
applied to forensic analysis in phases of research. Furthermore Yang et al.,2016a/ forensic analysis
of Skype and Facebook offers a method of recording data as it is being processed which complies
with ACPO Guidelines Section 3. Moreover Yang et al.,[2016aladopted the methodology used
by McKemmish, [1999| that promotes the preservation of data, attempts to provide relevancy
to digital artefacts and explains that evidence altered in the process of extracting it must be
noted. This study is similar to the steps provided by ACPO Guidelines 1, 2 and 3. Research
conducted by Teng highlights the possibility that a SQLite file could be tampered with using
freely available software Teng and Lin, 2012|confirming the need to follow appropriate guidelines
for processing digital evidence in future research. Quick and Choo, 2013b| Quick and Choo,
2014/implemented the use of Virtual Machines in the study of digital artefacts of DropBox and
Google Drive illustrating that the use of Virtual Machines provided speed and the ability to
restore a virtual machine to a safe state during the investigation providing repeatability of an
experiment. However there were no papers or journal articles found which contained a forensic
analysis of TeamSpeak. A previous digital forensic study on Twitter, DropBox and Discord had
been conducted which found some positive results for locating digital artefacts from Discord,
but these results have not been published in a academic/peer reviewed journal Williams, 2017.
Therefore it is seems that there is a gap in the research literature at present particularly in regards
to TeamSpeak and Discord which looks at protection against malicious activity. Furthermore,
there is little research into extracting data from gaming communication clients which can assist

forensic investigation particularly as these communities are very private in nature.
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Ethical and Legal Considerations

3.1 Legal Considerations

3.1.1 Computer Misuse Act 1990

As permission from both companies has been provided as well as the use of my own hardware
and virtual machines to create the environments and the creation of the servers used for the
experiment only in a controlled environment there are no issues that could occur in relation to the
Computer Misuse Act 1990. Companies authorized consent of a forensic analysis of their gaming
communication clients for this study. This was confirmed by the supervisor who reviewed the

materials provided as proof.

3.1.2 Data Protection Act 1998

The Data Protection Act 1998 was heavily considered when writing the Survey. During the
creation of the Survey participants are not asked for any personal identifiable information
with the exception of gender which they can opt out of including. The Survey also includes a
disclosure ensuring that participants could opt out upon request. No participants requested to
opt out of the study. In the experiments the communication is occurring between the researcher’s
own controlled environment and no external communication channels that face the public. For
TeamSpeak firewall rules were created so that only IP addresses that the researcher had access to
could connect to the environment reducing additional risk of breach. The TeamSpeak3 server
was password protected to ensure that no external clients from the general public could connect.

3.1.3 Discord Inc.

Discord App authorised a forensic investigation of the client as long as it followed the terms of

service by following the rules.
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® Only use and test on accounts and servers you directly own. Testing should never affect
other users.

* Don’t perform any actions that could harm the reliability or integrity of our services and
data. Some examples of harmful activities that are not permitted under this bounty include:
brute forcing, denial of service (DoS), spamming, timing attacks, etc. These types of attacks
will result in an IP ban.

¢ No information about issues found should be publicly disclosed or shared until we’ve
completed our investigation and resolution. After confirmation, you are free to document

and publish any information about the issues you've found.

¢ Testing should be limited to sites and services that Discord directly operates. We will not
accept reports for third-party services or providers that integrate with Discord through our
APIs.

* Don't use scanners or automated tools to find vulnerabilities.
* Social engineering, phishing, or physical attacks are not permitted under the program.

During the explanation email details of the tools used during the investigation was outlined.
During the creation of the data conversion tool for the SQLite database there was no indication
that Discord App Inc wanted the information hosted locally on the Electron Client to be withheld.
There was no Passwords protecting the SQLite Databases and as a result the tool was used to
simply convert what could already be found in using an off the shelf database viewer into a tool
that could be used to convert the open and available data and is able to do so without exploiting
or finding vulnerabilities.

3.1.4 TeamSpeak GmbH

TeamSpeak GmBH provided full permission for a forensic analysis to be undertaken stating they
would like a copy of the research after the analysis has been conducted. This was authorised by
the Business Development Team on the 29th September 2017 via email, This was confirmed by
the supervisor (Dr Ian Kennedy).

3.2 Ethical Considerations

The survey element of the study requires human participation however participants are intro-

duced with the following message:

11



CHAPTER 3. ETHICAL AND LEGAL CONSIDERATIONS

You are invited to take part in a Survey that is looking at how
people use moderation tools on Discord and TeamSpeak. The study
aims to forensically analyse both Discord and TeamSpeak and look at
ways that people currently deal with moderation of malcious
content. The Survey will ask if you have had to use tools to block,
moderate or stop content from being consumed using moderation
tools. However the study will not go into detail as to any
incidents that may have required you to do so, The Survey does not
include personally identifiable information such as your name,
address or email address this is to ensure your Privacy. If you
wish to withdraw from the study you are able to opt out at anytime
without peanlty. Should you wish to be removed from the Survey
please contact Oliver Bryant (o.g.bryant75@canterbury.ac.uk) noting
your withdrawl from the service. Data is being processed on the
Google Cloud. See https://bit.ly/2uXGI55 for steps taken to secure
the data by Google. Once the survey has finished a downloaded copy
of the results will be stored by Canterbury Christ Church
University, Department of Computing with an encrypted password.
During the study Survey data will be monitored by Oliver Bryant and
Dr Ian Kennedy via Google Sheets. At the end of the study the data
will be handed over to Canterbury Christ Church University in the
form of statistics. As such the Google Sheets data will be
downloaded onto a University Computer system for data analysis. For
information about the University Research Policy please see
https://www.canterbury.ac.uk/research-and-consultancy/documents/eth

ical-procedures.pdf

This Survey is part of a BSc Study and is being run by Oliver
Bryant (o.g.bryant75@canterbury.ac.uk) and supervised by Dr Ian
Kennedy (ian.kennedy@canterbury.ac.uk). If you have any issues or
problems with the Survey please contact me in the first instance.

If however you do not feel comfortable or wish to raise a complaint
please contact Dr Ian Kennedy. The University also offers a formal
complaints procedure. Please see https://www.canterbury.ac.uk/stude
nts/academic-services/policy-zone/complaints.aspx for

details.

By clicking NEXT you agree to the participation in this Survey.

12
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This message of disclosure includes the fact of Google Forms part of Google GSuite (Google
Apps) is being used to store Survey participants data. participants are provided information
on how Google protects the data and ensures security and compliance. Participants age was
set to 18+ for the gathering of data. Participants have been made aware of how the Data is
being retained and that the data will be downloaded onto University Computer Systems for
analysis. The Survey does not include any personally identifiable information. Furthermore the
participant is given the right to withdraw at any time as included in the disclosure. Participants
are provided a method of escalating issues and of the University’s complaints procedure. Before
the Survey was sent out Dr Ian Kennedy looked over the messages. A discussion on if the
questions required ethics clearance was discussed. Some questions where removed to ensure
that no harm could come to the individuals participating and ultimately the decision was that
the questions do not require an ethical board’s clearance as they do not harm a participant
psychologically, physically and/or emotionally. In the research proposal psychological stress
and anxiety and sensitive topics had been ticked however after a discussion with Dr Kennedy
messages had been removed that could have caused psychological stress and anxiety. The focus
of the study shifted to the mechanics of the abuse reporting systems rather than the reason the
person acted upon using the system. In the Digital Forensics experiments the company’s game
clients that where being digitally analysed was asked permission for the analysis to be conducted.
Permission was granted from the companies to conduct the experiments. Careful consideration
was made for ensuring that the experiments where conducted in a controlled environment that
took into consideration the use of public based cloud systems. Server Channels for Discord and
TeamSpeak where on created for the experiments. When the TeamSpeak server was setup a
firewall policy was put in place to ensure that only ip addresses used by the research equipment
was able to access the service. For Discord the channels where password protected to ensure that
the server was only accessible to user accounts controlled by the researcher.

13
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Methodology

4.1 Introduction

The research was conducted in multiple phases in order to answer the research question. Firstly a
survey was developed in order to understand how effective reporting, blocking and muting tools
are on gaming communication clients. The second phase of this research is the forensic analysis
of Discord and TeamSpeak using a base virtual machine that was cloned for each experiment.
The experiments apply the methodology of investigation used by Quick and Choo, [2013bjand
Williams, [2017| which combines the use of freeware tools with commercial forensics tooling.
In addition the methodologies developed by Williams, 2017|using a spreadsheet to track and
audit the ongoing tests will used to provide a method of tracking the experiment. The digital
artefacts being focused on will include any types of identifiable data (Images, conversations,
Logs) this will be curated into a spreadsheet and finally into the dissertation. In order to deal
with contamination issues and to adhere to ACPO Guidelines the methodology of Quick and
Choo, 2013b|combined with McKemmish, [1999(s approach to handling evidence will be applied.
The use of Virtual Machines will be conducted as part of the methodology to provide a roll back
to a "clean"” state after each experiment. This is modelled on the methodology conducted by
(Yang et al.,[2016a). A selection of tools where used in the experiments as well as the statistics
associated with the survey.

4.2 Survey

4.2.1 Population

The population was calculated using Slovin’s formula the population is modelled on the pre-
dicted UK Gaming Population provided by the GameTrack Quarter 3 digest statistics which
state that 11.4 million people in the United Kingdom play games on Personal Computers (ISFE,

14
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2017b). As Discord and TeamSpeak are the target market for these clients the statistical model
has been developed to target a large group of people who play online games between a wide age
range of 18-66+ The Survey was launched on the 03/03/2018 and was closed on 18/04/2018.

_ N
n_l—I—NeQ

E = margin of error

N = Population Size

n = Sample Size

95% confidence = 0.95

The margin of error was calculated to 95%

e=1-0.95=0.05

Population = 11.4
Sample Size = 399.985 = 400
Calculation of the error margin is set to 0.5%

11.4 % 10

" T 114 % 106 % 0.052

Total number of respondents required = 400

4.2.2 Analysis

As the Survey data is categorical, standardised tests such as the Student-T test is not applicable
therefore the use of a Pearson Chi-Squared test of cross tabulation is used. Data is grouped
into two categories and then the P-Values are evaluated. Anything below 0.05% is significantly
different. Anything above 0.05% is not significantly different. If the value of any of the cells of
data is less than 5 the Fishers exact test will be applied.

4.2.3 Survey Content

The Survey is set out to determine the effectiveness of current countermeasures employed by
Discord and TeamSpeak to understand if and how effective abuse reporting tools are for Discord
and TeamSpeak. Participants are asked if they have had to mute, block and report other users on
Discord and TeamSpeak.

15
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4.3 Experiments
Each experiment was logically isolated in order to prevent contamination and followed 5 stages.

¢ Installation Phase

The analysis of artefacts dropped from the setup executable during the installation of the
gaming communication clients. (if time allows)

¢ Execution Stage

The analysis of artefacts dropped from the main application executable during general use

with a simulated external user generating metadata.

e Uninstallation Phase

The analysis of artefacts that remain on the file system after an application is uninstalled.
(if time allows)

¢ Simulated Conversation

A simulated conversation to establish what digital evidence that may have been exchanged
between clients.

* Analysis

After each experiment the file was exported as a RAW image file which will be later parsed
by EnCase 7 for forensic analysis. (this was later changed to X-Ways and Autopsy)

4.3.1 Experimental Forensics

As there was very little literature related to a methodology of discovering digital artefacts for
Gaming Communication clients inspiration was taken from (Yang et al., 2016a) whom used
a mixture of forensics tools to locate metadata from windows based messaging applications.
Yang et al. was able to obtain artefacts from SQLite files in the AppData section of the windows
operating system and using memory forensics to obtain hidden artefacts. During each experiment
careful consideration was taken into trying to improve the forensic integrity of the data being
handled. During the research phase the original hypervisor (Parallels Desktop) used to run the
virtual machines was unable to export out to a file format that EnCase and X-Ways would be able
to mount. As such the decision was made to switch to Oracle VirtualBox. During the analysis
stage for the TeamSpeak Execution Lab the acquisition time was 12 hours. As such a new method
of rapid analysis was required, a decision was made to use X-Ways Forensics to preform the
analysis on the raw image files using the EnCase FastSE Writeblocker to prevent contamination
of changes to the raw disk. During the experimental forensics phase of the Dissertation Discord
Forensic analysis a memory forensic analysis was conducted to identify the use of Node.]S and
Electron]S to determine if cache artefacts could be connected to the chromium elements that

16
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cache data from Electron Applications. Due to time constraints 2 phases of the experiment were
not conducted, the Installation Phase and the Uninstallation Phase.
4.4 Tooling

The tooling that was used in the forensics experiments is detailed in table4.1jand the tooling
used for in the survey statistics are shown in table

Software Name Version Use Case

Fiddler 4.6 Decryption of HTTPS traffic from the
Discord App Client

Sysinterals Process Monitor v3.50 De-construct the processes executed in
the client

DB Browser for SQLite v3.10.1 Browse .sqlite database files

Nirsoft ChromeCacheView v1.77 View cache files taken from the Discord-
App Client.

Falcon Sandbox/Hybrid Ana- v7.21 Provides an automated analysis of the

lysis executable that can be compared with

the manual analysis.

Volatility Foundation Volatility 2.6 Memory DMP Forensic Analysis suite.

Framework

comae-toolkit-light 3.0.20180307.1 Using the comae toolkit for DumplIT.
DumplT.exe is used for the capture of
RAM/Memory.

Discord Extractor 1.0 Extractor that converts the

http_discordapp.com_0.localstorage
SQLite into a .CSV file for analysis
developed by Oliver Bryant).

TeamSpeak3 Extractor 1.0 TeamSpeak 3 Data Extractor which ex-
tracts bookmarks,

FastBlocSE n/a USB Writeblocker bundled with En-
Case 7, Used to forensically writeblock
the external hard drive that contains the

virtual machines on.
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Parallels Desktop 13.3.0 a virtual machine hypervisor. Origin-
ally during the experimental forensics
phase but terminared due to the inabi-

ality to export raw images.

Oracle VirtualBox 5.2.10 a virtual machine hypervisor. Used as
the hypervisor for the published experi-
ments. The ability to export out disks to
raw images from command line made
VirtualBox the best choice for the exper-

iment.

EnCase Forensics Training 7.10.00.103 Forensic Examination Tool used to view,
report and acquire digital artefacts.

X-Ways Forensics 18.1 SR-8 Forensic Examination Tool used to view,
report and acquire digital artefacts.

SQLite2009 Pro N/A The default SQLite Viewer used by X-
Ways. Used to view the TeamSpeak3
SQLite Cache and Settings files.

Autopsy 4.7.0 Autopsy is an open source forensic ana-
lysis tool. It was used as a method
of verifying the data discovered in X-
Ways.

AccessData Registry Viewer 1.8.0.5 Registry Viewer for viewing Windows
Registry Hives.

Forensic Registry EDitor (FRED) 0.1.1 Registry Viewer for viewing Windows
Registry Hives on a Linux operating
system.

AWS Cloud9 N/A Portable Python IDE. Used for the ana-
lysis of the localstorage discord files
with the Discord Extractor tool.

Table 4.1: Tools used in forensic investigation.
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Software Name Version Use Case

Google Sheets N/A Data Storage for Google Sheets

Google Forms N/A Survey Platform for the Survey

Minitab 18 18.1 Statistical Software for analysing
data using Pearson Chi-Sqaured and
Fisher’s Exact Testing

Tableau Desktop 2018.1 Data Visualization and Processing

Table 4.2: Tools used in Statistical Analysis.
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Chapter 5
Findings

5.1 Forensic Analysis

The aim of preforming a forensics analysis of Discord and TeamSpeak is to locate and find new
types of artefacts that can be successfully used to trace communications, artefacts that could be
of significant use (images) and identify if users connect to the same communication systems.
As applications store data often in the %AppData% folder this was a area of interest within the
investigation in both clients. The Registry HIVE was also an area of investigation.

5.2 Experimental Forensics

In April 2018 a small mock experiment was conducted on Discord as a mock victim and attacker
simulated conversation. During this experimental phase a new metholodgy was developed
called the "Media Traversal Theory" for Discord. The artefacts generated by using the Discord
client provided ways of monitoring not just the user’s activities from inside the client but
also any embedded external services though the localstorage and cache, This has become the
Media Traversal Theory. The theory is that communication between two clients can be found
though using multiple local artefacts generated from the localstorage files and caches. See
(figure[F-4). During this phase it became clear that current forensic tools struggled with exporting
Discord’s localstorage SQLite content. As such a new tool was developed called DiscordExactor
(see listing was created to provide a simple way of exporting and viewing the discord
localstorage file which then exported out a demonstration file (see listing [F.4).
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5.2.1 Artefacts Retrieved from Discord
25th May 2018 - Execution Lab Introduction

On the 26th May, at 19:00 the execution experiment for Discord was conducted. It attempted to
identify the types of metadata that is generated from Discord. The experiment was conducted on
a virtual machine, a user was created for the experiment and a private discord server. The user
uploaded the Kermit . jpg image to the server and also linked a channel called "royal rumble"

from Twitch.TV. The livestream was played inside the Discord client to see if it left any traces.

Execution Lab Capturing Evidence

a raw immage was taken of the virtualbox by using the following command.

VBoxManage clonehd Discord\ Execution\ Lab-diskl.vdi
\Volumes\LaCIE\Discord\Discord\ Execution\

Lab\DiscordExecutionLab.raw ——format RAW

which generated a raw image of the local virtual machine onto an external hard drive that could

be write blocked on the forensics machine using FastBlock SE.

25th May 2018 - Execution Lab Forensic Analysis

On the 25th of May the execution forensics was conducted. Using the methodologies de-
veloped during the experimental phase with the media traversal theory an investigation into
the AppData\Roaming\discord\Local Storage section of the client commenced. Within
the folder a file called https_discordapp.com_0.localstorage was found. An attempt

to open the Database in SQLite2009 Pro Enterprise Manager resulted in the request to enter

a password protected key (see figure and Autospy’s in built SQL Browser was unable

to view localstorage files as well (see figure and while DB Browser for SQLite was able

to open the file it could only show the output in a hexadecimal format. As such the Discord
Extractor tool was used to export out a CSV version of the settings. (see listing Inside
the https_discordapp.com_0.localstorage SQLite3 file the experiment user’s email ad-
dress, the locale of the keybaord, channel ID and the last connected times to channels, the
security token to upload content and draft (empty). This information could be paired with
another client’s information to determine if the client’s have communicated with each other.
The Cookies folder was exported out of the client via X-Ways and the Chrome Cache Viewer by
NirSoft was used to view the client’s cache activities (See figure[F.46). Within the Cache there
was links to the kermit. jpg image: https://media.discordapp.net/attachments/
449692697431769102/449693897225142288/kermit. jpg?width=400&height=269and
https://media.discordapp.net/attachments/449692697431769102/449693897225142288/
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kermit.jpg?width=610&height=410 these images are stored on DiscordApp’s own con-

tent delivery network, the images are accessible to anyone who has access to the link and there

are no protective measures for ensuring that the image is private. In addition to the image
links there was also a link to https://player.twitch.tv/?channel=rumblerovyales
player=facebook&autoplay=1l&auto_play=1llandhttps://images—ext—2.discordapp.
net/external/C2YgmRLpnTvGtUzrKVk7rwPJg0LzZxw_16mbOTcKhi8/https/static-cdn.
Jjtvnw.net/jtv_user_pictures/rumbleroyale-profile_image-dbcllb0b30a33ff3-300x300.
jpeq these links related to the twitch.tv link that was shared in the group as the user had clicked

on the video a copy of the player and a profile image from twitch.tv was stored on the client

(see figure[F47). In the same localstorage folder a secondary localstorage file was found called
https_player.twitch.tv the SQLite3 file included information such as if mute was enabled

and times when the player was resumed (see figure and figure [E5T).

29th May 2018 - Execution Lab Network Forensics

A network analysis was conducted on the uploading and downloading method used by Discord.
Using Wireshark a network capture was conducted while uploading an image to the Discord
service. The capture showed that Discord encrypts the network traffic during transit with TLS1.2
(see figure [F.63). The web proxy capture tool Fiddler was then used to decrypt the TLS1.2
encryption. Fiddler acts as a MITM (Man In The Middle) by installing a root certificate on the
client machine as seen in figure the decryption of the file being uploaded was successful.

28th May 2018 - Simulated Conversation from Discord

The simulated conversation experiment took place on two virtual machines, the victim and
the attacker. The attacker created a local server and the invite link was used by the victim
client. A small conversation between the attacker (John Doe) and the victim (Jane Doe) was
conducted by the research switching between the two virtual machines. Image artefacts where
transmitted to the victim over the discord server (ducky.jpg) and via direct messages (Ker-
mitjpg) (see figure[F52), a link to a twitch.tv channel was also included in the chat. The user
Jane clicked on the live stream video and then closed the video. The attacker did not click
on the video. Looking at the Cache for the Attacker the files ducky. jpg and kermit. jpg
are viable from inside the cache. (See appendix |ll The attacker left a message in the drafts
while talking to Jane Doe over Private Message saying "I love you” (see figure[F:53). The Cache
on the Attacker’s machine contained links to the ducky. jpg and kermit . jpg images that
had been uploaded to the server created by the Attacker client and the direct message to Jane
Doe, During the use of the Discord Extractor tool there was a informative string in the sci-
entist row in the https_discordapp.com_0.localstorage file which included the string
user |2018-03_friend-invite-guild-create indicating that the Attacker client had in-
vited another user to the server see figure On the Victim’s client the 1ocalstorage
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folder contained the https_discordapp.com_0.localstorage which contained the same
channel IDs as the Attacker Virtual Machine (see listing[E.5} listing[F.6|and figure[F.61). In same
folder as https_discordapp.com_0.localstorage an additonal local storage file called
https_player.twitch.tv_0.localstorage. The file is used to record data from the em-
bedded twitch.tv player that was played during the simulation (see figure appendix ).
In the file there was multiple tables for volume, quality of the stream and if the Stream was
marked mature (see figure [E57). In the Cache multiple artefacts was discovered. The image
sent from the attacker Kermit . jpg was found in the Victim Cache folder as artefact £_000025
(see figure [F58). An image that was sent from the attacker to the victim via a private chat
(ducky.jpg) was also found in the Cache as artefact £_000027. The embedded player ad-
dress (https://player.twitch.tv/?channel=elegy&player=facebooks&autoplay=
l&auto_play=1) was found inside the Cache (see appendix . The Cache was also observed
from Autopsy to ensure integrity of the findings (see figure [E59).

5.2.2 Artefacts Retreieved from TeamSpeak
21st May 2018 - Execution Lab Introduction

On 21 May, at 19.22, an execution experiment was conducted. This attempted to identify and
understand how TeamSpeak3 generated metadata. In order to carry out this experiment, the use
of a virtual machine and the administrator user on the host operating system was used to send
and receive files. a user uploaded a file called kermit . png the experiment aimed to figure if
metadata could be located during the execution of TeamSpeak3 from sources such as Databases
and the registry.

21st May 2018 - Execution Lab Capturing Evidence

araw image was taken of the virtualbox after generating user interaction by uploading the image
kermit.png. The experiment continued into the next day.

21st May 2018 - Execution Lab Memory Analysis

A memory analysis was conducted on the virtual machine using DumplIT (See figure [F.10). The
forensic analysis of the memory dump was conducted using the volatility framework. In order
to analyse the teamspeak3 executable the PID had to be obtained which was done by using the
pslist command with volatility (see figure[F11). Once the pslist was obtained the dllist flag
was used to get a list of dll files from the executable ts3_client6 (see figure During the
setup of TeamSpeak3 there was issues running the application during execution. After enabling
DirectX support from Oracle VirtualBox the application was able to run without issues. During
the forensic analysis the discovery of the .dll d3dcompiler.dl1l indicated the use of DirectX
by TeamSpeak3 and gsqlite.dll indicated the use of SQLite as a database for TeamSpeak3 (See
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figure[F13). A registry dump was conducted to ascertain if any traces from memory could point
to the TeamSpeak3 client. This was conducted by running the dumpregistry flag (see figure [F.14),
The file registry.0xf££££8a000ca%9010.ntuserdat . reg contained the registry entries
for QTProject which included a key called LastVisited which was found in the filedialog
folder. The entry included avalue file:///C:/Users/Public/Pictures/SamplePictures
(see figure which is the location that was used to upload a sample picture from. To verify
the data twice the use of two registry viewer was used. FRED (see figure and AccessData

Registry Viewer (see figure [F.16).

22nd May 2018/23rd May 2018 - Execution Lab Forensic Analysis

EnCase 7 was loaded up and FastBlocSE commenced writeblocking the hard drive. a new case
was created for the Execution Lab. After establishing that the disk had been writeblocked the
ts3execute.raw file was selected for acquisition. During the initial review it could take 12 hours
to process a logical image of the device and upon returning back to the lab in the morning the
forensic machine had crashed. As such a new method had to be created to rapidly analyse the
data. FastBlocSE was used to writeblock the hard drive (see figure[F.18). X-Ways Forensic Invest-
igator was used to examine the ts3client.raw file which contained the contents of the virtual ma-
chine. X-Ways contains an option to "Interpret Image as Disk" (See figure[F.19). Files were found
within the folders and sub-folders of %AppData&\ AppData\TS3Client. The Settings.db file
contained a table called FileTransfer which includes three useful keys. the key UploadDir
which contains the last known upload directory path for files uploaded to the TeamSpeak3
server which was C: /Users/John Doe/Pictures. The SimutaniousUploads key which
specifies how many uploads have occured from the client (2) and The SimutaniousDownloads
key which specifies how many downloads have occurred from the client (2). (See figure .
This was verified with Autopsy (see figure [F28). The cookies file contained strings such as
__cfduid cookie which is connected to CloudFlare a web access firewall proxy and cookies for
MyTeamSpeak (see figure The TeamSpeak Cookies file is used by the MyTeamSpeak Cloud.
The cookies file was reverified using Autopsy (see figure [F.26).

During the simulation of the execution phase a simple connection, file upload and download
commenced. No simulated text chat occured. As such the main focus of the analysis was the
residual data in the SQLite Databases. Both the Cookies and Settings SQLite databases where
exported out of X-Ways as new files (See figure for analysis with SQLPro 2009. Autopsy
has it’s own built-in SQLite Viewer as such there was no additional requirement for a secondary
SQLite Viewer.

22nd May 2018 - Execution Lab Network Forensics

On the 22nd May 2018 a network analysis was conducted on the Execution Lab virtual machine.
During the analysis the TeamSpeak client was connected to the server and files was uploaded by
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the user who downloaded Kermit . jpg while downloading the file the wire capture software
Wireshark was used to capture network packets. The connection was transmitted over TCP, (See
figure[F.29). The connection was unencrypted as such the image was viewable from within the
network capture and no method of encryption is used to upload and download files within
TeamSpeak3. Although there are options to encrypt the voice transmissions within the client
there are no options to enforce encryption of file uploads and downloads from the client.

25th May 2018 - Simulated Conversation from TeamSpeak

A simulation of a conversation between two users was conducted on a TeamSpeak server on
May the 24th 2018. The conversation included a discussion in a private channel between the user
"Jane" and "John". The client "John" uploads an image called Kermit . jpg to the server and asks
the user "Jane" to open it. Upon opening the image Jane then communicates via a public channel

to inform other users that she has come across an offensive image.

Attacker

The settings.db file provides useful nagivation of the last known upload location for a file.
Upon looking in the directory (C:/Users/John Doe/Pictures) which was found in the Settings.db
FileTransfer an image called Kermit . jpg was found with the hash 79dfc0fcb6526e93£d2e
c89£792219e2 (see figure and appendix[l). In the urls.db database a single result for a
link to google.co.uk was found sent from John however no channel is specified (see figure In
reviewing the channel.html and server.html logs it is determined that the url was sent to
another user on the server however no logs of the link being broadcast in the channels was found
within the artefacts as such the clients communicated over a private channel (See figures[F.33]

and[E34).
Victim

The File Transfer table in the Settings.db file on the victim virtual machine contained the
statistics that a file had been uploaded and downloaded from the client but no destination was
provided for the download. In the downloads directory the file kermit . jpg was found with
the MD5 hash of 79dfc0£fcb6526e93£d2ec89£792219e2. In the urls.db file the link to
google.co.uk from John was also found with the same timestamp. In the chat logs (channel.html
and server.html). The client connected twice to the TeamSpeak server. The first time the image
was downloaded onto the machine and communications between John on the channel "Lobby"
concluded that the communication was unsolicited this was discovered by comparing the
timestamps from server.html and urls.db (see figures[F.33} [F.36|and [F.37). The timestamps
indicate that the url was sent during the second connection to the client and no information

reguarding the url in the public channels indicates that the communication of the link was sent
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directly to the client from John. Therefore it is established that John sent the image and the link
to the Victim (Jane).
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5.3 Statistical Analysis

5.3.1 Question One: Gender

Genders Participating in

Survey
Gender Gender

B Agender

140 7 Female
B Mvale
[ Prefer not to say

120

100

Number of Records
03]
o

D
(@]

40

20
0 |
Agender Female Male Prefer not
tosay

Sum of Number of Records for each Gender. Color
shows details about Gender.

Figure 5.1: Gender of participants in Survey

Gender Number
Agender 1
Female 58

Male 146
Prefer not to say 4

Table 5.1: Age of participants sorted by number.
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There was a larger population of Male (146) to Female (58) participants with a 155.17% increase.
4 participants preferred not to say there gender and 1 was recorded as Agender.

5.3.2 Question Two: Age

Age of participants

Age Age
W 1820
W 21-25
M 26-30
100 M 3135
M 4155
61+

80

60

Number of Records

20
0 . m B
18-20 21-25 26-30 31-35 41-55 61+

Sum of Number of Records for each Age. Color shows details about Age.

Figure 5.2: Age of participants in Survey

Age Number
18-20 57

21-25 112
26-30 21

31-35 7

41-55 11

61+ 1

Table 5.2: Age of participants sorted by number.
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5.3.3 Question Three: Have you ever used Discord?

Have you ever used

Discord?
Have you ever used Discord? Have you ever used Discord?
140 B No
. Yes

120

100
w
°

S 80
o7
Y
o
a
[
fal

E 60
=

40

20

0

No Yes

Figure 5.3: Normalized: “"Have you ever used Discord” sorted by Gender Male and Female

The largest group of participants in the survey where around the 21-25 age group (112) with
18-20 in second place.

Yes No

135 69

Table 5.3: Normalized: "Have you ever used Discord" sorted by Gender Male and Female"
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Have you ever used Discord?

Gender / Have you ever used Discord? Have you ever used Discord?
Female Male M No

7 ves
100
80
60
40
20 I I I
No Yes No Yes

Figure 5.4: "Have you ever used Discord?” sorted by Gender.

Number of Records

o

Gender Value Number
Male Yes 109
Male No 37
Female Yes 26
Female No 32

Table 5.4: Normalized: "Have you ever used Discord" sorted by Gender Male and Female"
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Chi-Square Test

Chi-Sguare DF P-Value
Pearson 16.502 1 0.000
Likelihood Ratic 15.987 1 0.000

Figure 5.5: Pearson Chi-Squared test for the question "Have you ever used Discord”

A statistical analysis was conducted on the male and female groups of the population on the
question “Have you ever used Discord?”. 204 people participated with 135 (66%) people voting yes
and 69 (33%) voting no and 109 men (53%) and 26 (12%) women said Yes to using Discord while
37 men (18%) and 32 women (15%) said no to using Discord (see table[5.4and figure[5.4). In order
to understand if there was significant difference in the categorical data a person chi-squared test
was conducted. As the P Values where lower than 0.5% there is a significance in the categorical
data between men and women'’s responses (see figure[5.5). In conclusion ore men than women

have used Discord.

5.3.4 Question Four: Have you ever had to mute a bot or users?

Have you ever had to mute another person? / Gender Gender
No Yes Female

B vale

50
40
30
20
10

0

Female Male Female Male

Number of Records

Figure 5.6: Have you ever had to mute a bot/users? Sorted by Genders Male and Female.

Gender Value Number
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Male Yes 52
Male No 29
Female Yes 8
Female No 5

Table 5.5: Number of Male and Female participants that said yes and no to "Have you ever had to
mute a bot/users?”

Chi-Square Test

Chi-Sguare DF P-Value
Pearson 0.034 1 0.853
Likelihood Ratic 0.034 1 0.854

Figure 5.7: Pearson Chi-Sqaured Test for the question ”"Have you ever had to mute a bot/users?”

94 people participated in this question. 81 men participated and 13 women. 52 men (55%) voted
yes while 8 women said yes, 29 Men voted no and 5 women voted no. 65% of men muted bots
while only 8% of women did the same (see table[5.5). The Pearson Chi-Sqaured showed there
was not difference to the population size as the p values where greater than 0.05 (see figure
this indicated was no significant difference with men and women likely to have both muted
users and bots (see figure[5.7).
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5.3.5 Question Five: Did muting the bot/user resolve the issue?

Did muting the bot/user resolve the issue? / Gender Gender
No Yes Female

B vale

60

50

40

30

Number of Records

20

10

0 -

Female Male Female Male

Figure 5.8: "Did muting the bot/user resolve the issue?” sorted by Gender.

Gender Value Number
Male Yes 60

Male No 7
Female Yes 9
Female No 3

Table 5.6: Number of Male and Female Participants that said yes and no to “Did muting the
bot/user resolve the issue?”
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Chi-Square Test
Chi-Square DF P-Value

Pearson 1.949 1 0.163
Likelihood Ratio 1.654 1 0.198
1 cellfs) with expected counts less than 5.

Fisher's Exact Test

P-Value
0172917

Figure 5.9: Pearson Chi-Sqaured and Fisher’s Test for the question “Did muting the bot/user resolve
the issue?”

79 people participated in the question "Did muting the bot/user resolve the issue?”. 60 Males (75%)
and 9 Female (11%) participants voted Yes. 7 Males (8%) and 3 women (3%) voted no. (See
figure[5.8)and table[5.6). a Pearson Chi-Sqaured test of categorical associations was conducted
on the two largest gender groups (Male and Female). There was a significantly larger amount
of male participants than female participants (see table[5.6). For men the muting mechanic had
a much greater affect of resolution. As one of the values equalled less than 5 a Fisher’s Exact
Test as well as a Pearson Chi-Sqaured test of categorical associations was conducted. As the
P-Values equalled more than 0.05 (see figure there are no categorical significances related to
this question. Overall muting users had a (Males 60 + Females 9 / total 79 * 100) = 87% success

rate for participants.
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5.3.6 Question Six: Did the user/bot attempt to make contact again via a new

account?
Did the user/bot attempt to make contact again via a new account? / Gender Gender
No Yes Female
B vale

50

40
v
T
o
3

30
k]
3
Qo
[
3
=

20

10

0

Female Male Female Male

Figure 5.10: "Did the user/bot attempt to make contact again via a new account?” sorted by Gender.

Gender Value Number
Male Yes 14

Male No 53
Female Yes 4
Female No 8
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Chi-Square Test
Chi-Sguare DF P-Value

Pearson 0.895 1 0.344
Likelihood Ratio 0.832 1 0.362
1 cell(s) with expected counts less than 5.

Fisher's Exact Test

P-Value
0.454244

Figure 5.11: Pearson Chi-Sqaured and Fisher’s Test for the question “Did the user/bot attempt to
make contact again via a new account?”

a population of 81 participants answered the question “Did the user/bot attempt to make contact
again via a new account?”. Data was sorted into the largest two gender populations (Male and
Female). 14 Men (17%) and 4 (4%) Women said they had be reconnected by the same user and
bot via a new account while 53 (65%) men and 8 (9%) women said they had not been re-contacted
again after muting a user/bot. A fisher’s and Pearson Chi-Sqaured test was conducted to see
if there was any categorical significances. As the values where above 0.05% there where no
categorical significance related to the question. 22% of people who participated in the Survey
had been re-contacted by a user/bot after they had muted the old offending accounts while
75% of participants had not had the same person contact them again after muting them via new

accounts.
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5.3.7 Question Eight: On a scale of 1-5 (1 being the least and 5 being the
most) how satisfied was you with the final outcome.

On a scale of 1-5 (1 being the least and 5 being the most) how
satisfied was you with the final outcome

40

30

B Male
B Female

Figure 5.12: "On a scale of 1-5 how satisfied was you with the final outcome.” sorted by Gender.

Gender Scale Value
Male 1 1
Male 2 5
Male 3 20
Male 4 19
Male 5 23
Female 1 3
Female 2 5
Female 3 14
Female 4 23
Female 5 32

Table 5.8: Number of Male and Female Participants that said yes and no to "On a scale of 1-5 how

satisfied was you with the final outcome.” sorted by Gender
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Most of the participants who answered this question indicated that they where satisfied to very

satisfied with the final outcome of muting individuals.

5.3.8 Question Nine: Have you ever had to block a bot or users?

Gender / Have you ever had to block a bot or users? Please select ONE option from the list.

Female

Number of Records
w
&

i

0

. N

I HAVE | HAVE iHAVE
blocked bo.. blockedbo..  blocke..

Have you ever had to block a bot or users? Please select ONE option from the list.

Male I | HAVE blocked bots and users before.
[ 1 HAVE blocked bots before.
[ i HAVE blocked users before.
[ | have NEVER Blocked bots and users before.

I HAVE | HAVE iHAVE I have
blocked bo.. blocked bo. blocke. NEVE..

Figure 5.13: "Have you ever had to block a bot or users” Sorted by Gender.

Gender

Response

Value

Male

I have blocked users and bots be-
fore.

21

Male

I have blocked bots before.

Male

I have blocked users before

24

Male

I have never blocked users and
bots before

56

Female

I have blocked users and bots be-
fore.

Female

I have blocked bots before.

Female

I have blocked users before

Female

I have never blocked users and
bots before

13

Table 5.9: Number of male and female participants that responded to "Have you ever had to

block a bot or users"
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Response Total
I have blocked users and bots be- 25
fore

I have blocked bots before 12

I have blocked users before 29

I have never blocked users and 69

bots before

Table 5.10: Total of people responding to the question "Have you ever had to block a bot or users”

The majority of male and female participants had never blocked a bot or a user before. However
more males (39%) had blocked both users and bots than females (9%).
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5.3.9 Question Ten: Did blocking the bot/user resolve the issue?

Did Blocking the User/Bot
stop the issues? (Sorted by
Gender)

Did blocking the bot/user resolve the issu.. Gender
No Yes Female
45 M vale

40
35
30
25

20

Number of Records

15

10

Female Male Female Male

Sum of Number of Records for each Gender broken
down by Did blocking the bot/user resolve the
issue?. Color shows details about Gender. The view
is filtered on Gender and Did blocking the bot/user
resolve the issue?. The Gender filter keeps Female
and Male. The Did blocking the bot/user resolve the
issue? filter keeps No and Yes.

Figure 5.14: Did blocking the bot/user resolve the issue? Sorted by Genders Male and Female.
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Normalized Analysis: Did blocking the bot/user resolve the
issue?
1 W Male
W remale

es No

Figure 5.15: Normalised: Did blocking the bot/user resolve the issue? Sorted by Genders Male
and Female.

Did Blocking the
User/Bot stop the
issues? (Sorted by
Gender)

Gender Number of Records
Didblockin.. Male Female | N
No 10 8 5 43

Yes 5

Sum of Number of Records broken
down by Gender vs. Did blocking
the bot/user resolve the issue?.
Color shows sum of Number of
Records. The marks are labeled by
sum of Number of Records. The
view is filtered on Gender and Did
blocking the bot/user resolve the
issue?. The Gender filter keeps
Female and Male. The Did blocking
the bot/user resolve the issue?
filter keeps No and Yes.

Figure 5.16: Did blocking the bot/user resolve the issue? Sorted by Genders Male and Female.

The Pearson Chi-Sqaured and Fisher’s Exact Test was conducted to test the null hypothesis that
there is no significant difference in the effectiveness of the blocking tool on discord.
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Chi-Square Test

Chi-Sguare DF P-Value
Pearson 9,583 1 0.002
Likelihood Ratio 8.686 1 0.003

1 cellfs) with expected counts less than 5.

Fisher's Exact Test

P-Value
0.0041656

Figure 5.17: Chi-squared table of association test plus Fishers exact test.

A statistical analysis was conducted on the groups of the population on the question ”"Did
Blocking the User/Bot stop the issues?”. In order to do this the use Chi Squared test of categorical
association analysis was conducted on the two largest gender groups (Male and Female). The
Question was a Yes/No response. 66 participations took part including 13 Female, 53 Men
(See figure[5.16). There was a significantly larger amount of Men within the population. Men
had a much greater effectiveness to the blocking mechanisms than women did (See figure[5.14]
The data was normalized to give a more accurate sense of scale in difference to the population
size (See figure[5.15). The Pearson Chi-Squared and Fisher’s Exact Test showed that there is a
significant difference between men and women'’s responses as the P-Values where less than 0.05.
The Fisher’s Exact Test was conducted as one of the results was less than 5 to ensure certainty of

association See (figure|[5.17).
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5.3.10 Question Eleven: Did the user/bot attempt to make contact again via
a new account?

Did the user/bot attempt to make contac.. Gender
No Yes Female

B vale

18

16

14

12

10

Number of Records
(#)] (o]

FaN

N

o

Female Male Female Male

Figure 5.18: Did the user/bot attempt to make contact again via a new account? Sorted by
Gender.

Gender Response Result
Male Yes 11
Male No 18
Female Yes 5
Female No 3
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Table 5.11: Number of male and female participants that responded to "Did the user/bot attempt to

make contact again via a new account?”

Chi-Square Test

Chi-Square DF P-Value
Pearson 1,542 1 0.214
Likelihood Ratio 1.534 1 0.216

2 cellfs) with expected counts less than 5.

Fisher's Exact Test

P-Value

0.254046

Figure 5.19: Chi-Sqaure and Fisher’s Exact Test for the question "Did the user/bot attempt to make

contact again via a new account?”

37 participants answered this question with 11 Males (29%), 5 Females (13%) saying they had

been contacted again via a new bot/account after blocking a user and 18 Males (48%) and 3

Females (8%) saying that there was no re-contact. The Chi-Squared test was conducted on the

Normalized data from the two largest gender groups (Male and Female). The Fisher’s exact

test was conducted as one of the values was less than 5. The P-Values for the Fisher’s Exact test

and the Chi-Squared test returned results greater than 0.05 therefore the data is not statistically

significant. (see figure[5.19)

5.3.11 Question Twelve: On a scale of 1-5 (1 being the least and 5 being the
most) how satisfied was you with the final outcome.

Gender Scale Result
Male 1 0
Male 2 3
Male 3 5
Male 4 3
Male 5 4
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Female 1 2
Female 2 1
Female 3 3
Female 4 1
Female 5 5

Table 5.12: Total number of male and female participants that responded to "How satisfied was
you with the final outcome" (of using the block mechanic)

There was a mixed response to the question with no clear overall majority.

5.3.12 Question Thirteen: Have you ever had to report a bot or users?

Number of Records

Gender / Have you ever had to report a bot or users? Please select ONE option from.. Gender
Female Male Female

. Male
80

70
60
50
40
30
20

10

0 ...

I have IHAVE IHAVE |HAVE I have IHAVE  IHAVE |HAVE
NEVE.. reporte.. reporte.. reporte.. NEVE.. reporte.. reporte.. reporte..

Figure 5.20: Have you ever had to report a bot or users? Sorted by Gender.

Gender Response Value

Male I have reported users and bots 12
before.

Male I have reported bots before. 8
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Male I have reported users before. 9

Male I have never reported bots and 80
users before

Female I have reported users and bots 1
before

Female I have reported bots before 3

Female I have reported users before 4

Female I have never reported bots or 18

users before

Table 5.13: Number of male and female participants that responded to “"Have you ever had to report

a bot or users?”

135 participants took part in this question. 21% of males reported accounts that are bots or users.
6% of females also reported users and bots while 59% of males and 13% of females have never

reported bots or users.
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5.3.13 Question Fourteen: Did reporting the bot/user resolve the issue?

Gender / Did reporting the bot/user reso.. Gender
Female Male Female

B vale

18
16
14
12

10

Number of Records
(e)] o]

i

N

o

No Yes No Yes

Figure 5.21: "Did reporting the bot/user resolve the issue?” sorted by Gender.
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Chi-Square Test

Chi-Sguare DF P-Value
Pearson 3.469 1 0.063
Likelihood Ratio  3.556 1 0.059
2 cell(s) with expected counts less than 5.

Fisher's Exact Test

P-Value
0.109006

Figure 5.22: Chi-Square Test and Fisher’s Exact Test for the question "Did reporting the bot/user

resolve the issue?”

Answer Result
Yes 20
No 17

Table 5.14: Grand Total of Responses to the question “Did reporting the bot/user resolve the issue?”

Gender Answer Result
Male Yes 18
Male No 11
Female Yes 2
Female No 6

Table 5.15: Total number of participants that took part in the question "Did reporting the bot/user

resolve the issue” sorted by gender.

A population of 37 participants took part in the Survey. 20 participants said that reporting a

user/bot resolved issues. 20 participants said that reporting users resolved issues with 18 Males
(54%) and 2 Females (5%). 11 Males (29%) and 6 Females (16%). In the female population only
25% of women said that the reporting tool was not affective verse the male population (62%) see
figure A Chi-Squared test of association was conducted as well as Fisher’s Test as one of the
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results was less than 5. The P-Values are less than 0.05 therefore there is no statistical significance
to the the data however women felt reporting was not as effective.

5.3.14 Question Fifteen: Did the user/bot attempt to make contact again via
a new account?

Gender / Did the user/bot attempt to make contact again via a ne.. Gender
Female Male Female

B vale
18

16

Number of Records
b a [00]

n

No Yes No Yes

Figure 5.23: "Did the user/bot attempt to make contact again? sorted by gender.

Answer Result
Yes 16
No 20

Table 5.16: Grand Total of Responses to the question "Did the user/bot attempt to make contact
again?"

Gender Response Result
Male Yes 11
Male No 18
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Female Yes 5

Female No 3

Table 5.17: Grand Total of Responses to the question "Did the user/bot attempt to make contact
again?” sorted by Gender.

Chi-Square Test

Chi-Square DF P-Value
Pearson 2.563 1 0.109
Likelihood Ratio 2.589 1 0.108

2 cell(s) with expected counts less than 5.

Fisher's Exact Test

P-Value
0.203554

Figure 5.24: Chi-Square Test and Fisher’s Exact Test for the question "Did reporting the bot/user
resolve the issue?"

A population of 37 participants took part in this question. 16 (44%) people said the user/bot
made contact with them after being reported (See table while 55% said that the user/bot
did not make contact again. 11 Males (30%) and 5 females (13%) said they had been contacted
again after reporting a user while 18 males (50%) and 3 females (8%) said they had not been. A
Chi-Sqaured test and Fisher’s Test was conducted. Fisher’s Test used as there where two results
less than 5. The P-Values where greater than 0.05 therefore there was no statistical significance in

this question.
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Evaluation and Discussion

6.1 Forensics

6.1.1 Discord
Execution Lab

The Execution Lab for Discord was much faster to work upon due to the previous experimental
forensics work conducted during the pilot forensic analysis phase (see appendix|[G). The meth-
odlogy previously developed for obtaining artefacts from files related to media via the media
traversal method provided multiple pieces of useful artefacts that could determine the origin of
the user, the location, the email address, files viewed by the user from the and videos watched by
the user via the client. This was a highly successful forensic extraction of data in a non-evasive
manner. The development of the Discord Extractor python script provides a faster and more
rapid method of viewing the discord localstorage file. The Chrome Cache Viewer displayed data
generated by the user’s interaction (playing the royal rumble video from twitch.tv) and provided
a method of viewing files that had been uploaded to the channel. Discord displays the images
online from it’s own content delivery system (CDN). During this experiment issues with using
the SQLite Manager 2009 Pro and Autopsy applications to view the SQLite localstorage files
highlighted the need for updated SQLite database management systems and for the development
of tools that could extract the localstorage data. During the experiment the Discord Extractor
tool was developed as a way to review the content of the https_discord.com_0.localstorage file
without having to switch in between Hex viewer on the DB Browser for SQLite tool which only
supported Hex view for the Binary Blobs. The script was designed to decode the data as UTF-16
strings into a CSV portable format.
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Simulated Conversation

In the simulated conversation artefacts sent by the Attacker machine to the Victim machine was
traceable thanks to applying the media traversal theory. By looking for the Cache, the image
that had been sent to the victim could be found a locally cached copy in the Discord Cache
at AppData/Roaming/discord/Cache. Furthermore artefacts generated by the Twitch.tv
player became viewable within the cache providing a new way of tracking user activity from the
embedded player. In the https_player.twitch.tv_0.localstorage file useful informa-
tion such as if the content was registered as mature, if the video had been muted and the resume
and play times for videos could be found within the database file.

6.1.2 TeamSpeak3

Execution Lab

The Execution Lab Experiment took place between 21nd of May 2018 and the 23rd of May
2018, The first analysis was conducted for memory forensics. In the memory dump taken using
DumplIT the machine’s local registry was dumped into the Kali Linux virtual machine. The
editor FRED was then used to view registry artefacts. The artefacts discovered in FRED was
the use of the QT user interface library. A dialogue key from the registry included the same
location for the upload as the FileUpload table in the Settings.db file found within the roaming
ts3client folder. This indicates that the QT Library also stores the upload location of images and
files and can be accessed via the registry on a memory dump. As such if the settings.db file
has been deleted there is still an opportunity to access the files though other methods. In the
second phase of forensic investigation the disk was analysed originally using EnCase 7 as the
main forensic examination tool. On the night of the 22nd a digital acquisition was conducted
on the ts3exectlab.raw image that contained the simulated lab of a client being executed and
uploading a photo to the server. During the acquisition phase the forensic machine conducting
the experiment crashed. As such it was decided that a different forensic tool would have to be
used to examine the evidence. a discussion with Dr. Ian Kennedy via email resulted in a request
for the forensic investigation to be conducted on multiple forensic tools. As such Autopsy and
X-Ways Forensics was selected due to there availability on the forensic machines. During the
analysis multiple SQLite databases where found that contained useful information such as the
number of times a individual client uploaded images to the internet and a database for storing
urls if clients exchanged them via chat. This stage helped develop the new methodology for
obtaining useful artefacts from TeamSpeak3 by changing the process of examining the artefacts
from EnCase 7 to X-Ways 18.1 SR and Autopsy 4.7.
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Simulated Conversation

A simulated conversation between two users on seperate virtual machines was conducted as one
of the experiments. The two users exchanged metadata by communicating between channels. By
default TeamSpeak3 logs the channel and server history in the AppData/Roaming/TS3Client
folder. The timestamps from the server.html and channel.html folders on both the victim
and attacker clients provided useful information about user activity. The urls.db database
proved to be very useful as it was found on both Jane and John’s machines. there was no
evidence of the link being shared in the public channels therefore it is deduced that John
sent a link to Jane which was registered between both clients and timestamped at the same
time. The Kermit. jpg was found on both systems. In the Pictures folder on the Attack-
ers machine and in the Downloads folder of the Victim’s machine. An MD5 hash of the file
(79dfc0fcb6526e93fd2ec89£792219e2) was reported on both machine in the Autopsy re-
port (see appendix |l) Therefore it is possible to connect users of these clients based upon the

metadata generated by multiple artefacts from the client.

6.2 Statistics

The Survey was created to understand how effective different types of moderation mechanics
are being used and understand if they are affective. The Survey was published online on
Reddit and shared with students at Canterbury Christ Church University. During the Survey
a larger population of male participants made the Survey a challenge to balance. The Female
population was able to obtain much more affective support than the Male population for using
the moderation tools. Females had more problems with reoccurring contact from clients after
muting them. The Chi-Squared and Fishers test showed only question had statistically significant

data which was the responses to if people had used the Discord client.
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Conclusions

7.1 Limitations of Investigation

The experiments where heavily impacted by the amount of time available for each study, Due
to setbacks with EnCase and having to use new tooling a reduction in the experiments was
conducted to ensure delivery on time. As the survey did not meet the population requirements
originally set out a new survey with a longer date and time for capturing data should be
considered in the future. Technological issues (crashing) with the digital forensics machines and
with EnCase 7 meant that alternative tools had to be used to preform the forensic investigation.

7.2 Evaluation of Investigation

The investigation was able to successfully identify new ways of connecting clients to each other.
The development of new tools to export open data provided by both TeamSpeak and Discord
has been created providing a new avenue of forensic analysis for gaming communication clients.
The use of a web cache by the Discord App application provides a method of retrieving images
uploaded and downloaded onto the client as well as external website activities from inside the
client. The settings.db file provides a new method of tracking the file location where files have
been uploaded and the amount of files being uploaded to TeamSpeak. The url.db file provides a
method for tracking links sent from clients to other clients which can also be used to connect
clients together during an incident. Memory forensics provided a new method of extracting the
location of uploaded files by exploiting the QTProject registry hive which contains the dialogue
registry information for the last use of the upload file location that is also used by TeamSpeak3
as it is part of the same framework. The TS3Client folder in the /AppData/Roaming/chats
included timestamps, chat logs and the name of channels/servers which in conjunction with
the artefacts previously stated provides a new method of extracting intelligence from user
clients during an incident. Finally a network analysis conducted on TeamSpeak3 concluded
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that the Upload and Download service is unencrypted and could be intercepted. Discord
however provides an encrypted upload and download service using TLS 1.2. The file is hosted
on Discord’s own content delivery network and is viewable to the general public without the
requirement of an authorisation key to the client. This means the image could be distributed to
individuals outside of the discordapp ecosystem. Discord’s Cache provided localized copies of
images downloaded from the Discord media service. This made tracing the evidence very easy to
do, Discord’s LocalStorage files provided a new avenue of investigation. The discord localstorage
file contained personal identifable information such as the user’s email address and channels
they had been connected to as well as the timestamp of when the connection occured. This could
be paired with the Victim and Attacker machine to determine the presence of each individual. A
similar technique was used on TeamSpeak with the server channel and server logs. Overall it
was possible to fingerprint communications between to clients side by side during the forensic
analysis due to the open nature of the SQLite files being viewed. TeamSpeak logged urls being
shared between clients via urls.db and Discord cached external media player information and the
cache also create an additional entry for new sites. For example Twitch.TV included information
about if the user had muted the channel, looked at mature content and the last time the stream
had been viewed. One of the biggest issues with conducting the research with the incompatibility
with some of the digital forensic tools. Autopsy had problems opening SQLite3 files and so
did SQLite 2009 Pro as such the creation of Discord Extractor and TeamSpeak Extractor was
conducted to provide new methods of exporting the content for view. DB Browser for SQLite was
also able to open up the Database files but only in hexadecimal format. Discord Extractor was
able to export the data out into a standard .CSV file format with UTF-16 encoding (text format).
The experiments highlighted that during a digital forensic examination the requirement for
multiple tools to verify data being extract is essential as forensic tools may be unable to display
certain types of data. In the case of the Discord localstorage files Autospy and SQLite 2009 Pro
use outdated implementation of the SQLite3 database driver as such viewing newer SQLite3
database files requires applications that support newer versions of SQLite3. In the development
of the Discord Python Extractor and TeamSpeak extractor an external library had to be used as
the compiled version of Python’s embedded SQLite driver is out of date in comparison to third
party libraries.

At the start of the dissertation the main aim was to What malicious use of gaming communication
clients is occurring in TeamSpeak and Discord? and as part of the main objective the focus on the
sub-questions What types of digital artefacts can be extracted from TeamSpeak and Discord?, Digital
artefacts will be examined to determine connections between different individuals in order to establish if
and what data has been transmitted and What is the difference in digital artefacts extracted from TeamSpeak
and Discord? have all been answered within this Dissertation from the forensics perspective. In
the quantitative analysis the survey different mechanics where tested. Overall the muting of
users was 87% effective, Blocking was 75% effective and Reporting was 69% effective. Muting
proved to be the most effective method of moderating users. Currently the moderation tools are

55



CHAPTER 7. CONCLUSIONS

providing a high rate of success in preventing online abuse. The population size of 200 users
was not as high as the original population estimate of 400 participants, Therefore the Survey is
incomplete. In the Survey the data heavily reflected that Males struggled more than Females
to have affective moderation using block, muting and reporting methods. Male Participants
where more likely to be re-contacted after blocking and muting the offending users. A larger
study into the effectiveness of moderation tools for gaming communication clients and a broader

demographic of individuals should partake in the study.

7.3 Future Work

Further investigation into the encryption methods, network traffic and server/API forensics
should be conducted in the future as there are many new avenues of extracting the information
without having to directly go though the clients. A more in-depth survey should be conducted to
understand why people are blocking each other online with a larger demographic, Information
such as geographic location could help to determine if people in certain countries are affected
more than others. Further studies should include an analysis of TeamSpeak and Discord from
other forensic tools such as EnCase and FTK Imager. Furthermore with the development of third
party encryption add-ons further work is required to understand how third party encryption tools
could disrupt the forensic analysis of gaming communication clients. The further development
of specialist forensic tools should also be considered to extract data from gaming communication
client for forensic analysis. Finally Research should also be conducted into the impact of Revenge
Porn in communication clients.
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Appendix A

Glossary

TS3 - TeamSpeak3
TLS - Transport Layer Security
DOXX - Searching for public and private information about a individual for malicious intent.
Discord - a gaming communication client
TeamSpeak3 - a gaming communication client
SQLite3 - a compact database
X-Ways - a digital forensic examination tool.
DumplT - a memory acquisition tool
Volatility - a memory forensics framework for analysing memory dumps.
EnCase - a digital forensic examination tool.
Autopsy - a digital forensic examination tool.
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Glossary of unfamiliar terms

e VoIP - Voice over Internet Protocol

e NSA - National Security Agency

e PSN - PlayStation Network

e PS4 - PlayStation 4

e Freeware - Software that is distributed for free.
e Teamspeak3 - VoIP Client

e Discord - VoIP Client

e Skype - VoIP Client

e Mumble - VoIP Client

e Origin - Game Downloader Client



Chapter 1

Introduction and background

The forensic world has turned a blind eye to the study and understanding of gaming clients and
gaming VoIP applications. These systems are used on a daily basis by a large populace, who
consume and talk across a range of networks; With consumers discussing their daily lives and
using the tools for conferencing and even business. As such, a forensic analysis into these sys-
tems is essential, especially within the realm of national security and child grooming cases. In the
Snowden revelations, it was revealed that the National Security Agency (NSA) had spied on users
of World of Warcraft and Second Life (Elliott, 2013). The press recently spread rumours that
terrorists in the Belgium/Paris 2015 terrorist attack, had used the Playstation 4 PSN network,
to communicate with each other, planning operations. The Belgium Minister of the Interior and
Security, Jan Jambon, even stated ” ...it’s very hard for our services (and other services) to de-
crypt the communication” (Yin-Poole, 2015). However, it was later revealed that an unencrypted
SMS message was used to communicate the strike of the attack and not, as people had originally
speculated, the PS4 PSN network (Farivar, 2015). This does not, however, reduce the factor of
the current threat. At the time of writing this proposal, the UK Conservative Party have been
pledging, to improve capabilities, to pressure companies to hand over data, due to these ongoing
threats (Conservatives, 2017). As PlayStation Network and other gaming clients are freely avail-
able communication platforms, the idea has been planted into the general public’s minds that this
is a possible communication system that could be potentially used by terrorists. Video games have
after all been used by terrorists in the past to train toward committing acts of terror (see Day,
2001). In the case of child grooming, one the first reported deaths was of Breck Bednar, who was
groomed using the gaming voice over IP client TeamSpeak3. Breck played games with his mur-
derer, which involved the popular game Minecraft (BBC, 2015). In turn, this expands the scope
of the investigation into the usage of Digital Game Distribution Clients, as these systems can also
be freely used for instant messaging and VoIP. At the time of writing this proposal, there have
been no other research studies into these specialised gaming clients and VoIP Clients. However, a
popular VoIP Client Skype has had papers published, such as: ”Online blackmail of Czech children
focused on so-referred to as “sextortion” (analysis of culprit and victim behaviours)” (Kopecky,
2017) and (Banerjee, 2014)

This highlights the current possible threat of threat-actors who are using online communication
tools for causing harm to other individuals. This investigation aims to help forensic investigators
understand the ability and availability of chat logs; browsing data; file transfer mechanism; registry
edits; hidden files/folders and artefacts that are left behind in caches. The investigation will also
explore if a forensic practitioner should extract data from volatile internal systems, such as caches,
by using freely available tools.



Chapter 2

Proposed Investigation

The aim of the investigation into the game and Voice over IP (VoIP) clients, is to extract as
much data from the clients, locally, as could be used in a live criminal investigation. Data such as
browsing history; system logs; chat logs; caches and image stores will be collected and investigated.
A guide for extracting the data will be provided. By investigating not only the gaming VoIP clients
but also the gaming downloader clients, the aim is to attempt to provide an historical log and trail of
evidence, in which two users interact between both the VoIP game client, and the game downloader
client. The intention would be to investigate two popular VoIP Gaming Clients (Discord, Mumble)
and one of the most popular gaming downloader clients (Origin). The investigation aims to provide
information to the local police services about these clients and how they can extract the new types
of data from the clients for deeper analysis. The investigation will simulate a child grooming
case and in this hypothetical scenario, a computer has been seized from the child’s family and
an investigation of the game downloader client and VoIP game client is required, to attempt to
connect the child to a possible grooming incident. Once the investigation has been completed and
a report produced, the investigation would be sent to the Breck Foundation for circulation, to their
contacts within police forces and for educational purposes. The investigation will comprise of a live
forensic investigation, using freeware tools and memory forensics. The static investigation will use
commercial and freeware tools, to extract artefacts that could be used in a criminal investigation.
Below, is a diagram of the three stages of gathering data, the installation, the execution and
the uninstallation of the software and the artefacts extracted from them during each process.
Furthermore a survey will be conducted to ask a group of undergraduate students about their
experiences with gaming clients and gaming VoIP clients. The survey will explore the use cases of
privacy settings, report functionality and the ability to block and remove content.



Installation | Run (execution) — Uninstallation

Browsing |___—] Artefacts —— Chat Logs
History

Registry Logs

Temporary Files Avatar Icon

Figure 2.1: Artefacts to be collected from VoIP and Game clients.



Chapter 3

Proposed Methodology of
Investigation

Static forensic investigation, with consideration given to the volatile data, which if the system has
not been powered down, may be visible to the forensic client. Volatile Data could be used to find
a trail of small artefacts of data that could identify user activity on a system. Live Forensics will
extract data that may not be visible to Static clients, such as FTK Imager and back up claims
made with static analysis. For example, in live forensics, it may be possible to retrieve wire capture
data, that can be cross referenced with Wireshark.

Live forensic investigation, in compliance with ACPO guidelines (7Safe and Chief Police Offi-
cers, 2017), will ensure the integrity of data. Freeware tools will extract data from applications
including registry edits, cache, browsing history, logs and chat logs; volatile data may be lost if
the machine is powered off. Live investigation is required, to extract how the application will be
installed, executed and uninstalled, together with how and where files are stored (if in a database
or within registry).

3.1 Static Forensic and Dynamic Analysis

In both dynamic and static forensic analysis, there are multiple stages of processing and evaluating
incoming data (Menegus, 2017). During a memory forensic analysis, typical use of the program
will be conducted (chatting to friends, sending files and browsing the chat window). As per ACPO
Guidelines, (7Safe and Chief Police Officers, 2017) the acquisition device will be a USB stick (a
new memory stick per experiment). The memory dump will use multiple tools for reliability. In a
static forensic analysis, a write blocker protects the computer from writing data to the incoming
medium. Static file analysis will be conducted, using a write blocker, to prevent accidental data
being transferred from the system image written from the forensic practitioner’s machine. If a
Virtual hard drive file, a write blocker will not be required. In the simulation, Parallels Desktop
will be used. Test data will be processed and examined, to determine accuracy, each forensic tool
being paired with an identically functioning secondary tool for reproducing the evidence.

Commercially available static forensics tools will be used to view areas and files that might
contain data within the program file system and the volatile temporary files to locate the following
artefacts:



Artefact Type Purpose Summary

Registry System Operations could be used to locate settings,
file locations and preconfigured
elements of the client.

Temporary Files | Personal Data may include logs and caches that
could be used to identify user ac-
tivity.

Cache Files Volatile Storage for web requests | may provide a fingerprint of user

activity on the client from the
embedded browser.
Client logs User Activity may provide stamps of when a
user connected and what server
they connected to.

Two virtual machines will be created from the same windows 7 iso with a snapshot of a clean
image; client software will be installed on both systems.

Analysis 1: static investigation. An image of the parallels virtual disk will be transferred to
the forensic machine, with writeblocker connected to prevent data being written to after transfer
from the host machine. The disk will be converted over to a format readable by FTK Imager and
other forensic tools, using QEMU to convert the Parallels disk to a .dd file format (see zoltansza-
bodfw, 2012) for analysis. The analysis will be set across 3 scenarios: Installation, Execution and
Uninstallation. Figure 2.1 shows the type of artefacts to be extracted.

Analysis 2: live forensic analysis and inspection of the registry, to ascertain types of files
being created and dropped during installation and if changes are temporary during the installation
phase. This will be performed with live forensic tools and a forensic image of the memory using
FTK Imager (AccessData, 2017) and the Volatility Framework (Foundation, 2017). Using both
static and dynamic forensic analysis will capture data not active during a static state and reconfirm
evidence found between investigations. Having two virtual machines will ensure that artefacts can
be generated and duplicated between static and live analysis.

The study will require scientific analysis of evidence provided both logically with the file system
and physically with the virtual machine. The digital ”crime scene” will be a single snapshot of the
Windows environment, including the same tools, drivers and software on both machines. After
each test the snapshot for all virtual machines will be rolled back to the initial state, providing a
clean environment to ensure results are from the experiment being created.

3.2 Student Survey

100 Canterbury Christ Church University students will be surveyed on how they control, secure
and maintain privacy by using functionalities built into the Game Download Clients and Voice over
IP Game Clients. On consent participants will be given a code which they may use to withdraw
from the study. The survey will be conducted to the standards required under the University’s
research guidelines which include referral to ethics committee.



Chapter 4

Legal and Ethical Considerations

4.1 Legal Considerations

A literature review on how academia have performed analysis on systems reveals an apparent
grey area within performing analysis on some systems. Shortall and Azhar, 2015 claim forensic
analysis of WhatsApp has been performed however, under their terms and conditions (WhatsApp,
2017) state under ”Harm to WhatsApp or Our Users” that the person using the software must not
" access, use, copy, adapt, modify” and ”(a) reverse engineer, alter, modify, create derivative works
from, decompile, or extract code from our Services”. However, academics have continued to write
about the client and produce materials around providing forensic data from the client ignoring the
legal terms of service provided by the company. Each company will be emailed to inform them
of the research and to say they may be excluded from the study if required. Discord has rules
for performing security analysis on their client ( Discord, 2017) after emailing discord security I
was told I could perform the analysis as long as there was no malicious intent. After contacting
Discord, Oliver Bryant was given permission to perform forensic analysis of Discord by the security
operations team. As of writing this dissertation EA Games and Discord have agreed to analysis
of their client. Mumble, an open source client, is open and self-hosted so no risks are involved.
Electronic Arts has stated that they require a legal review of my proposal from their legal team as
the research violates their EULA (Section 3) (ea.com, 2017)

The communications act 2003 (Legislation.gov.uk, 2003) will not apply to the investigation
however section 127 may be used to charge an individual during a forensic examination due to
the fact that internet trolls have used services such as Discord to send unwanted, illicit materials
(Menegus, 2017).

The Computer Misuse Act 1990 Section 1 (legislation.gov.uk, 2017) states that a person is
not permitted to gain access to unauthorised data. As the data is being lifted directly from a
local client on a personal computing system section 1 is invalidated. Communication will be sent
between two clients owned by the researcher.

During the student survey data will be anonymised in compliance with the Data Protection Act
1998; the survey will be conducted Digitally using Google Forms) or qualtrics (pending permission
from the University).



4.2 Ethical Considerations

4.2.1 Forensic Investigation

As part of the disclosure process, there is a non-disclosure agreement with Oliver Bryant, who
has been interning with Electronic Arts (EA Games), Guildford, for 3 months. His role within
the organisation was ”Cyber Investigations” focusing on developer operations and tooling, as well
as threat research. Oliver has agreed with Electronic Arts to provide a copy of the Dissertation
before submission. EA will, just like the other partners, be allowed to withdraw from the study at
any time. Electronic Arts has requested more time for legal negotiations to occur before agreeing
to the study. As such, a different client may be used, such as Mumble and the title of the study
would change from ”Forensic Analysis of Game Downloader Clients and VoIP Clients” to ”Forensic
Analysis of Game VoIP Clients”.

Criminals might analyse these publicly accessible files, as a technically apt criminal would be
able to detect the file types, with a simple search on the internet. The information will not present
a risk to the public but will assist the police in investigating future cases. Information will be
gathered, using freely available and commercial tools, with minimal risk. Any discoveries will be
reported to the participating companies. If they request the information to be withheld, this will
be respected. Companies involved in the study have provided permission to do so after being
briefed on the investigation.

User accounts for the online services will be created and controlled by Oliver Bryant. They will
not interact with external users and will only be used for the purposes of this research reducing
the factor of human participation within this section to 0. This companies will company policies
which require no external interaction with users during this experiment and further it negates the
potential for distress among external users.

Company Communication | Status

Teamspeak GmbH | Email Permission Granted by Business
Development Team.

Electronic Arts Email Awaiting Legal Consultation
(May Pivot to Mumble)

Mumble Open Source Information about reverse engi-

neering the client for data can
be already found on the Mum-
ble Wiki. Open Source free to
reverse engineer.

DiscordApp Email Permission Granted by Security
Team. (If following EULA and
without malicious intent.)

4.2.2 Survey

The Survey will be sent out to students at Canterbury Christ Church University. The Gaming and
Tabletop Society will be posting a link to the survey. The Survey will include questions such as
"When was the last time you had to block a contact?” and ”When you blocked a contact/reported
a contact was your problem resolved?”. A disclosure at the start of the survey will state that the
survey focuses on how people react and block contacts and the perception of the public on how
companies react to these situations. The survey sample will be taken from individuals interested
in gaming. As such the gaming society has given permission for the survey to be included on
the facebook group for Canterbury Christ Church University. As the topic includes blocking
contacts there could be an element of psychological distress for some participants. Information will
be given to potential participants prior to beginning the survey to ensure they fully understand
the implications of participating within the research, in order to avoid any potential distress.
Participants will be aware that they are able withdraw from the research at any time without the
need to give an explanation. Information will be made available at the end of the survey regarding
the helplines and support available should participants experience any distress.



4.2.3 Checklist

Yes

No

Does the study involve participants who are particularly vulnerable or
unable to give informed consent (e.g. children, people with learning
disabilities, your own students)?

- |

b

Will the study require the co-operation of a gatekeeper for imitial access to
vulnerable groups or individuals to be recruited (e.g. students at school,
members of self-help group, residents of nursing home)?

Will it be necessary for participants to take part in the study without their
knowledge and consent at the time (e.g. coveri observation of people in
non-public places)?

X

Will the study involve discussion of sensitive topics (e.g. sexual activity,
drug use, crime, ete. )7

Are drugs, placebos or other substances (e.g. food substances, vitamins) to
be administered to the study participants?

Does the study imvolve invasive or intrusive procedures such as blood
taking or muscle biopsy from participants?

Is physiological stress, pain, or more than mild discomfort likely to result
from the study?

<X

Could the study induce psychological stress or anxiety or cause harm or
negative consequences beyond the risks encountered in normal life?

Will the study involve prolonged or repetitive testing?

10

Will financial inducements {other than reasonable expenses and
compensation for time) be offered to participants?

11.

Will the study involve recruitment of participants {including staff) from
other Faculties at Canterbury Christ Church University?

12,

Will the study involve recruitment of participants {including staff) through a
Local Authority {e.g. Kent County Council) Department of Social Services?

M XK A

13.

Will the study involve recruitment of patients or staff through the NHS?

If vou have answered ‘NO' to all the guestions above then no further action is
required.

If vou have answered 'YES' to any of the questions above then you will need 1o

describe more fully how yvou plan to deal with the ethical issues raised. This does not
necessarily mean that you cannot proceed with your proposals bui it does mean that

vour proposals will need to be approved by your supervisor/second marker.

10
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Risks and Their Management

Name

Risk

Mitigation

Detection as Virtual Machine

Medium

Do not install System Drivers.
(Keragala and Walker, 2016)

Legal Challenges to forensic analysis of clients

High

Withdrawal of clients from study

Data processed with errors

Low

Testing and Analysis conducted
over two systems to reduce rate
of error.

User interaction with external services

Low

External users could attempt to
connect or communicate with
user. Steps will be taken to
isolate the test accounts from
the public environment (pass-
word protected servers).

Questionnaire Data may be compromised

Low

If using Google Forms (a per-
sonal account not a University
account) there is a personal risk
to Data Protection laws.

Virtual Machines may be compromised during research

Low

After each installation of the
clients a re-installation of a base
snapshot of the windows oper-
ating system and tools used for
analysis will be applied, thus re-
ducing the threat of possible in-
fections.

11




Chapter 6

Research Plan

1D ask Task Name Duration Otr 4, 2017 Qtr 1, 2018 Qtr 2, 2018
O  mode 5 ot | Nev | pec Jan | reb | Mar Apr | may | _§|>
i (= L Dissertation 151 days? L _________________________________________________________________________|
2 EH = Semester 1 52 days? ]
3 |[EH wg Survey 16 days?
4 |E L References and & days?
Biblography
5 E = Introduction 11 days?
6 | wg Lit Review 46 days?
7 |E L Ethical Clearence 30 days
s |[E wy Semester 2 76 days? ]
9 [E wm Hand-in for Lit 0 days 411412
Review, Introduction
and Biblography
10 [E wy Forensic Analysis of 20 days?
Discord
1 |[FE ey Forensic Analysis of 20 days?
Mumble
12 B wm Forensic Analysis of 20 days?
Teamspeak
13 - Findings Write up 20 days?
14 - Discussion 21 days?
15 - Conclusion 7 days
16 L Poster 8 days?
Task P Inactive Sumimary | I External Tasks
Split svienrnrnenenr Manual Task Pl External Milestone &
Y ; 2 Milestone L4 Duration-anly I peadline ¥
Project: Dissertation
Date: Thu 05/10/17 Summary "1 Manual Summary Rollup se— Progress
Project Summary I 1 Manual Summary 1 Manual Progress
Inactive Task Start-only C
Inactive Milestane Finish-gnly |
Page 1
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1D Task Task Name Duration Qtr 4, 2017 Qtr1, 2018
°|?___Un_m Sep Ot | Nov | Feb | Mar May | Jun
17 |[E wm Completetion of 0 days 08/05
Dissertation
18 |E wy Completion of Poster 0 days 08/05
Task I Inactive Summary External Tasks
Split cevnn o Manual Tagk Pl External Milestone &
: : s Milestane & Duration-anly Deadline +
Project: Dissertation
Date: Thu 05/10/17 Summary 1 Manual Summary Rollup sesssssssm— Progress
Project Summary [=""""""1 Manual Summary 1 Manual Progress
Inactive Task Start-only
Inactive Milestorne Finish=only

Page 2
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Chapter 7

References and Appendix

7.1 Appendix A: Costs and Resources

3 x Windows 7 - Acquired before dissertation. 1 x Linux 1GB Instance (Digital Ocean) $10 per
month x 6 months = $60 (£46)

AccessData FTK Imager - Freeware

EnCase Forensic Investigator 7 - Use forensic lab for analysis

Autopsy - Freeware

TeamSpeak3 Server Licence - (Free/Unlicensed for upto 32 slots for non-commercial use) (Teams-
peak, 2017)

PALADIN Forensic Suite - Freeware ($25 donation will be made from Maintenance Allowance)
Cerbero Profiler Advanced - (Purchased with Maintenance Allowance)

WinHex - Freeware

PAExplorer - (Purchased with Maintenance Allowance) Dumplt - Freeware

7.2 Appendix B: Software Artefact

Not applicable
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7.3 Apexdix C: Choice of Supervisor

Supervisor’s Name: Choice 1: Georgina Humphries
Choice : Danny Webb
Choice 3: Tan Kennady

Please use default marking scheme.

7.4 Appendix D: Supervisor’s Sign off

Please add a tick or 'N/A' to the appropriate boxes:

The student has read the relevant sections of the University’s Research
Governance Handbook, available on University Research web pages at:

http://www.canterbury.ac.uk/Research/GovernanceandEthics/

The topic merits further research.

The student has the skills to carry out the Individual Study.

The participant information sheet or leaflet is appropriate.

The procedures for recruitment and obtaining informed consent are
annronriate

If a CRB check is required, this has been carried out.

The Individual Study cannot proceed until all the above boxes have been completed.

Supervisors Signature: .........ccoevverieiniennnnnn. Date: .....ccevennnnnn. L
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Appendix C

Changes to the Proposal

Prior to launching the survey in consultation with Dr. Ian Kennedy an amended Survey was
compiled to remove intrusive questions that may have caused psychological harm and discussion
of sensitive topics. Therefore a new ethical checklist was completed see appendix

On December 30th 2017 Dr. Ian Kennedy suggested the downsizing of the dissertation from
4 clients; TeamSpeak, Discord, Origin and Steam to Discord and TeamSpeak Furthermore the
only two companies that approved the use of there clients for forensic analysis was Discord
and TeamSpeak which was confirmed by Dr. Ian Kennedy whom checked the emails from both
companies. Mumble was not forensically analysed due to timing constraints.

During the survey creation a decision was made not to send a link to the Tabletop Top and
Gaming Society at CCCU due to time constraints.

On the 2nd May 2018 a decision was made to switch virtualization platforms from Parallels
to VirtualBox as VirtualBox provides a method to export data out to a raw image file which can
be ingested by EnCase and could be writeblocked as Fastblock SE provides a built in method of
writeblocking a USB hard drive. With Parallels a forensic image could be conducted using the
EnCase Imager tool however it would leave traces behind of use on the hard drive as there was
issues writeblocking the device using the Imager product.

On the 22nd of May 2018 a forensic acquisition of the TeamSpeak3 Executable raw image
was attempted using EnCase 7. EnCase repeatedly crashed when attempting to ingest the RAW
35gb image. The image was left to process overnight however EnCase crashed. As such it was
decided that alternative forensic tools would need to be used to preform the forensic analysis.
The FastBloc SE write-blocker was still used from inside EnCase to shield the hard drive from
possible threats. X-Ways Forensics was picked during the analysis to preform the initial forensics.
Autopsy was also used to verify the integrity of the original findings.

During the experimental research phase tools originally suggested for the proposal was
reduced down from the original proposal to focus on tools that where readily available such as
EnCase (provided by the University) and freeware tools such as NirSoft ChromeCacheView. The

C1



APPENDIX C. CHANGES TO THE PROPOSAL

major cost was the DigitalOcean droplet which cost £3.69.
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Appendix D

Project Management

Date Time Event

22/06/2017  16:48:06 Creation of the Literature Review

23/07/2017  14:56:12 Finished editing Literature Review and uploaded to Uni-
versity.

24/07/2017  00:00:00 Mile Stone 1 Research Paper Completed

04/12/2017  18:00:00 Commenced work written on dissertation.

18/01/2018  20:00:00 The configuration of the experiments starts

02/04/2018  19:00:00 Initial experiments for Discord conducted and the develop-
ment of Discord Extractor had been created to fill the gap
of the SQLite Clients.

14/06/2018 18:00:00 Recommenced work after 111 Health.

21/06/2018  20:00:00 Commenced work on Discord Execution Lab.

22/06/2018  09:00:00 EnCase large scale test conducted with the execution lab,
estimated time for completion - 19 hours.

23/06/2018  11:00:00 EnCase has frozen, New method developed using X-Ways
to review content

24/06/2018 18:00:00 Autopsy and write up of analysis.

25/06/2018  13:00:00 Discord Analysis Execution

26/06/2018  18:00:00 Write up in KIgX.

29/06/2018  23:54:00 [MILESTONE] Discord and TeamSpeak analysis com-
pleted.
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APPENDIX D. PROJECT MANAGEMENT

30/06/2018  00:22:00 Statistical Analysis begins

06/06/2018 13:00:00 Hand in Dissertation
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Appendix E

Meetings with the Supervisor

Date Time Event

10/10/2017  14:01:00 Email sent to Dr Kennedy to request feedback on Survey
questions.

24/10/2017 09:42:00 Dr Ian Kennedy sends feedback on Survey questions.

25/10/2017  00:37:00 Oliver Bryant asks for clarification on population size and
on the use of research materials containing the same author.

27/10/2017  08:55:00 Dr Ian Kennedy states requirement for population size and
informs Oliver to remain sceptical about non-government
information.

27/10/2017 10:37:00 Oliver Bryant requests meeting during the week.

27/10/2017 10:41:00 Meeting date not provided by Dr Kennedy, asks if question
is outide of previous scope discussed in meeting

27/10/2017  12:07:00 Oliver Bryant explains that he is struggling to find a number
that will quantify the use of gaming based voip clients

27/10/2017  12:11:00 Dr Ian Kennedy suggests the use of the Office of National
Statistics population and migration data.

30/10/2017  16:15 (email) Dr Ian Kennedy asks for amendment to the research
question reducing

04/12/2017  18:00:00 Commenced work written on dissertation.

18/01/2018  20:00:00 The configuration of the experiments starts

28/01/2018  22:00:00 Experiment on individual client forensics starts

El



APPENDIX E. MEETINGS WITH THE SUPERVISOR

28/01/2018  22:30:00 User "Plato005" created for individual client study, creates
single server and publishes messages to channel. Wireshark
detects TLS 1.2 encryption.

15/03/2018 12:12:00 Discovery of circumvention of HTTPS encryption by using
the tool Fiddler is discovered.

15/03/2018  23:00:00 Memory forensics on virtual machine concludes that Dis-
cord is using node.js and electron as the development plat-
form.

15/03/2018  01:15 Arrange Meeting with IK on Monday at 11:30am to discuss

statistics and the revised experiment (3 forensic images per
experiment excluding the individual analysis.)

16/03/2018  11:30 Meeting with IK at Ag29 to discuss Statistics and the new

revised forensic experiment.

20/03/2018  10:30 Meeting with IK at Ag29 to discuss Chi-Square test of Inde-

pendence statistics.
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cd

Date

Time

Procedure

06/02/2018

19:31:00

Installed EnCase Imager 7.10, NirSoft Process Monitor v3.40, NirSoft BrowsingHistoryView v2.15
and Fiddler 4.6 onto Seagate Hard Drive, Files extracted onto the folder

06/02/2018

19:44:00

Create Snapshot: Baseline

06/02/2018

19:44:00

Victim Virtual Machine Turned on.

06/02/2018

19:51:00

Navigate to https://discordapp.comvia Internet Explorer

06/02/2018

19:53:00

Click "Download Discord for Windows"

06/02/2018

19:55:00

DiscordSetup.exe saved to Downloads.

06/02/2018

19:55:00

Opened up cmd.exe ran "cd Downloads", "CertUtil -hashfile DiscordSetup.exe MD5"

06/02/2018

19:58:00

MD?5 Hash: 77 bd 31 10 9d {9 7c 5d 3c 1e 86 3f 14 b3 a9

06/02/2018

20:03:00

Shutdown of Virtual Machine for break. (watching falcon heavy launch)

06/02/2018

21:22:00

Resuming Virtual Machine

06/02/2018

21:23:00

Executing Process Explorer v3.40 from Hard Drive. Set to capture running processes

06/02/2018

21:25:00

Appication DiscordSetup.exe is executed

06/02/2018

21:27:00

Filtering Results into Result Table 1

06/02/2018

22:00:00

Initial analysis from ProcMon suggests the use of DiscordSetup.exe spawns the process Update.exe
from a newly created Squirrel folder. the application Squrriel.exe is then executed before the

Discord App.exe is created. Further analysis is required to understand what these processes do.

06/02/2018

22:28:00

Experiment suspended for the evening. Further investigation into each of the processes is required.

the Windows Process log has been saved onto a external hard drive for safe keeping.

06/02/2018

13:52:00

Hibernated

SISATVNYV DISNAIOA OL dAALVIHY STVIIALVIN 4 XIANAddY


https://discordapp.com

€d

07/02/2018 21:00:00 Resuming Virtual Machine

07/02/2018 21:35:00 Filtering ReadFlle operations as there’s quite a few! (Filter >Filter >PID: 1492, Operation ReadFile,
Path: C:\Users\Jane Doe\ Downloads\ DiscordSetup.exe)

07/02/2018 17:41:00 Uploaded Hybrid Analysis of DiscordSetup.exe. The PE drops the process Update.exe which was
created by GitHub, Squirel.exe has also been spawned from Github. Sample: https://bit.1ly/
2JkMzqgp

11/02/2018 17:44:00 Searched Term: Squirrel.exe Github which returned with the repository https://github.com/
Squirrel/Squirrel.Windows a automatic updating and installation system.

11/02/2018 19:30 EnCase Image taken of the Hard Drive stored on an external drive.

11/20/2018 20:50 Installation Experiment Complete.

Table E.1: Discord Client installation phase log
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Time Discovery Observation Reference Code

21:25:00 Permissions Check Explorer.exe requests permission to read DiscordSetup.exe (Triggers UAC). R1

21:25:20 Attempted Creation of file  DiscordSetup.exe spawns process Update.exe (Attempt Create File: R2
C:\Users\Jane Doe\AppData\Local\SquirrelTemp\Update.exe) in the
Squirrel Temp folder with NAME NOT FOUND: Read Attributes, Delete

21:25:20  Successful Creation of file ~ Creation of Update.exe inside the SquirrelTemp folder. (SUCCESS: Generic R3
Read Attributes, Read Attributes created)

N/A Internet Artefact a remote procedure call back to discordapp.com to confirm installation of R4
the discord client. http://discordapp.com/handoff?rpc=5463skey=
395¢c5994-e53f-4c8f-84cb-e481819d540e

N/A Internet Artefact Location of Node.js being identified as Shellcode in a automated analysis has R5
demonstrated that Discord is running on a form of Electron. proof found online
athttps://electronjs.org/apps/discord

N/A Nuget Package Discovered The nuget package file created by DiscordSetup.exe was discovered R6

while the Proccess Monitor capture was running. File was not
found however a SquirrelSetup.txt was found at C:\Users\Jane
Doe\ AppData\Local\SquirrelSetup which contains the movement of .dll files
from C:Users\Jane Doe\ AppData\Local\Discord \app-0.0.300\lib\net45\ to
C:\Users\Jane Doe\ AppData\ Local\Discord \app-0.0.300, The .DLLs moved
over were part of the INET 4.5 framework.

Table E.2: Artefact Recovered During Installation Phase
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Artefact Time Description

Dumpit.exe 18:54  Executed Dumpit.exe from external hard drive mounted onto the Windows 7
Victim Virtual Machine

Kali start 19:02 Boot up Kali Linux and mount the .dmp image in read-only mode. Using
Volatility Framework 2.6 to inspect the running DiscordApp .dll files being
executed during operation.

node.dll (3796) 20:02 found node.dll being executed by discord.exe process.

discord_overlay2.node (4896) 20:03 Found first use of a node module being used by the Discord.exe process, This
extension refers to the Discord overlay.

discord_utils.node (4896) 20:05 Utility library for Discord, content unknown.

discord_erlpack.node (4896) 20:07 ErLang Library for Discord client.

discord_contact_import.node 20:07  contact import data from Discord client.

(4896)

Experiment Finished 23:54

Table E.3: Observations taken from Memory Capture during live execution.
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Time/Date Database Observation Reference
Code
19:40:21 https_discordapp.com_0.localstorage email_cache (blob): Email Address D1
02/04/2018 "dis.cordtester5@email..com.”.
19:51:20 https_discordapp.com_0.localstorage  SelectedChannelStore (blob) D2
02/04/2018 { "selectedVoiceChannelld” :null,
"lastConnectedTime"”:1519855890455,
"selectedChannellds”:
{7418523018696982530":
"418523019158224897","41771983423143937"
:"144156862021894144"}}
The selectedChannellds lists all the channels
& connected to the client, The lastConnected-
Time provides an Epoch time stamp that could
be used to determine when the client was last
connected to Discord.
20:02:00 https_discordapp.com_0.localstorage DraftStore (blob) D3
02/04/2018 {7418523019158224897":

{"timestamp":1522695445085,

“draft”:"test” }}

Stores Draft copies of text left behind in chats.
The first part contains the channel ID, the
second part contains the timestamp, the third
part includes the draft message.
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20:20:01 https_discordapp.com_0.localstorage Token (blob) D4
02/04/2018 "NDE4NTIwMTkONzIyMjk50TAO
.DXizFQ.b3h7ebc__x4SSnQrTI5DwQLIu_I”
The authentication token used to send and
receive data by the client, it is unique. See

figure [F.3|for usecase.
21:55:01 Cookies host_key (text) .fwitch.tv indicates that a user D5
02/04/2018 has clicked on/played a twitch.tv video inside

the Discord client. This could be coupled up
with the ChromeViewHistory.exe to determ-
ine the specific site visited.

Table F.4: Data extracted from https_discordapp.com_0.localstorage

Z4
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Date Time Procedure

05/04/2018 14:53:58 Commenced Uninstallation of Discord. Start Menu > Control Panel > Uninstall a program
> Uninstall

05/04/2018 14:53:58 Update.exe is invoked with commands from Registry (See figure

05/04/2018 14:53:59 Discord.exe (PID: 5772) Commences —squirrel-uninstall 0.0.300 flag.

05/04/2018 14:53:59 Spawned by Discord 5572 Update.exe (PID: 2644) Invokes —-removeShortcut Discord.exe

05/04/2018 14:54:01 PID 5772 spawns the default discord.exe process before closing instantly.

05/04/2018 14:54:01 Reg.exe (PID: 3752) is spawned to delete the current version of Discord that was runable
from inside the Registry.
delete HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v
Discord /f

05/04/2018 14:54:01 Reg.exe (PID: 3008) deleting the classes record for Discord. delete
HKCU\Software\Classes\Discord /f

05/04/2018 15:00:00 Files have been left behind in
C:\Users\Jane Doe\AppData\Roaming\discord
including folders Local Storage, Cache, GPUCache, 0.0.300 (however Discord.exe is
missing, only the modules folder remains).

05/04/2018 15:30:00 Development of Discord Extractor commences focusing on the localstorage file located at

C:\Users\Jane Doe\AppData\Roaming\discord\Local
Storage\https_figscordapp.com.0.localstorage
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05/04/2018 17:00:00 An error message kept reoccurring sqglite3.DatabaseError: malformed
database schema (MmapStatus) - near "(": syntax error After inspecting
the version of SQLite being used by default by Python 3.5 (3.8.2) the decision was made to
switch to using the Library apsw (Another Python SQLite Wrapper). (Binns, 2018)

05/04/2018 18:00:00 Machine Image was taken using EnCase Imager onto secondary hard drive for later review.

05/04/2018 19:00:00 Decoding issues meant not all data was being decoded correctly. The decicison was made
to Decode ALL data in UTF-16 which resulted in the data being parsed out in a readable
format.

05/04/2018 18:30:00 Modifications made to turn the script into a CLI application. Flags introduced to provide a
method to point to a custom file.

05/04/2018 19:00:00 Error checking developed into the application.

05/04/2018 21:33:00 Program demo sent to Dr Ian Kennedy for review.

Table E.5: Discord client uninstallation Proccess Monitor log
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Artefact

Figure Reference

Description

Settings.db

See figure

The Settings.DB contains general settings saved by the
TeamSpeak client locally. It also includes useful inform-
ation such as the number of File Upload, Download and
the last Upload Folder Location.

urls.db

See figure

The database that stores links shared between clients. Dur-
ing this analysis no URLs where found in the Database as
there had been no chat/text conversations.

cookies

See figure

Cookies contained information related to the MyTeam-
Speak cloud. Data indicated the use of CloudFlare as a
method of protection to the external application.

channel.html

figure

Channel log shows channelid:/ /1 lobby is being connected
to via the client.

server.html

See figure

server logs showed that the client connected to the server
"CCCU" Lab 4 times between 19:49:35

Table F.6: TeamSpeak3 execution artefact analysis
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Artefact Figure Reference Description

Cache figures |F.46l |F.59|and |F.60| Cache that stores cookies generated from the sites and play-
ers used in the client.

Cookies appendix and figure Storage of cookies used in the embedded media player. e.g.:

Twitch.tv

https_discordapp.com_0.localstorage

listing and figure Locale, Email, Channel IDs, Time Stamps, Emoji Statistics,
user invites, Unique Authorisation Token

https_player.twitch.tv_0.localstorage

figure The time the player was resumed and played, If mature
content was displayed, volume setting and if mute had
been used.

Table FE.7: Discord Execution Artefact Analysis
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APPENDIX E. MATERIALS RELATED TO FORENSIC ANALYSIS

DiscordSetup.exe (PID: 2340)

Squirrel.exe --updateSelf=%LOCALAPPDATA\SquirrelTemp\Update.exe (PID: 2924)]

Discord.exe --squirrel Cinstall 0.0.300 !HB 55!!!

quirrel-firstrun

Discord.exe --type=renderer --no-sandbox --primordial-| plpe—
tokel 3AD8BEC28476351CE1B2F3256E0648B --lan: n-US --app-user-model-
“&LOCALAPPDATA”/
ion=true --hidden-page --enable-
--content-image-texture-
0,3553;0,1,3553;0,2,3553;0,3,3553;0,4,3553;0,5,3553;0,6,3553;0,7,3553;0,8,3

xbeef --gpu-driver-vendor i id=com.squirrel.Discord.Discord --app-patt
0.20.0 --gpu-driver-date=4-28-2016 --service-request-channel \Discord\app-0.0.300\resources\app.asa
748B3A4E75B614683B30D8974EB756C --mojo-platform-channel-handi -

toke
prefetch:2 (PID: 2376)

1,1,3553;1,2,3553;1,3,3553;1,4,3553;1,5,3553;1,6,3553;1,7,3553;1,8,3553;1,9,3553; 1,1
0,3553;1,11,3553;1,12,3553;1,13,3553;1,14,3553;1,15,3553; 2,0,3553; 2,1,3553; 2,2,355
3,2,3,3553;2,4,3553;2,5,3553;2,6,3553;2,7,3553; 2,8,3553;2,9,3553;2,10,3553;2,11,355
3,2,12,3553;2,13,3553;2,14,3553;2,15,3553;3,0, ,1,3553;3,2,3553;3,3,355.
553;3,5,3553;3,6,3553;3,7,3553;3,8,3553;3,9,3553;3,10,3553;3,11,3553;3,12,3553;3,13
,3553;3,14,3553;3,15,3553 --service-request-channel-
token=13AD8BEC28476351CE1B2F3256E0648B --renderer-client-
channel-handle=1300 /prefetch:1 (PID: 2532)

=4 --mojo-platform-

Figure F.1: A graphical view of the spawning processes recorded in Hybrid Analysis - https:
//bit.1ly/23JkMzqgp.

File Edit View Favorites Help
|, StartPage2 B Type Data
it REG_SZ (value not set)
>0
)i StuckRects2 iii—g ::;Z")d
S ?t‘;’:k REG_DWORD 0:00004939 (55609)
— ui: Shell Folders 2b)InstallDate REG_SZ 20182506
. : | UserAssist a8 InstallLocation REG_SZ Ci\Users\Jane Doe\AppData\Local\Discord
). VisuslEffects REG_DWORD 0:00000409 (1033)
> - Wallpapers REG_DWORD 0:00000001 (1)
b Bt REG_DWORD 0x00000001 (1)
>~ )i Group Policy REG_SZ Discord Inc.
>} HomeGroup | QuietUninstaliString ~ REG_SZ c Doe\AppData)\L II-s
be ime 25)UninstallString REG_SZ c Doe\AppDatalL I
= ] 2B|URLUpdatelnf REG_SZ
>- i MCT
)\ NetCache
). Policies
J. RADAR
J. Run
)\ RunOnce
»- ). Screensavers
»- ). Shell Extensions
>l Sidebar
»- ). Telephony
). ThemeManager @
>~ Themes F
4-J. Uninstall
). Discord
). Fiddler2 il
« : m_ »
Computer\HKEY_USERS\S-1-5-21-731159935-1867506770-1443002181

Figure F.2: Registry view of Discord.exe artefact. Update.exe is used to uninstall the Discord.exe
application.
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a
e Edit Rules Tools View Help
(@) 43 Replay X~ b Go | § Stream {ifli Decode | Keep: All sessions + €5 Any Process 33 Find [ Save | I8 () & Browse ~ X Clear Cache -
lesult  Protocol Host URL Bod|| [ Fidder O > | G Fddersaript | E tog | Ol Fiters | = |
200  HTTPS www.fiddler2.com  UpdateCheck.aspxZisBet... 5 ) statistics & Inspectors p3 (4 Composer
200 HTTP Tunnel to ~ discordapp.com: 443 Headers | TextView | Syntaxview | WebForms | HexView | Auth | Cookies |
04 HTTPS discordapp.com /apifv6/channels/4185230... Raw | 0N |
200 HTTPS discordapp.com  [apifvéfchannels/4185230... 21
oo e ooy o Request Head [Row | Header Deinions!
01 HTTPS discordapp.com POST /api/v6/channels/418523019158224897/messages HTTP/1.1
00 HTTP Tunnelto 0 ~channel.go Referer: 7 B
N ) X-Super-Properties: 29yZCBDbGIbRQLCIyZW
discordapp.com_O.localstorage e security
E NDE4NTI: DXizFQ.b3h7ebc_ x45SnQrTISDWQLIu_T
Origin: https: //discordapp.com
Transport
Connection: keep-alive =
sbase Cell & x Host: discordapp.com =
Import Export | [ SetashULL o u x
Transformer Headers Textview SyntaxView ImageView HexView WebView
44 00 45 00 34 00 4e 00 54 00 49 00 Auth | cacing | Cookies | Raw |[Json | xm
54 00 6b 00 30 00 4e 00 7a 00 49 00 == =
6a 00 6b 00 35 00 4f 00 54 00 41 00 . =
44 00 58 00 69 00 7a 00 46 00 51 00 author
33 00 si 00 37 00 65 00 62 00 63 00 avator =(ul) =
5 00 35 00 34 00 77 00 51 00 3¢ 00 CSrmay
. 1d=418520194722299904 e
il usermame=platos
channel_id=418523019158224897
data currently in cell: Binary content=helo
Apply edited_timestamp=(nul)
&)
embeds -
& x FI Expand All Collapse | JSON parsing completed.
| M ) 19:

Figure F.3: Security Token used to authorise and post messages. SQLBrowser shows the "token"
row from the localstorage database. Fiddler HTTPS intercept shows the security authentication
layer when sending a message to a server on discord.

F13



APPENDIX E. MATERIALS RELATED TO FORENSIC ANALYSIS

Media Traversal

Check C:\Users\ <User>\AppData\discord\Local
Storage for files that may include the target
website string eg: https_player_twitch.tv_0 (This
is a SQLite File)

Check C:\Users\<User>\AppData\discord\Cookies
for cookies kept by Discord upon executing remote
data into the client via the media overlay.

eqg: .twitch.tv (this file includes creation of cookie
(first time of accessing site) and last modified (the
last time the site was accessed).

Check C:
\Users\<User>\AppData\Roaming\discord\Cache fo
the site that has been accessed. This file keeps
records of any Avatar profiles loaded in plus site
activity as well as the last time the image was
cached and the server name. eg: url: https://
player.twitch.tv/?
channel=shroud&player=facebook&autoplay=1&aut
o_play=1 Server Name: Amazon S3 Last Accessed:
02/04/2018 21:50:41

=

Figure F.4: Methodlogy of locating playable media from Discord.
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Figure E.5: Discord Cache displayed in ChromeCacheViewer.
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Figure F.6: Cookies retained by the Discord Client including any used to play media inside of the
client (Twitch.tv)
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Q sysem conguaion DI e

| General | Boot | Services | Startup | Tools |

Startup Item Manufacturer Com... Location Date Disabled
[} Discord Discord Inc. C:\Us... HKCU\...

l Enable all l [ Disable all ]

(o ) o ) o0 [ |

Figure E.7: msconfig shows that Discord.exe is set to run on start-up
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Update.exe (PID: 1472) C:\Users\Jane

Doe\AppData\Local\Discord\Update --
Uninstall

Discord.exe (PID: 5772) C:\Users\Jane Doe\App
Data\Local\Discord\app-0.0.300\Discord.exe --squirrel-
uninstall 0.0.300

|
Update.exe (PID: 2644) C:\Users\Jane
Doe\AppData\Local\Discord\Update.exe --
removeShortcut Discord.exe

reg.exe (PID: 3752) C:\Windows\System32\reg.exe
delete
HKCU\Software\Microsoft\CurrentVersion\Run /v
Discord /f

Figure E.8: Uninstallation Process Tree for the discord.exe client.
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Figure F.9: local storage comparison from the http_discordapp.com_0.localstorage files extracted
with the Discord Extractor

2 C:\Users\John Dog\Documents\Dumplt.exe

Copyright (C> 2012 - 2014, MoonSols Limited <http://www.moonsols.com>
Copyright (C> 2015 — 2017, Comae Technologies FZE <http://wuw.comae.io)>
Copyright (C> 2017 — 2018, Comae Technologies DMCC <http://uwu.comae.io>

stination path: N??\C:\Users John Doe\Documents\OLIVER-MDL3HDER-|
28188521 191321 .dmp

Computer name: OLIUVER-MDL3HDER

——> Proceed with the acgquisition ? [y/nl y

[+1 Information:
Dump Type: Microsoft Crash Dump

[+]1 Machine Informatio

Windows version: 6.1.7601

Machineld: D2844768-BE9F-8B41-8FDF-5FDBD?7385323
TimeStamp: 131714836106706651

Cr3: Bx187000

KdDebuggerData: BxfffF£80002cA5120

Current dates/tim [2018-85-21 (YYYY-MM-DD> 19:
+ Processin

Figure F.10: Memory Dump for TeamSpeak3 Execution Lab via DumplIT.
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:~/Dow # volatility pslist -f OLIVER-MDL3HDER-20180521-190746.dmp --profile
olatility Foundation Volatility Framework 2.6
frset(V) Nane PPID  Thds Hnds i Start

2018-85-21 1 uTC+0000
xfffffaseo29f93de X 9 - 2018-85-21 :58 uTC+0000
xfffffa8003035060 cs X/ 2 2018-85-21 18 uTC+0000
xfFff 002b83060 e 2 uTC+0000

8 e 2618-85-21 18:58:42 UTC+8080
ffffa8003575b00 servic xe 4 4 4 2018-85-21 UTC+0006
xfffffagee3s9dsco 4 2 uTC+e000
n 0 UTC+8080
ffffasee3365i 018- uTC+0000
xfffffa8003603060 t 3 7 2 - :58: UTC+0000
280036eb4co 6 7 ~ : uTC+0000
0036fe860 c - :58: uTC+0000
xfffffa8eo3721b6e s
xfffffagee37829b0
svehost - :58:45 UTC+0000
svchost. L 6 92 2 -85 E: 8 UTC+0000
] 5 UTC+0000
xfffffaseo3see . > 76 2018-05-21 :58: uTc+o000
xfffffasee3s80a80 7 2018-85-21 3 uTC+0000
xtff1fase03sedese 2618-05-21 146 UTC+0000
xfffffasoo3sdasco .2 G 6 05 2018-85-21 uTC+0000
xfffffa8e038bbo60 dwm.exe 4 2018-85-21 18:58:46 UTC+00C
xfEFf explorer. exe 3 8 E 9 2018-05 : UTC+0000
xfffffas 84ebed . 6 8 0 2018-85-21 1 UTC+00!
xfffffageo3d4afobo .exe 2 2018-85-21 UTC+0000
xfffffagee352bbe0 efsui. 66 2 E 9 2018-85-21 158 uUTC+0000
18003653060 VBoxTray.exe 6 2018-85-21 H uTC+0000
fa80036c5570 Searc er 6 018-05-21 6 UTC+0000
xfffffa80o3c7c530 D X 2018-85-21 3 UTC+0000
xfffffageela731co sp X 9 6 4 2018-85-21 HO o uTC+0000
f 0 2018-85-21 : : uTC+0000
£1f7a8001c03060 ts3client wing [ 1372 2018-05-21 9 UTC+0000
xfffffagee1ca6060 WniPrvSE.exe 2018-985-21 156 UTC+0000
xfFff c audiodg.e: - 106 uTC+0000
xfffffa 454d0 rchProtocol 4 3 5 0 UTC+0000
xfffffas001926beo archFilterHo 3 8 0 2018-65-2 9 3 UTC+0006
xfffffa8003543060 SearchPro e 018- 3 uTc+eeee
«fffffa8003232060 1 - uTC+0000
f e 6 2 -85 H uTC+0000
WmiPrvSE.ex :41 UTC+0000
# echo "vol HI 96740 .dmp profile=Win7SP1x64" ts3executionloc

-f OLIVER-MDL3HDER- - 0 --profile=Win7sP1x64
# echo volatility pslist -f OLIVER-MDL3HDER-20180521-190740.dmp --profile=Win7SP1x64 »> ts3executionlog.txt
ads# cat ts3executionlog.txt
-f OLIVER-MDL3HDER- 196746.dmp --profile=win7spPix64
-f OLIVER-MDL3HDER-20180521-190740.dnp - -profile:
stionlog. txt

utionlog.
ecutionlog. txt
echo volatility pslist - VER-MDL3HDER-20180521-190746.dmp --profile=Win7SP1x64 ts3executionlog.txt

Figure F.11: pslist shows active processes which includes the PID for TeamSpeak 3 executable.

volatility dlllist -p 2548 -f OLIVER-MDL3HDER-20180521-190740.dmp --profile=Win75P1x64

B T T e R T

ts3client_win6é pid: 2548

Command line : "C:\Program Files\TeamSpeak 3 Client\ts3client win64.exe"
Service Pack 1

Figure F.12: dlllist command to display active dll files.
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Figure FE13: the gsqlite.dll (red) indicates that TeamSpeak3 is using a SQLite Database. The
d3dcompiler_47.dll shows that TeamSpeak utilizes DirectX (Yellow)
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1~/ atility d
Volatility Foundation Volatility Framework 2.6

T ok of RO R ROk

Writing out registry: registry.oxfffffg8a0eeeb4lad.UsrClassdat.reg
T

AR AR AR AR AR AR

writing out registry: registry.oxfffff8a0eee24010.SYSTEM.reg
D —

R L L e *

Writing out registry: registry.Oxfffff8a00@ca9010.ntuserdat.reg

A A A AAAAA A A AR A HAE

Writing out registry: registry.@xfffff8a008b51018.SECURITY. reg

A R

AR AR

Writing out registry: registry.0xfffff8a000be2010.SAM.

A AR RO AOK R

AR P R R

A AR R * oo o SRR

Writing out registry: registry.exfffff8a00464d016.DEFAULT.reg

AR R R R R
T T T

Writing out registry: registry.oxfffffgapeee0efele. name. reg

B T e

B .

Writing out registry: registry.@xfffff8a000b8d016.NTUSERDAT. reg

R S S *
e I L *

Writing out registry gistry.oxfffff8a0005ae010.SO0FTWARE. reg

ARk " * SR S KK R KRR KK

AR L TE T A KK K

Writing out registry: registry.exfffff8aeeee57010.HARDWARE. reg

Rk * * Rk AR R R R Rk N
Ak R ko R K Rk Rk .

Writing out registry: registry.0xfffff8a000d6c410.NTUSERDAT. reg

g R T

koo R R R Rk

y.0xfffff8a0001b0016.BCD.reg

Figure F.14: a registry dump taken using the dumpregistry command.
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File Edit Reports Help

Node
AppEvents
Console
Control Panel
Environment
EUDC
Identities
Keyboard Layout
Network

>

Printers
Software
v AppDatalow
v Software
* Microsoft
Internet Explorer
RepService
*» Microsoft
v Policies
* Microsoft
» Power
v QtProject
v OrganizationDefaults
FileDial
v Wow6432Node
¥ Microsoft
» Active Setup
v System
* CurrentControlSet

v Control
* MediaProperties
» PrivateProperties
» Network
Policies

Forensic Registry EDitor (fred) v0.1.1 - /registry.Oxfffff82000ca3010.ntuserdat.reg (read-only)

Last mod. tirm
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/21
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/20
2018/05/21
2018/05/04
2018/05/04
2018/05/04
2018/05/21
2018/05/21
1
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/04
2018/05/04

Value

lastVisited REG_SZ
qtVersion REG.SZ
viewMode REG_SZ

file:///C:/Users/Public/Pictures/Sample Pictures
56.2
Detail

Hex viewer

0000 00 00

Figure F.15: FRED used to view the registry hive. Discovery of the QtProject registry keys in
memory includes the lastVisited file location which is the same file location that files have been
uploaded from.

[ File Edt Report View Window Help
A ELIEEET TS
=8 registry.0xfffff8a000ca%010.ntuserdat
20 AppEvents
Q1 Console
22 Contral anel
22 Environment
Qenc
3 enites
Q3 Keyboard Layout
23 Network
Q1 printers
Q2 software
23 AppDatalow
03 Microsoft
2 Poiices
503 Qroject
& (23 OrganizationDefautts
3 FieDialog
£ Wowb32Node
2 System

==

[E=B/ECE

Name
Bhistory
@

Data
(value not set)

Type

REG_MULTLSZ

)
SlviewMode
Blqtversion

REG.SZ

562

S Key Properties 00]66 00 69 00 6C 00 €5 00-3A 00 2 00 2F 00 2F 00 [£-3 1.2/ // A
21/05/2018 18 10(43 00 3A 00 2F 00 55 00-73 00 €5 00 72 00 73 00 |C-: -/ U-a-2-T-3
Last Witten Time 723UT |20 | 2¢ 00 50 00 75 00 €2 00~6C 00 €3 00 63 00 2F 00 |/ -Bu-b-L-i-co/
30[50 00 69 00 63 00 74 00-75 00 72 00 65 00 73 00 B-i-c-tu-r-e-a
40|2F 00 53 00 61 00 €D 00-70 00 6C 00 65 00 20 00 /-S-a-mp-1-e

50(50 00 69 00 63 00

00 00

74 00-75 00 72 00 65 00 73 00 [P-i-ctu-r-e-s

Offset:0.

Figure F.16: Access Data Registry Viewer was used to view the same registry hive as figure
to verify the data.
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#) TeamSpeak 3
Connections Bookmarks ~ Self Permissions  Tools Hele

B OX%- O RY

&3 File Transfers.

Desaription progress
= Cusersy.. |

[Upload Limit -Slots: 2 [=] Clspeed: 5 =] ke | [

Deccuad | Diobby | @ Frewall X

TeamsSpeak 3. 1.

e 3 r— . L 2 ]|
= ON D | -l

Figure F.17: Demonstration of a file being uploaded to the TeamSpeak3 server.

£ Coe Teanspuaitieatontab » € Vew -
B
OO “Tamn “zamon L iwn -

Figure F.18: FastBloc SE used to writeblock the evidence hard drive.
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Figure F.19: X-Ways Forensics provides

8 0&Ee0l

an option to view raw image data as a disk.

s

et gpOaaocaTemp.
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Figure F.20: Exporting settings.db from X-Ways
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SQLite3 Management Studio
Development tool for managing SQLte3

650uie v3834 | Query ot cmeted sty | 0me 5 rowte| ums 1] ol _1| G Pomered by e menssecmstnt

Figure F.21: Viewing the FileTransfer table from Settings.db in SQLite2009 Pro for the TeamSpeak
Execution Lab.

[lemestamp—[key ————— Jvalie
| 1526929630 | ViewMode 0
) 1526929640 UploadDir C:/Users/Public/Pictures/Sample Pictures

- 1526929740 SimultaneousDownloads | 2
- 1526929741 SimultaneousUploads 2
- 15265925741 UploadBandwidth 0
| 1526929741 DownloadBandwidth 0

Figure F22: The FileTransfer Table from settings.db which includes the last known upload folder.
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50Lite2009 Pro - The Best GUI to manage your SQLte3 databases

SQLite3 Management Studio
‘evelopment toolfor

= qvery #1 @ |
= fomain |
=5 Taves| |
EH=E7i
v, .
= 5 eool
'+ ol BRcsn | 7tk 0w e
=r Sipres e zeeore [P |
27 poesssess bt s 58S , msssssaiss2 o
= et orsonsesiezros ]
| ,
| ] B
e e e [sozaersosnessssossorrsamsssmsisasozssas v s o
=@ saie
e G rom
i
w % wiki
© o An ot
o s s

Figure F23: The Cookies database with artefacts that indicate that the cache is developed for the
MyTeamSpeak service. Cookies contain data that indicates CloudFlare cookies.

[T reston e [rost ey rame 5 S e e
 :3171402586481552 .com __cfduid d03078att / 552 [}
| 13171402586482704 XSRF-TOKEN yIpdilslMib1: QzMzZNUST i 022GIDcFMyYIBVC... | [ 13171409786482704 1
| 13171402586482757 myts_session KNXhPT \ZhbHV 1j0iMWIKVUxweFpOTXZEaW]... | / 13171445786482737 1
W o 758 Mo, |/ 13171 :
| 13171402586877780 | s k.com __cfduid 6928984 / 0 ]
Cae Ve Took Vindon —
o hatoats sosce (R trasesticens [ Commuicators T, Toebve | GewsieRest | g ChinCoe A" o -xmwiss | Goramesen
o o B T =
¥ amocecn - [T | el
&3 o [
3 o]
5 bl =
3 ok st
ot e s
P =

e onge s gt | | e e |

]

P —

pp——

g s o et IEame) @2

Figure F.25: The cookies found from the Cookies file in Autopsy.
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areation_ute  host_key name value path expires_utc seare  hitponly  last_access_utc E
131714025, .mykeamspeak,com _cfduid d03075a11b0Zeab: | 481552 0 1 13171402586481952
131714025.., wwwwmyteamspesk.com  XSRFE-TOKEN eyIpdilElM1b1JaeFZ4b w4 QzMzSMTIVSWmMESP, ., | 13171409786462704 1 0 13171402586462704
131714025, v myteamspeakocom  myts_session ey IpdiIEInBUWNIWekIKNEhP TG LYWnCOdOFZMGCoP, . | 13171445786462737 1 1 13171402586462737
131714025... v, T Fachif dsh i D6e9526ef 2% ) G T ) PSls... | 13171445786482758 1 1 13171402586482758
131714025, teamspeak. com __cfduid I 132029: 6877780 o 1 13171402586877780

Figure F.26: Cookies file in Autopsy

M1 A0 =]
Care Vi Tk Wi el
- naavarasource B smoestvcess () comuncatoos 32, ek |l GererateRepor | g Corecare ¥ A" o -remoiss | Goremasseh
ool

€l B B
i

b fane o]

e
1
e [ [t [ [P re]
i) een e
B
o e )
ol Ut 7106316670556)
s B @2

Figure F.27: Settings.db file in Autopsy displaying the FileTransfer Table.

Table FileTransfer : v] & entries Page 1 of 1 -

timestamp key value
1526929630 ViewMods ]
1526929640  UploadDir i fUsers/Public/Pictures/Sample Pictures

15265929740 SimultaneousDownloads 2
1526929741 SimultaneousUploads 2
1526929741 UploadBandwidth ]
1526929741 DownloadBandwidth ]

Figure F.28: FileTransfer Table in Autopsy
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ollow C=TMof > )|

Fil Edit Go  Capture  Anak H

AN Jde BRERe=2EF L= @ Q & || xyLizaires/ =
= | | riwWct8lakeTxesYiggalx. .. ... iEG..... e Adobe.d........ #Exif. .. [

| |tcp.streameq 2 *

; B
o Tme Source Destination A 2 bujeeenns CVGFL UG SO SOOI
cedeeiiiie.n}....2009:03:12
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[ 175 0. 25 109 100010 | | eB8Bcccccccecceceeccccceeceeccceeeecceceececccceceecee. ... .
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b Frame 347: 6@ bytes on wire (480 bits), 6@ bytes captured (430 | .
b Ethernet II, Src: RealtekU_12:35:02 (52:54:00:12:35:82), Dst: P4\ %&'()*456789:CDEFGHIISTUVKXYZcdefghifStuVWXYZ. . uveuuuuuseeeannnaasnn.
b Internet Protocol Version 4, Src: 178.62.23.102, Dst: 10.0.2. 05 | | «eueeenuuusaesennnusseeentsaseeaansaseeasausssseaeiansaeeaaianeens
b Transmission Control Protocol, Src Port: 38033, Dst Port: 62065{| -

@8 @0 27 9c cl 61 52 54 @@ 12 35 02 ©8 6@ 45 08 - ' -aRT 105 s

0 28 e4 63 80 @0 40 @6 c@ b9 b2 3e 17 66 6a 08 - (-c- @ g cofoz{ly..z.z. R YL
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Packer 347. 54 clent phts, 575 server ks, 97 tumns. Qlick to select.

[Enhre conversation (780 kB) - ] Show and save data as Stream 2 [+

Find:

[Fiter Out This Stream| [ print | [ saveas.. | [ Back | [ close
. 7 Transmission Control Protocol (tcp), 20 bytes I

L ——

Figure F.29: File Uploads are not encrypted to TeamSpeak3 Server.

2009 Pro - The Best GUI to manage your SQLite3 database:

SQLite3 Management Studio
tool for ing SQLite3

|
o % Query #1 ‘Lua ﬂ

({5 C634368 (SQLite 3.8.3.1) I SELECT uzl a

= &7 Databases 2 , Times mentioned
S5 main (C:\U 3 . last_mentioned
= (& Tabl 4 , mentioned by
aoes 5 , rowid
System Tables & FROM [urls_table]

Virtual Tables

B views Table Data | &0bject Info | i@)Documentation |
2 Triggers o T[tmes_mentioned[lest_mentioned | mentoned by
£ @) Documentation | https®e3A%2F%2Fgoogle.co.uk |1 1527201703 John
= @ salite
{at Home
Tutorial
2 Wiki
= LUA
by An Introduction to Lua
% LUA 5.1 Reference manual
{fl Lua samples

< | >
{)SQLite v3.8.3.1 | Query batch completed successfully | 16 msl 1 mw(s)\ Ln: | Col: \ £} Powered by http://www.osenxpsuite.net
—

-t u - — = = = =

Figure E.30: the urls.db file contains links said by different users in public and private channels.
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\Users\John DoevAppL 133Chient\ chats\aCtY dGtWamhbUnhtdsdrnNnKOEwMNbRIZP Q== atiles, 0 die. |
| Namea TType | Size | Created 1 Modified J Record changed | Attr. Istsector | Reporttabl | Comment
=]
[Blchennclatmt tml | 2.4 KB 04/05/0018 22:50:.124/05018 23:42:.. /05018 3 b lsemsiel L
] channel ot ot 2108 24/05/2018 22:50:... 24/05/2018 23:77:... 24/05/2018 23:77:... XA 6472924
] server.ntmi html 47 KB 24/05/2018 22:59:... 24/05/2018 23:42:... 24/05/2018 23:42:... XA 795,320
[ server.et e 103 B 24/05/2018 22:50:... 24/05/2018 23:0:... 24/05/2018 23:0:... XA 6472928

EEE Selected: 1 file (2.4 KE

Partition | File | Preview Details | Gallery | Calendar | Legend | Raw | Sync | = |
[#** Chat begins 2018-05-24 22:59:12
[0<22:59: 12> *** You are now talking in channel: "Lobby"
[0<23:24:20> *** You are now talking in channel: "Lobby"
<23:25:11> Tane": Hi everyonc of

[9<23:25:19> *Joha': Hey Jaae, Its only you and me...

[E<23:27:46> "Jane": that's horrible! GUYS BE CAREFUL OF JOHNHE SENT ME A KERMIT PICTURE.

[B9<23:40:30> *** You are now talking in channel: "Lobby"

Figure F.31: Communication logs from the channel generated by the attacker’s TeamSpeak3
client by default.

\Users\Jane Doe\AppData\Roaming\ TS3CI £YdGEWamh6Unhtd3 dMNnKDEWMNnbnizPQ== 4files, 0.dir, kg
| Namea TType | Size | Crested 1 Modified | Record changed | Attr.  stsector | Report tabl | Comment
=]
Wlchernctntmt  Blhtml |21 KB [24/05/2018 03:24:.,24/05/2018 23AL:.. 24/05/2018 23:41:..[XA__|11.840.856 [Notable do... [Me] lenc .. |
] channel st ot 210 B 24/05/2018 23:24:... 24/05/2018 23:77:... 24/05/2018 2377:... XA 6,470,510
] servertmi _html L5 KB 24/05/2018 23:24:... 24/05/2018 23:4L:... 24/05/2018 2341:... XA 9424776 Notable do.. [Me] client
[ serveribat it 728 24/05/2018 23:24i.. 24/05/2018 2341:.. 24/05/2018 234 XA 6470516

Partition | File Preview  Details | Gallery | Calendar | Legend Raw | Sync | ~ | 44= 5= | ©

Selected: 1 file (21 KB)

[*** Chat begins 2018-05-24 23:24:29
[<23:24:29> *** You are now talking in channel: "Lobby"
[®<23:25:06> "Jane": Hi everyone o/

[<23:25: 13> "Joha"; Hey Jaae, It only you and me...

[B<23:27:43> "Jane': that's homrible! GUYS BE CAREFUL OF JOHNHE SENT ME A KERMIT PICTURE.

[(K<23:41:20> *** You are now talking in channel: "Lobby"

Figure E.32: Channel.html taken from the TeamSpeak3 Victim image.
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Listing EHEE

fimg_ts3Attacker raw/vol_vol3/Users/John Doe/AppD: TS3Cl YdGHWamhaL INNKDEWMjNnbn1zPQ== & Resuils

Table | Thumbnail

Name Modified Time Change Time Access Time Created Time Size Flags(Dir)  Flags(Meta) Mode UserlD GrouplD  Me
1 [current folder] 201E-05-24 226312 ST 2018-05-24 22:5H12 BST 20150524 2259:12 BT 2015-05-24 22:89:12 65T 56 slocated  Alocated  drwrerex 0 o a0
H [parent folder] 2018-05-24 22:59:12 BST 2018-05-24 22:59:12 BST 2018-05-24 22:59:12 BST 2018-05-24 22:59:12 BST 320 Allacated Allocated drwrxrsx o EL
(@) channel.html 20150524 2342i00BST  2018-05-24 23:4200 BST  2015-05-24 Z259: 12 BT 2015-05-24 22:69:12 65T 2458 slocated  Allocated e 0 o a0
D channel. txt 2018-05-24 23:27:47 BST 2018-05-24 23:27:47 BST 2018-05-24 22:59:12 BST 2018-05-24 22:59:12 BST 210 Allacated Allocated PPUXPU AR o o

D server.txt 2018-05-24 23:40:31 BST 2018-05-24 23:40:31 BST 2018-05-24 22:59:12 BST 108 allocated Allocated PP o 0

< n r
[ Hex [ strings [ 20 Indexed Text | /= | File Metadata

Matchesonpage: - of - Match | Page: 1 of 1 Page Text Source: [FieText

24 Log begins 2018-05-24 22:58:12

<22:3%:12> Connected to Jezvez: "CGCU Lab”

<22:58:185 "John® was added to server group "Normal® by "Firewsll®.

422:39:217 "Firewall® discommected (lzavingl

<22:59:255 Discomnected from sezver

<+ Log megine 2018-05-24 23:24:20

<23:22:205 Connected to Sezves: "CCCU Lab®

423:29:28> "Jane” cemmscted o chamnel "Lokby®

<22:28:515 "Jane” disconnected (leaving]

423:30:38> Dizcomnmected from mezver

44+ Log begine 2015-05-24 22:40:20

423:40:307 Cenmscted o Sezves: "COCU Lax®

<22:41:22> "Jane” connected to chamnel "Lokby®

423:41:58r "Jane” dizccmnected (lzavingl

<22:42:00> Disconnected from sezver

—---------NONVISIELE TEXI----

——Links-—-
4 o=

Analyzing files from ts3Attacker.raw 3% (more.) @3

Figure F.33: Attacker Virtual Machine server.html file viewed in X-Ways Forensic Investigator.
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Figure F.34: Attacker Virtual Machine server.html file viewed in Autopsy.
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Figure F.35: Victim Virtual Machine settings.db shows 2 uploads and 2 downloads have occured
on the client.
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Figure F.36: Victim Virtual Machine urls.db shows a link shared with the Victim client from the
Attacker client.
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Figure E37: Server.html on the victim client shows the client connected after the Attacker client
and left after the image was sent.
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Figure F.39: Closeup view of the FileTable view of Settings.db file which includes the Upload
directory used by the attacker to transmit the Kermit.jpg file.
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Figure F.40: Closeup view of the FileTable view of Settings.db file taken from the Victim machine.
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00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Free clusters 3,741,760
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 THEEEs g2
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Bytespersector | DataInerpr
00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Display time zone:
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 iz
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 SimermE fusigel
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 et hexsdecimal
00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 Byesperpage  336-528
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Window: 3
004194200 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - No. of windows: 3
Sector 134,304 of 66,899,968 Offse 4194000 =83 | Block: wa Size wa
- o004
m I@ m [ ‘%! v 26052018 |

SQLite2009 Pro

Enterprise

Manager

tps_discordapp.com_0.localstorage and other .localstorage files.
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34 Discord Execution Lab - Autopsy 4.7.0 =] =]
Case View Tools Window Help
: 2 Add Data Source ﬁlmages/‘/\dens & Communications %, Tmeine |5, Generate Report | g Close Case A © - KeywordLists ‘ Cyrmmmie=ch
< = Lsting EE
jmg T b ramfvoly & Resdt
! JohnDoe (31) « [[Table [ Trumbnai
B Aooata (5) Name Modified Time Change Tme Access Time Created Time sie Fags
| (11)
! Local (11
3 Aol Data @) ! Feurent folder] 2016052525054 BST  20IG0SCS2I0SIOHBST  2016-0525 2305 BT Z01G-0S25 2209956 BT 56 Aloca
)} Discord () 1! erent folder] 20160525 230609BST  20IG0SCS2I060GBST  2016-0525 230603 BT Z016-05-25 22802 BT 6 Aloca
[ app0.0.301(s8) itps_discordapp.com_0 localstorage 20160525 23066 BST 2010525206 OGBS 2016-0525 2240:01 BST  Z016-05-25 2204001 BT 6192 Aloca
L locales (57) hitps_discord: 0. 20180525 22:40:01 BST 20180525 22:40:01 BT 0 Allocal
Sl itps payer titch.& 0 focatorage 20150525 ZHIGIIBST 20150525206 IBST | 0150525 20BN 0I5 2520S ST 2 Albea
! packages
3 History ) itps_player.titch,tv_0 locak ] 20160525 230512 BST 20160525 2305128 BT 0 alloca
| Microsoft (13 itps i youtube.com_0.locastorage 20160525 230627 BST  20IG0SCS 2306 27 BST  2016-0525 23054 BT 201805252305 BST 072 alloca
s (13
L SairelTemp (5) M hitps_y iube.com_0.local | BST BST 20130525 23:05:34 85T  2018-05:2523:05:34 B5T 0 allocal
A Temp (12)
1L Discord Crashes (3)
e[l Low ()
3 weonse (2)
3} Temporary Intermet Fils (2)
) VirtuaiStore (2 Wt
31 tocslon () =
! Roaming (7) @
L adobe (3) The database tables in the file could not be rezd.
3 discord (28)
ETENTC) L
1L Cache (40)
) GRUCache (7) Dy r— s
1\ LocalStorage ()
3 1dentites (3) tiex | Stings| AePlc
)} Media Center Programs (2)
3 Mirosoh () el ] page 1of 1 [0
1\ Agpicaton Data (2)
i Contacts (4 areation_utc  host_key name value path expires_utc securg
£ C““:‘“ @ BI717560.,, discard.ag _efduid 630057 70bdb3dredds426d 1950837 dB1527285421 i Laz0weeTeEH) 0 -
Deskion (4
11 Donnloacs (3) (11717554, ciscordapp.com _cFdad Fa39aL0L5047285 6k 23eTecILEF 1781527285920 / 15z0ssansuEaaTs 0
U\ Fevortes (5) 11717595, tch urique_id e LUSAWIE 28 VoS CEESS! / 1s47IS 00000 0
L Links (€) 131717595... scorecardresearch.com  UID 1DF23a182163164debd41991527285964 i 13233%7528368%05 0
f ol 5(;‘“"95 @ 131717555, scorecardresearch.com  UIDR 1527285954 / 132sa0E7S2a%e07s 0
! Music
By Docments () 131717595, deublecick.net 0 AHUGTUNSEZY ML drs6CRAme / o
1L Netrood (2) 131717555, youtube.com aPs 1 / eSS 0
U Pictures (4 131717595... youtube.com VISITOR_INFOLLIVE  C_LapimnZnk i 131E73U529318408 O
f Pﬂﬂ'ﬁﬂﬂ(d)w 171755 . youtbe com orer 1-soononon ! 1atezrarsesisss 0
| Recent (2
1\ Saved Games (3)
UL searches (5)
1L sendTo (3
2 startMenu 2) -
I Templates (2) - = i J v
Analyzing fles from [ % B @3

Figure F.44: Autopsy is unable to open the .localstorage files.

==

2 DB Browser for SQLite - C:\ AppDataLocahTemp\https_ 0113111 Jac slitedb
File Edit View Help

| New Database  |g) Open Database [ Virite Changes | % Revert Changes

Edit Database Cell F X
Database Structure | BrowseData | EditPragmas | ExecutesQL |

Table: Mode: Import | [ Export | [ setasnuLL
key value |5 Binary data can't be viewed with the text editor
‘Fl\ter |F|\ter ‘
2 channeliotices
3 lastHiddenCha...
4 EmojilsageHi...
5  ScannedLocal... Type of data currently in cell: Binary Aoply
6 UserSettingss... L D EEE]
7 email_cache [ Remate g x
8 gatewayURL Identity B
9 keybinds Name Commit Last modified  Size
10 lastChangelog
11 shouldShowC...
12 token
13 scientist:trigg...
14 SelectedChan...
15 DraftStore 2
1-150f 15 Go to 1
["sqttog | Piot | DBSchema | Remote
UTF-8

Figure F.45: DB Browser for SQLite provides no text display of content for LocalStorage and
instead provides the data in the Hex view only
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EA C:\Windows\system32\cmd.exe El@

C:“Users Student Desktop>ChromeCachelieuv.exe —folder "C:ixlUserssStudent Desktop-ClH
ache"

C:sUszerssStudent\Desktopr_

i} ChromeCacheView: C:\Users\Student\Desktop\Cache = | B ER
File Edit View Options Help

= o

Filename URL i

4c9b32b96eﬂ2bfb8?0f.js
db863d4115a47db087el js
118.ec9309229ﬂ‘cchdela.js
21.d9ﬂ6?2e398cb0f64cd.j5
25.&0943b133?94é§1ﬁ]2?5 Jjs
23.fa1f23flf21 d23f6c060.js
88.15cﬁebf53df4ab2dﬂel9.js
123.9:580145?49dbf32854 Jjs
122.484bf5021bf28fdaEEﬁ.js

|| eBacd7d9bf6207f99350ca9f9e23b168 woff
111.4226e4b8?01ﬁb?4f241.j5

U.bEQG 3224 chBef65ch625.js
113.2fd3???e?815f'fbe3536.js

| cBf0b54f79a%d] ef6lad74c73aleela.png
|| 6c6374bad0b0b6d204d8dbd c4alBdB20.woff
e | 14c037b7102f18b2d2ccf065a52bb595.pg
|| beD060 dafbTale31 d2al cal7 c0708636. woff

] T

https://discordapp.com/assets/4c9b32b96ef72 =
https://discordapp.com/assets/d6863d4115a4.
https://discordapp.com/assets/118.ec9a09229
https://discordapp.com/assets/21,d9f767 2eadi
https://discordapp.com/assets/25.f10943b1a3’
https://discordapp.com/assets/23.fal f23f1f21¢
https://discordapp.com/assets/88.15chebf53d
https://discordapp.com/assets/123.9ceB01457.
https://discordapp.com/assets/122.484bf20211
https://discordapp.com/assets/elacd7 d9bfB2(
https://discordapp.com/assets/111.4226e4b87
https://discordapp.com/assets/0.b590a224 cb8
https://discordapp.com/assets/113.2fd37777i
https://discordapp.com/assets/cBf0b54f79af
https://discordapp.com/assets/6c6374bad0b0
https://discordapp.com/assets/14c037b7102f1
https://discordapp.com/assets/bel060dafbTal
p

177 itemi(s)

HirSoft Freeware. httphwww.nirsoft.net

m

Figure F46: Chrome Cache Viewer launched from the command line pointing at the cache
exported from Discord.
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File Edit View Options Help

EXE B & A
Flename R ContentType _ Filesae LostAccessed 7 Server Time Server Last Modified_Bpire Time o
[2]39.£9267594482298098<0 5. 985 /05/2018 22:59: 25/05/2018 23:00:10  21/05/2018 08:42:13 <
[Bl57 870831 cb11caAcs3dbs 116 /0572018 225926 25/05/2018 230010 )
_integrations spplication/jon 2 257052018 225956 25/05/2018 230033 ¢
_ emojis spplicstion/json 2 25/05/2018225957  25/05/2018 230034 ¢
SarmdenmsreIRseedIcLvg 74 image/sigeaml 20682 25/05/20182259:57  25/05/2018 230034 24/03/2018 090056 ¢
)97b1782110ec28b41387578891 dSbTa.svg i image/svgreml 12,363 /05/2018 23 ¢
_ webhooks spplicstion/jon 2 25/05/2018.225659  25/05/2018 23003 ¢
5)StbATrcabedd1S0p 288828365 v image/svgeml 2,380 25/05/2018230000 25052018 230037 24/03/2018 090112 ¢
3756506035432 LATATSeb 152 woft pe) A7 25/05/2018 2300: ¢
51961b763bb59b5cEad1 daesl 42213809 image/svgexml 235 257052018 230017 25/05/2018 230055 24/03/2018 09011 ¢
spplcstion/jon 291 257052018 230018 25/05/2018 230055 ¢
spplicstion/jon 38 257052018 230020 25/05/2018 230057 ¢
50 8 25/05/2018230026  25/05/2018 230104 ¢
[Bho.dfosoca08ccbtaganzjs 1385 /05/2018 230036 25/05/2018 2301:14  21/05/2018 08:42:12 <
cdent1ede6 LIS 3eda3c0SI T3 vg image/svgerml 10085 2505201823003 2505018230114 24/03/2018 090103 ¢
3 28t o 1 : 2018 23014 )
71 5253e48es5ET1 05 243 /05/2018 230036 25/05/2018 23014 21/05/2018 084214 ¢
cS3d0chiedlf6edBe 0056 vg image/svgraml 641 /0512018 230052 2018 230124 )
8 0699904 4T T8I0, 505 image/sigexml 989 /052018230052 25/05/2018 50124 24/03/2018 090100 ¢
5)985e367d2edabd424c620098861 2644 svg image/svgraml 902 /05/2018 230 2018 230259 d

25/05/20182302:29  25/05/2018 230301 25/05/2018 230300 25/05/2019 23034
25/05/2018 23:02:34 _25/05/2018 23:03:06 _25/05/2018 23:0300 _25/05/2019 230305
0

htps://media.discordapp.net/attachments/449692697431769102/449693897225142288  kermit jp... image/jpeg
hitps://media discordapp.net/attachments/449692697431769102/449693897225142288/ kermit jp..._image/jpeg

25/05/2018 23:04:45
25/05/2018 2

dapp.com/assets/4262eadSc0b351e28bb163 5 application/java... 25/05/2018 2305:20

nages-edt-2.discordapp.net/extemal/ C2YgmRLpNTvGtUzrKVKTwPlgdLaZxw_I6mbOTe... _image/jpeg

14/04/2016 16:

tet/css 25/05/20182305:21  25/05/2018 30557 25/05/2018 192723 4
https://imasdk.googleapis.comy/js/sdkloader/ima3js tetfjavascript 19812 » 201 7 B
hitps://playertwitch.tv/js/player 332487 I c2fb8a3c85 s 3230 /05/2018 230523 25/05/2018 230557 25/05/2018 19:27:26 4
https://sb.scorecardresearch.com/beacons application/ccjav... 901 25/05/2018 2305:23 _25/05/2018 2305:57

25/05/2018 23:05:23_25/05/2018 230557 _ 25/05/201819:27:30
18 230523 25/05/2018 22

text/htmi

07

hitpsy//camazon-adsystem.com/aa/apstag s

ttps//imssclkgooglespis.com/j/core/bridge3 2113 en.html tethtmi BMSNIB0523 2SNIBIATS 2ASNIB104506 205019194753 1
etps/ /s getatic.comy/cv/j/sendier/vl/cast_senderjs tefavascript 750 /052018230524 25/05/2018 24408 02012018 234201 25/0/2018 334048
hitps//s0 2mdninet/instream video/clientjz totfpascipt 10523 052018 230524 25/05/2018 230559 251057218 J
hetps//snwitchiv/experimensjson spplicstion/jron 21,447 257052018 230524 25/05/2018 230600 25/05/2018 2050585 J
itps//cupiwitchav/25 6/ workeemings /052018230524 25/05/2018 230600 16/05/2018 014108 J
https//cup itch.v/25.6/mediaplayermings 10572018 2340 16/05/2018 01108 J
v/api/channels rumbleroyale spplicatio/json 25/05/2018 230522
o profe image/ipeg 14/04/2016 161931
RN, image/git 3 257052018 230526 25/05/2018 230602
211384 204 request.s tet/htmi 0 2052018230528 25/05/2018 230603 01/0119%0000000
= teraml 814 257052018 230528 25/05/2018 230608 01/01/19%0000000 1
L iftame_api itps/ /v youtube.comyiframe_spi spplicstionjava.. 850 5052018230528 25/05/2018 230604 \
] rterfpBid=178sdv=h3 211 38id=ims ¥ 78isdcr=h 3211 36ddi... tet/htm 0 257052018 230528 25/05/2018 230604 01/0119%0000000
L. tet/xml 153 25/05/2018 23:05:28  25/05/2018 23:06:04 01/01/1990 00:00:00 ¢
P getapis tetfavascript 7656 2 B
tehtml 1573 257052018 230529 25/05/2018 230605 \
o . tetcss 9% 052018230529 205114 205018023652 0SNS5
o plays tetfovascrpt 36103
itps//wnwyoutube.comytsjsbinplayer-vilgF Sb/en US/basejs totovascript 435054 /0512018 230530 i
s statusjs https/static doubleclicknet/nstreamy/ad statusjs tetfovascript 29 Z5N1B050 0N BOHU  12AYNI3BAKG 505N B84 5
[BlMgaOaFuaNRitgJex3piUPCLRumOTNETECrmzmOH s O totpvascript 4967 /05/2018 230530 .
0 01/12/33641019:09
o | sz -
0 .
177 temis. 5 Seleced (9905 KB1 HirSoft Froeware. hitp:vewirsoftnet

Figure F.47: Location of Kermit.jpg image that was uploaded to the server channel is stored
locally on the cache as well as API calls to Twitch.tv to the channel royal rumble which was
viewed at the time of analysis in the client.
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ab- b.aw, Partition 2] [=@]=]
<o File Edit Search Navigation View Tools Specialist Options Window _Help 18158864 [ | 5][x]
Case Data b3S je@S | - W LR L SHes (czomPOBw |
File _Egit Hunter XP_100.001 | b Partition 2 | rtps dis istor...|
| Discord Execution Lab 6 files, 0 dir. Jhd
7 Namea VType | Size 7 Created 7 Modified 7 Record changed | Attr, st sector | Report tabl | Comment
', DiscordExecutionLab.raw, Partition 2 =
.1 Path unknown O
01 SExtend R it discondapp.com Dlocaitorage.  sqitedb /U5/2018 23:06:.. 25/05/2018 2306:.. XA 134308
@) SRecycle.Bin ] https_discordapp.com O.localstorage-j... localst 40:... 25/05/2018 23:06:... 25/05/2018 2306:... XA
-1 boot bttps_player twitchit Olocalstorage sqlitedb 3.0 KB 25/05/2018 235... 25/05/2018 2306... 31627,392 [Me] Artefa.
= Dhttps jo.. locelst 25/05/2018 23
21 PerfLogs ] bttps_wwow youtube.com O ocalstorege locolt. 25/05/2018 2306... 25 s
B o g s, wwwyoutube.com Olocalstorage. locsls 25/05/2018 2346...
-] Program Files (x86)
1 ProgramData S e
@) Recovery ). DiscordExecutionLab, P2 - @
5 System Volume Information =
e Neme Date modified
1 Al Users. No items match your search,
) Default
] Default User
&1 John Doe
L) AppDats
C1Local
@1 Locallow
1 Roaming 0 "
&L Adobe . .
=) discord .
C100300 Parition Fie | Preview | []Recreote original path* Max.chers: 510 Selected: 1 ile G0 KE)
Cache Offset 0 1 2 3 | [Groupby o [DiscordExecutionLab.ra.45% free |
2 GPUCache 004194000 53 53 ac 68 7| Lt e @ pd
23 Local Storage (€| 004194010 |04 00 01 01 of R —
L Identities. 004194020 00 00 00 00 o| [Name output files after unique ID [Read-only mode]
1 Media Center Progra| 004194030 | 00 00 00 00 of [ Append type as extension if newly identified Alloc. of visible drive space:
21 Microsoft 004194040 | 00 00 00 00 0| o o
21 Application Data 004192050 | 00 00 00 00 0| Cluster No: X
21 Contacts 004134060 |00 2D ED 02 0| [[or |y e [B hitps discordapp.com.0localst.
004194070 |03 7A 00 00 0| | | Users\John Doe\.\Local Storage\
j;“’:" 00£192080 | 00 00 00 00 Ob—UU—VT—UT—VTUTUUVT—UTTTTTT Snopehottaken || 28 min ago.
) Deskiop 004194090 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ,
22 Documents 004194080 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Logics) s onrio R 134 204
L1 Downloads 0041940B0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Sl et ERR
521 Favorites 004194000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e B0
£ Links 004192000 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 18,901,954 560 bytes
£ Local Settings 0041940E0 |00 00 00 00 00 00 00 00 00 00 00 00 00 G0 00 00 o
21 Music 0041940F0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 GLITE] U2
21 My Documents 00£194100 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 EEEETAEI
L) NetHood 004194110 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Total capacity: 319GB
21 Pictures 004154120 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 34252783616 bytes
1 printHood 004194130 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
21 Recent 004194140 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 oemmon
1 Soved Games 004154150 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Freedute i
L1 Searches 004194160 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 D £
21 sendTo 004154170 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Bytes persector. | Data nterpt
23 StartMenu 004194180 |00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 Sector count: 86t ()
) Templtes 004194130 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 P 168t (
o videes 00£194120 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 isplay time zone: | 3, gi
004194180 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
&2 Public 0041941CO | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 iChacterzct [ANSTASCH]
-2 Windows 0041941D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 L= izt
0041341E0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Bytes per page:
00£1941F0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Window =: 3
004194200 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - No. of windows: 4
» 4194000 =83 Block: 4194001 - TFOOFFFFF _ Size: TFSB6BFFF

LN F——
BN [ L]o

Figure F.48:
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ab- braw, Partition 2] [=@]=]
<o File Edit ~SearchNavigation View  Tools  Specialist ~ Options  Window Help 181 5R8:64 [ | 5]x]
CaseData DS eS|~ W LR L | ode [ csompew |
Fie Edit Hunter XP_100.001 | DiscordbxecutionLab_ DiscordexecutionLab.raw, Pariion 2 |
& Discord Execution Lab Gfies, 0 dir. 3
T Nemea TType | Size 7 Created 7 Modified 7 Record changed | Attr, fstsector | Reporttabl | Comment
5%, DiscordxecutionLab.raw, Partition 2 (| 1.,
.1 Path unknown (&),
01 SExtend [)https discordapp.com OJocaltorage  sqitedb 8.0 KB 25/05/2018 22:40:.. 25/05/2018 23:06:.. 25/05/2018 2306:.. XA 134304
@) SRecycle.Bin ] https_discordapp.com O.localstorage-j... localt 0B 25/05/2018 22:40:. .. 25/05/2018 2306:... XA
.01 boot 3 https player witchtv_OJocalstorage salitedb 34627,39 [Me] Artefa.
= Clbttps jo..locas,
&2 Perogs ) hitps. s youtube.com O ocalstorage.locels: aa38m
B o g s, wwwyoutube.com Olocalstorage. locsls
(1 Program Files (86)
1 ProgramData
@) Recove
5 System Volume Information
&0 Users
21 Al Users
) Default
1 Defautt User
-1 John Doe
521 AppDats
Cltocal
L Locallow
& 1 Roaming
8 et Enter Database Password or Encryption Key: [
C100301 [Patiion e | Preview  Detais | Gallery | Calendar |
I Cache Ogser | 012 5 4 s 6 7 o9 A 3 rnmmmier (DiscordExectionLabira A5% free
1 GPUCache 004194000 |53 51 4C 69 74 65 20 66 6F 72 6D 61|  ( Default (Compatible with Previous Version) S
) Locel Storage ()[| 004194010 | 04 00 01 01 00 40 20 20 00 00 00 1§
o a5 | Sosiencan 00 00 ab 20 00 00 o 20 00 oa ap og| QS 120 bk Compstle mth Qi) (enony ot
) Media Center Progral] 004194030 | 00 00 00 00 00 00 00 00 00 00 00 01 O P @RS D A o) e e—
21 Microsoft 004194040 |00 00 00 00 00 00 00 00 00 00 00 00| SOLite
21 Application Data 004194050 |00 00 00 00 00 00 00 00 00 00 00 00| o Conesl Cluster No: 16788
O ot 004138060 00 2D ED D2 0D 03 AD 00 03 02 F6 00 hitps discordapp.com Olocalst.
) Cooties 004194070 |03 7A 00 00 00 00 00 00 00 00 00 00 G0 60 00 66 % Users\lohn Doe\..\Local Storage\
o veen 00£192080 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Snopehottaken || 20 mit ago.
- 004194090 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
22 Documents 004194080 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 jsscho o S o+ 04
L1 Downloads 004194080 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O Physical sector No. SR
20 Favortes 0041320C0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e e
21 Links 004194000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 16.901954.50 bytes
£ Local Settings 0041940E0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - -
£ Music 0041940F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Groar B
1 My Documents 00£194100 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 R
£ NetHood 004194110 |00 00 00 00 00 00 00 00 00 00 00 00 00 G0 00 00 Total capacity: 31968
1 Pictures. 00£194120 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 34252783616 bytes
1 printHood 004194130 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
21 Recent 004194120 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Do o0
) Ssved Games 004194150 |00 G0 00 00 00 00 00 00 00 00 00 00 00 00 00 GO0 Freecstes:. T
1 searches 004194160 |00 00 00 00 00 00 00 00 00 00 00 00 00 G0 00 00 x
£ SendTo 004194170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Bytespersector | pata Inerpr
20 Soot Men 004194180 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Sector count: 8Bit(e):
) Templtes 00419410 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 i 1681t
o videes 00£194120 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 isplay time zone: | 3, gi
004194180 |00 00 00 00 00 00 00 00 00 00 00 00 00 G0 00 00
&2 Public 0041941C0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 iChacterzct [ANSTASCH]
-2 Windows 004194100 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 o] lzztemns
00 00 00 Bytes per page:
00 00 00 Window %: E
00 00 00 - No. of windows: 3
4199000 =83 Block

0005
26/05/2018

Figure F.49: SQLite2009 Pro Enterprise Manager asks for password on ht-
tps_discordapp.com_0.localstorage file.
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\Users\lohn Doe\AppData\Roaming\discord\Local Storage

| Nemea I Type | Size | Creates | Modifie | Record changed | Attr. Istsector | Reporttabl | Comment
N T Si Cr d Modified Record ch d | At i R bl Co
=]
|_] https_discordapp.com_0.localstorage  sqlitedb 8.0 KB 25/05/2018 25/05/2018 23:06:... 25/05/2018 23:06:... XA 134,304 [Me] Local ...
] https_discordapp.com_0.localstorage-j... locals.. 0B 25/05/2018 25/05/2018 23:06:... 25/05/2018 23:06:... XA
] hitps_playertwitch.tv_ O.localstorage ~sqlitedb 3.0 KB 25/05/2018 25/05/2018 23:06:... 25/05/2018 23:06:... XA 34,627,392 [Me] Artefa..
https_player.twitch.tv_0.localstorage-jo... localst... 0B 25/05/2018 2305:... 25/05/2018 23:06:... 25/05/2018 23:06:... XA
ps_play! ge-)
L_Jhﬂps,www‘youtube.cumj.loca\stnrage sqlitedb 3.0 KB 25/05/2018 25/05/2018 23:06:... 25/05/2018 23:06:... XA 34,843,872
hitps_www.youtube.com_0.localstorag... localst... 0B 25/05/2018 25/05/2018 23:06:... 25/05/2018 23:06:... XA
p: ¥t 9
" Z DB Browser for SQLite - C al\Temp\https._| jitch.tv_0 113500,
File Edit View Help
& MNewDatabase | Open Datzbase | Write Changes | & Revert Changes
& X
Database Structure | BrowseData | EditPragmas | ExecuteSQL | EdtDatchase. Gl
oo, | (_oous ] [sevaaeas
key ) 00 38 00 38 00 32 00 38 00 39 00 s.
[Fier [Firer CINEFAINEE 00 22 00 3a 00 32 00 | [EIOPN
00 36 00 39 00 2e 00 35 00 38 00 37 00 | 0.8.6.9...5.8.7,
1 auto-quality-forced-v2 00 37 00 7d 00 6.7.7.3.
Partition 2 muted
Data from 3 quality
4 quality-bitrate ‘ [ L I
[Name 5 volume Type of data currently in cell: Binary =
[Descriptid 56 byte(s) —
6 livestr Times BLOB
[Ext. o
Type 7 vodResumeTimes s
Mypestat] | |8 vodResumewatcheds tentity [ =] 3
[Lypedesq Mame Commit Last modified  Size
|C ategory
[Evidence |
[Path
[Parent na|
ISize
|Created
Modified
[Record ci [4] 1-s0fs Goto: | 1
ic:ssed SQLlog | Plot | DBSthema | Remote
ttr.
UTF-8
[Ist sector -
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Figure F.50: The resume times for plays on a livestream stored in the twitch.tv localstorage file.
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Hunter XP_100.001 | DiscordExecutionlsh  DiscordExecutionLab.raw, Partition 2
\sers\ohn Doe\AppData\Roaming\discord\Local Storage

7 Name= VType | Size | Created 7 Medffied 7 Record changed | Atir, Lstsector | Reporttabl | Comment
=
|_] https_discordapp.com Ollocalstorage sqlitedb 8.0 KB 25/05/2018 22 25/05/2018 2306.... 134,304 [Me] Local ...

XA
|_] https_discordapp.com_0.localstorage-j... localst... 0B 25/05/2018 22:4 25/05/2018 23:06:... XA
|_] https_playertwitchitv O.localstorage  sqlitedb 3.0 KB 25/05/2018 2305: 25/05/2018 2306:... XA 34,627,392 [Me] Artefa...
|_] https_player.twitch.tv D.localstorage-jo... localst... 0B 25/05/2018 2305 25/05/2018 23:06:... XA
|_] https_www.youtube.com O.localstorage sqlitedb 3.0 KB 25/05/2018 230 25/05/2018 2306:... XA 34,843872
XA

| https_www.youtube.com O.localstorag... localst... 0B 25/05/2018 23 25/05/2018 23.06:

4 DB Browser for SQLite - CA\L AppDatatLocal\ Temp\https_player twitch.tv_0 113500 Iocal: litedb =)
File Edit View Help
& New Database g Open Database ite Changes (% Revert Changes
B X
Datebase Structure | BrowseData | EditPragmas | ExecuteSQL | Edit Database Cel
B imor ][t [t
key value 00 6c 00 73 00 65 00 f.a.l.s.e
‘Filter |F\\ter
1 auto-quality-forced-v2
Partition 2 muted BLOB
[Data from| | |3 quality
« I [ C
4 quality-bitrate
Name 5 volume Type of data currently in cell: Binary =
Descr 10 byte(s) Apply
6 livestreamResumeTimes
[Ext. e
Type 7 vodResumeTimes Remote
[Type stat 8 vedResumeWatcheds Identity E 3
[Type desq Name Commit Last modified  Size
|Category
[Evidence
[Path
[Parent nal
Size
[Created
Modified
e ;
1A ccessed | saLiog [ Plot | DBSchema | Remote
e UTF-8
[Lst sector . =

Figure F.51: Mute activation from within the twitch.tv localstorage file.
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JaneDoeCCCU

JaneDoeCCCU
WHY DID YOU SEND THAT? OMG

JaneDoeCCCU

no! @

‘ JohnDoeCCCU
you like?

llove you

. JohnDoeCCC. 4, ) g

03:21

SR C AR

Figure F.52: The simulated conversation taking place on Discord between John and Jane.

0000 7b 00 22 00 34 00 35 00 30 00 34 00 38 00 32 00 | {.".4.5.0.4.8.2.
0010 32 00 38 00 33 00 30 00 39 00 39 00 34 00 35 00 | 2.8.3.0.9.9.4. 5.
0020 35 00 34 00 39 00 30 00 22 00 3a 00 7b 00 22 00 | 5.4.9.0.".:.{.".
0030 74 00 69 00 6d 00 65 00 73 00 74 00 61 00 6d OO | t.i.me.s.t.@a.m
0040 70 00 22 00 3a 00 31 00 35 00 32 00 37 00 34 00 | p.".:.1.5.2.7.4.
0050 37 00 34 00 30 00 36 00 35 00 31 00 30 00 36 00 | 7.4.0.6.5.1.0. 6.
0060 2c 00 22 00 &4 00 72 00 61 OO0 66 00 74 00 22 00 | ,.".d.r.a.f.t.".
0070 3a 00 22 00 49 00 20 00 6c OO0 of 00 76 00 65 00 | :.".I. .l.o.v.e.
0080 20 00 79 00 &f 00 75 00 22 00 7d 00 7d 00 ¥-oouw "L h

Figure F.53: draft message found in the https_discordapp.com_0.localstorage database.

import os, sys, time, apsw, csv
import argparse
#print (apsw.sqglitelibversion())

motd = ''"'

print (motd)

print ("Version 1.0 - Developed by Oliver Bryant")

I~No _ _ . | I~ _l_._ _ _I1__ ._
(20 N R G G B S I G G B G N

LI I |
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print ("For Dissertation - a forensic analysis of Gaming VoIP
< Clients")

print ("©O 2018 Oliver Bryant")

print ( non )
parser = argparse.ArgumentParser ()
parser.add_argument ("--file", "-f", type=str, required=True,

— help="Specify your .localstorage file. typically located at
— AppDbatal\Roaming\discord\Local Storage")
parser.add_argument ("--output", "-o", type=str, required=False,
— help="Specify output file eg: -o /directory/file.csv")
args = parser.parse_args()
key = T[]
item = []
argdis = False
try:
connection=apsw.Connection(args.file)
except:
print ('\x1b[1;31m'+'ERROR! Unable to open SQL file '+ args.file
— +'are you specifying the correct
<> http_discordapp.com_0.localstorage file?' + '\xlb[Om')
print ('Press ENTER to terminate the application.')
input ()

exit ()

cursor=connection.cursor ()

try:
for row in cursor.execute ("SELECT *x FROM ItemTable"):
cItem = row[O]
key.append (cItem)
tItem = row[l].decode ('utf-16")
item.append(tItem)
except:
print ('\x1b[1;31m'+'ERROR! The input file specified is invaild
—~ '+ args.file +'are you specifying the correct
< http_discordapp.com_0.localstorage file?' + '\x1lb[Om')
print ('Press ENTER to terminate the application.')
input ()

exit ()
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try:
if args.output is None:
f = open("report.csv", 'w')
else:
f = open(args.output, 'w')
argdis = True
except:
print ('\xlb[1;31m'+'ERROR! Unable to open' + args.output + 'are
< you specifying the correct path?' + '\xlb[Om')
print ('\x1b[1;31m'+'Be sure to specify the ABSOLUTE path. You
< can use PWD on linux to find the Absolute Path' + '\xlb[Om')
print ('\x1b[1;31m'+'Here\'s an example of a pathway searchcli.py
— —f file.localstorage -o
< /home/ubuntu/workspace/test/file.csv'+ '"\xlb[0m'")

print ('Press ENTER to terminate the application.')

input ()
exit ()
with f:
fnames = ['key', 'item']
writer = csv.writer (f)
writer = csv.DictWriter (f, fieldnames=fnames)

writer.writeheader ()
maxNum = len(key) # Get the MAX number of Keys.
counter = 0
while counter < maxNum:
writer.writerow ({'key':key[counter], 'item':item[counter]})

counter = counter + 1

f.close()
if argdis == True:
print ('\x1b[6;30;42m"' + 'Exported local discord data to ' +
< args.output + '\xlb[Om')
else:
print ('\x1lb[6;30;42m' + 'Exported local discord data to ' +

< 'report.csv' + '\xlb[Om'")
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Source Code F.1: https_discordapp.com_0.localstorage Discord Extractor written in Python.

import os, sys, time, apsw, csv
import urllib.parse
import argparse

#print (apsw.sqglitelibversion())

motd = '''
[ 2 [ [ ) DU I BN R - _
P/ =2 0 N\ N N ) N I N N T
I IN N\ /e N NN /NN N NN N/
[
print (motd)
print ("Version 1.0 - Developed by Oliver Bryant")
print ("For Dissertation - a forensic analysis of Gaming VoIP Clients")
print (" ")
parser = argparse.ArgumentParser ()
parser.add_argument ("--urls", "-u", type=str, required=False, help="Specify your urls.db file.
<« found in /TS3Client/urls.db")
parser.add_argument ("--settings", "-s", type=str, required=False, help="Specify your settings.db
<« found in /TS3Client/settings.db")
parser.add_argument ("--output", "-o", type=str, required=False, help="Specify output file eg: -o

— /directory/file.csv")
args = parser.parse_args ()
url = [] # urls.db

timeMentioned = []

lastMentioned = []
mentionedBy = []

timeStamp = [] # settings.db
key =[]

value = []

argdis = False

def executesglsettings():
argdis = False
try:
connection=apsw.Connection (args.settings)
except:
exit ()
cursor=connection.cursor ()
try:
for row in cursor.execute ("SELECT * FROM FileTransfer"):
timeStamp.append (row[0])
key.append (row[1]
value.append (row([2])

try:
if args.output is None:
f = open("settingsreport.csv", 'w')
else:
f = open(args.output, 'w')
argdis = True
with f:
fnames = ['timestamp', 'key', 'value']

writer = csv.writer (f)
writer = csv.DictWriter (f, fieldnames=fnames)

writer.writeheader ()

maxNum = len (timeStamp)
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counter = 0
while counter < maxNum:
writer.writerow ({'timestamp':timeStamp[counter], 'key':key[counter],
'value':value[counter]})
counter = counter + 1
f.close()
if argdis == True:
print ('\x1b[6;30;42m' + 'Exported local TS3 Settings data to ' + args.output +
— '"\x1b[0m")
else:
print ('\x1b[6;30;42m' + 'Exported local TS3 Settings data to ' +
— 'settingsreport.csv' + '\xlb[0m')
except:
print ('\x1b[1;31m'+'ERROR! Unable to open' + args.output + 'are you specifying the
— correct path?' + '\xlb[Om')
print ('\x1b[1;31m'+'Be sure to specify the ABSOLUTE path. You can use PWD on linux to
s find the Absolute Path' + '\x1lb[Om')
print ('\x1b[1;31m'+'Here\'s an example of a pathway searchcli.py -f file.localstorage
< -0 /home/ubuntu/workspace/test/file.csv'+ '\xlb[0m')
print ('Press ENTER to terminate the application.')
input ()
exit ()
except:
print ('\x1b[1;31lm'+'ERROR! Unable to open SQL file '+ args.urls +'are you specifying the
SN correct urls.db/settings.db file?' + '\x1lb[Om')
print ('Press ENTER to terminate the application.')
input ()
exit ()

def executesqglurls():
argdis = False
try:
connection=apsw.Connection(args.urls)
except:
exit ()
cursor=connection.cursor ()
try:
for row in cursor.execute ("SELECT % FROM urls_table"):
tUrl = row[O0]
nUrl = urllib.parse.unquote (tUrl)
url.append (nUrl)
timeMentioned.append (row([1]
lastMentioned. append (row[2])
mentionedBy.append (row[3])
try:
if args.output is None:
f = open("urlsreport.csv", 'w')
else:

f = open(args.output, 'w')

argdis = True
with f:
fnames = ['url', 'time_mentioned', 'last_mentioned', 'mentioned_by"']

writer = csv.writer (f

writer = csv.DictWriter(f, fieldnames=fnames)
writer.writeheader ()

maxNum = len (url)

counter = 0

while counter < maxNum:
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writer.writerow({'url':url[counter], 'time_mentioned':timeMentioned[counter],

'last_mentioned':lastMentioned|[counter],

s 'mentioned_by':mentionedBy [counter]})
counter = counter + 1
f.close ()
if argdis == True:
print ('\x1b[6;30;42m' + 'Exported TS3 Urls data to ' + args.output + '\xlb[Om')
else:

print ('\x1b[6;30;42m' + 'Exported TS3 Urls data to ' + 'urlsreport.csv' +
— '"\x1b[0m")
except:

print ('\x1b[1;31m'+'ERROR! Unable to open' + args.output + 'are you specifying the
— correct path?' + '"\x1lb[Om')

print ('\x1b[1;31m'+'Be sure to specify the ABSOLUTE path. You can use PWD on linux to
— find the Absolute Path' + '\x1lb[Om')

print ('\x1b[1;31lm'+'Here\'s an example of a pathway searchcli.py -f file.localstorage
< -0 /home/ubuntu/workspace/test/file.csv'+ '\xlb[0m')

print ('Press ENTER to terminate the application.')

input ()
exit ()
except:
print ('\x1b[1;31m'+'ERROR! Unable to open SQL file '+ args.urls +'are you specifying the

— correct http_discordapp.com_0.localstorage file?' + '\x1b[Om')
print ('Press ENTER to terminate the application.')
input ()
exit ()

if args.urls != None:
executesqlurls ()
if args.settings != None:

executesqglsettings ()

Source Code F.2: urls.db and settings.db (FileTransfer Data) TeamSpeak3 Extractor written in
Python.

> $ python3 searchcli.py -f attacker/https_discordapp.com_0.localstorage —o attacker/report.csv

|~\o [~ _|_.

I/INCO | C] < ||

Version 1.0 - Developed by Oliver Bryant
For Dissertation - a forensic analysis of Gaming VoIP Clients
© 2018 Oliver Bryant

Figure F.54: Discord Extractor used on forensics machine to extract data from John Smith’s
machine (Attacker) to .csv.
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Version 1.0 - Developed by Oliver Bryant
For Dissertation - a forensic analysis of Gaming VoIP Clients
© 2018 Oliver Bryant

Figure F.55: Discord Extractor used on forensics machine to extract data from Jane Doe’s machine
(Victim) to .csv.
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key, item

BrowserHandoffStore, false
channelNotices,"{""MFA_WARNING"":true,""INVITE"":true,""QUICKSWITCHEJ
— R"":true}"

lastHiddenChannelNotice, 0
EmojiUsageHistory,"{""lOO"":{""totalUses"":l,""recentUses"":[1527284J
— 403213],""frecency"":100,""score"":100}, ""eggplant"": {""totalUse
—~ s"":1,""recentUses"":[1527284403213], ""frecency"":100, ""score"":
— 100},""fork_and_knife"":{""totalUses"":1,""recentUses"":[1527284,
A 403213],""frecency"":lOO,""score"":lOO},""yum"":{""totalUses"":lJ
- ,""recentUses"":[1527284403213],""frecency"":100,""score"":100}, |
— ""weary"":{""totalUses"":1,""recentUses"":[1527284403213],""frec

< ency"":lOO,""score"":lOO},""tired_face"":{""totalUses"":l,""receJ
< ntUses"":[1527284403213],""frecency"":lOO,""score"":lOO},""poop"J
— ":{""totalUses"":1,""recentUses"":[1527284403213],""frecency"":1

. OO,""score"":lOO},""ok_hand"":{""totalUses"":l,""recentUses"":[lj
— 527284403213],""frecency"":100,""score"":100}}"
ScannedLocalApplicationStore, "{""verifiedApps"":{}, ""unverifiedApps"
o i)
UserSettingsStore, "{""showCurrentGame"":true, ""inlineAttachmentMedia
"":true, ""inlineEmbedMedia"":true, ""gifAutoPlay"":true, ""renderk

—~ mbeds"":true, ""renderReactions"":true, ""animateEmoji"":true, ""th

— eme"":""dark"", ""enableTTSCommand"":true, ""messageDisplayCompact |
. "":false,""locale"":""en—US"",""convertEmoticons"":true,""restrij
o ctedGuilds"":[],""friendSourceFlags"":{""all"":true},""developerj
— Mode"":false,""guildPositions"":[],""detectPlatformAccounts"":tr
— ue,""status"":""online"", ""explicitContentFilter"":1,""defaultGu

— 1ildsRestricted"":false,""afkTimeout"":600, ""timezoneOffset"":-60
o 3"

email_ cache,"""cccudiscordl@protonmail.com"""

gatewayURL, """wss://gateway.discord.gg"""

keybinds, "{""1"":{""ig"":""1"", ""action"":""PUSH_TO_TALK"", ""shortcu,
— t"":[],""managed"":true}, ""2"" {""id" " ""2"", ""action"": ""TOGGLE |
— _OVERLAY_INPUT_LOCK"",""shortcut"":[[0,160],10,192]11, ""managed"" |
— :true} "

lastChangeLog, 3623000830

shouldShowChangelog, false
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token, """NDQ5NjgIMDQOOTg3MTY2NzMw . DeoYKw . RA0OrGbnxyA968pubslfa-W2404
scientist:triggered, "{""v"":1,""e"":{""user|2018-03_friend-invite—-gu
— 1ld-create"":{""time"":1527285451365,""hash"":2479571283}}}"
Selectedchannelstore,"{""selectedVoiceChannelId"":""4496926974317691J
— 04"",""lastConnectedTime"":1527285933645, ""selectedChannelIds"":
— {""449692697431769100"":""449692697431769102""}}"

DraftStore, {}

Source Code E3: Data extracted during the Discord Execution Lab from ht-
tps_discordapp.com_0.localstorage.
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key, item
BrowserHandoffStore, false

lastHiddenChannelNotice, O

email_cache,"""discordtester5@gmail.com"""
keybindS, n { " "1" n . { n "id" " . n "1" ",
AL "action" " .

""PUSH_TO_TALK"",

""shortcut"":[],
"w "managed" " :true } , " ll2" "w . { A "id" Al . " "2" Al ,
""action"":""TOGGLE_OVERLAY_INPUT_LOCK"",

""shortcut"":[[0,160],[0,192]],

""managed"":true}}"

token,"""NDR4NTIWMTkONZIyMijOTAO.DXizFQ.b3h7ebc__x4SSnQrTlSDwQLIu_IJ

hideConnectFacebook, true

audio, "{""permission"":true,
""mode"":""VOICE_ACTIVITY"",
""modeOptions"":
{""threshold"":-40,

""autoThreshold"":false,
""vadLeading"":5,
""vadTrailing"":25,
""delay"":20,
""shortcut"":[]},
""mute"":false,
""deaf"":true,

""echoCancellation"":true,

""noiseSuppression"":true,
""automaticGainControl"":true,
""silenceWarning"":true,

""attenuation"":0,
""attenuateWhileSpeakingSelf"":false,
""attenuateWhileSpeakingOthers"":true,

""localMutes"":{},""localVolumes"":{},""localPans"":{},

""inputVolume"":100,
""outputvVolume"":100,
""inputDeviceId"":""default""

, ""outputDeviceId"":""default"",
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""videoDeviceId"":""default"",
""qOS" n :true’
""soundshareVolume"":20,

""soundshareDucking"":80}"

SelectedChannelStore, "{""selectedVoiceChannelId"":null,
""lastConnectedTime"":1519855890455, ""selectedChannelIds"":{""418523,
—~ 018696982530"":""418523019158224897"",""41771983423143937"":""31
— 7332199374585856""}}"

DraftStore, {}

UserSettingsStore,

"{""showCurrentGame"":true,

inlineAttachmentMedia""

:true,
""inlineEmbedMedia"":true,
""gifAutoPlay"":true,

""renderEmbeds"" :true,

""renderReactions"":true,
""animateEmoji"":true,
n "theme" n : n "dark" n ,

""enableTTSCommand"" :true,
""messageDisplayCompact"":false,
""locale"":""enGB"",
""convertEmoticons"":true,
""restrictedGuilds"":[],
""friendSourceFlags"":{""all"":true},
""developerMode"":false, ""guildPositions"":[],

""detectPlatformAccounts"":true,

nn nmw.mn

status online"",

""explicitContentFilter"":1,

""defaultGuildsRestricted"":false,

""afkTimeout"":600),

""timezoneOffset"":-60,""sync"":{}}"
channelNotices,"{""MFA_WARNING"":true,""INVITE"":true,""QUICKSWITCHEJ
—~ R"":true}"

scientist:triggered, "{""v"":1,""e"":{""undefined|undefined"":{""time

"":1522702583403, ""hash"":3085332118}}}"

gatewayURL, """wss://gateway.discord.gg"""

EmojiUsageHistory, "{""100"":{""totalUses"":1, ""recentUses"":[1519853
- 977004],""frecency"":30,

""score"":30}, ""eggplant"":{""totalUses"":1,
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""recentUses"":[1519853977004],

""frecency"":30,

""score"":30},

""fork_and_knife"":{""totalUses"":

""recentUses"":[1519853977004],

""frecency"":30,

"w "Score" n :30},
"w "yum" " . {" "totalUSeS" " . 1’
""recentUses"":[1519853977004],

""frecency"":30,

""SCOren" :30},

""weary"":{""totalUses"":1,
""recentUses"":[1519853977004],

""frecency"":30,

""SCOre"" :30}’

""tired_face"":{""totalUses"":

1,

""recentUses"":[1519853977004],

""frecency"":30,

""SCOre""::})O},
""poop"":{""totalUseS"":l,
""recentUses"":[1519853977004],

""frecency"":30,

""score"":30},

""ok_hand"":{""totalUses"":1,

""recentUses"":[15198539770047],

""frecency"":30,

""score"":30},

" "gun" n . {" "totalUSeS" n . 3,

""recentUses"":[1522699635602,1522699635603,1522699635603], ""frecenc

—

y" n :300, ""SCOI@"":?)OO} } n

lastChangeLog, 58866272
shouldShowChangelog, false

Source Code F.4: Example of the data extracted in CSV format using the Discord Extractor

application in listing

key, item

BrowserHandoffStore, false

channelNotices,"{""MFA_WARNING"":true,""INVITE"":true,""QUICKSWITCHEJ

—

R"":true}"

1,
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lastHiddenChannelNotice, 0

email_cache,"""cccudiscordt2@protonmail.com"""

gatewayURL, """wss://gateway.discord.gg"""
keybinds,"{""l"":{""id"":""l"",""action"":""PUSH_TO_TALK"",""Shortcuj
— t"":[],""managed"":true}, ""2"" " {""id" " ""2"", ""action"": ""TOGGLE |
— _OVERLAY_INPUT_LOCK"", ""shortcut"":[[0,160],[0,192]], ""managed""
— true}}"

lastChangelog, 3623000830

shouldShowChangelog, false

token, """NDUwNDYxMDkyOTQ3MTY1MTg0.DezkFg.bU0_9Rpm6FsSXYcvpl050IJWKGYS |

nwn
—

nn

ScannedLocalApplicationStore, "{""verifiedApps"":{},
< ":{}}"

unverifiedApps"

scientist:triggered, "{""v"":1,""e"":{""user|2018-03_friend-invite—-gu
« ild-create"":{""time"":1527468770662, ""hash"":2479571283}}}"
UserSettingsStore, "{""showCurrentGame"":true, ""inlineAttachmentMedia

"":true, ""inlineEmbedMedia"":true, ""gifAutobPlay"":true, ""renderkE

— mbeds"":true, ""renderReactions"":true, ""animateEmoji"":true, ""th

—~ eme"":""dark"", ""enableTTSCommand"":true, ""messageDisplayCompact |
-~ "":false,""locale"":""en-US"",""convertEmoticons"":true, ""restri
. CtedGuilds"":[],""friendSourceFlags"":{""all"":true},""developerj

—~ Mode"":false,""guildPositions"":[],""detectPlatformAccounts"":tr
— ue,""status"":""online"", ""explicitContentFilter"":1,""disableGa
— mesTab"":false, ""defaultGuildsRestricted"":false,""afkTimeout"":
—~ 600,""timezoneOffset"":-60,""sync"":{}}"

hideConnectFacebook, true
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EmojiUsageHistory,"{""lOO“":{""totalUses"":l,""recentUses"":[1527468J
— 512298],""frecency"":100,""score"":100}, ""eggplant"": {""totalUse
—~ s"":1,""recentUses"":[1527468512298], ""frecency"":100, ""score"":
— 100},""fork_and_knife"":{""totalUses"":1,""recentUses"":[1527468,
A 512298},""frecency"":lOO,""score"":lOO},""yum"":{""totalUses"":lJ
- ,""recentUses"":[1527468512298],""frecency"":100,""score"":100}, |
— ""weary"":{""totalUses"":1,""recentUses"":[1527468512298],""frec

. ency"":lOO,""score"":lOO},""tired_face"":{""totalUses"":l,""receJ
< ntUses"":[1527468512298],""frecency"":lOO,""score"":lOO},""poop"J
— ":{""totalUses"":1,""recentUses"":[1527468512298],""frecency"":1

. OO,""score"":lOO},""ok_hand"":{""totalUses"":l,""recentUses"":[lj
— 527468512298],""frecency"":100,""score"":100}, ""wink"": {""totallU
—~ ses"":2,""recentUses"":[1527473507422,1527473710336], ""frecency"
— ":200,""score"":200}}"
SelectedChannelStore,"{""selectedVoiceChannelId"":null,""lastConnectJ
— edTime"":1527470265960, ""selectedChannelIds"":{""450461385437085
— 716"":""450461385437085719"",""null"":""450482283099455490""}}"
DraftStore,"{""450482283099455490"": {""timestamp"":1527474065106,""d
— raft"":""I love

< you""}}"

Source Code E5: The https_discordapp.com_0.localstorage file extracted from Discord Attack
Virtual Machine in the CSV format.

key, item

BrowserHandoffStore, false

channelNotices,"{""MFA_WARNING"":true,""INVITE"":true,""QUICKSWITCHEJ
- R"":true}"

lastHiddenChannelNotice, O

token, """NDUwWNDc2NTg50TY5NDQwNzc4 .DezyhQ. 1gwWbPWO4VPGVGa90WglOK_XQag
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UserSettingsStore, "{""showCurrentGame

"":true,""inlineAttachmentMedia

"":true, ""inlineEmbedMedia"":true, ""gifAutoPlay"":true, ""renderkE

mbeds"":true, ""renderReactions"":true, ""animateEmoji"":true, ""th

—~ eme"":""dark"", ""enableTTSCommand"":true, ""messageDisplayCompact |
-~ "":false,""locale"":""en-US"",""convertEmoticons"":true, ""restri
. CtedGuilds"":[],""friendSourceFlags"":{""all"":true},""developerj
—~ Mode"":false,""guildPositions"":[],""detectPlatformAccounts"":tr
— ue, ""status"":""online"", ""explicitContentFilter"":1,""disableGa
— mesTab"":false, ""defaultGuildsRestricted"":false,""afkTimeout"":
— 600,""timezoneOffset"":-60}"
email_cache,"""cccudiscordt3@protonmail.com"""

gatewayURL, """wss://gateway.discord.gg

nmmnn

keybindS, " { nmnn l nn . { n "id" n . nn 1 nn , " "action" n . " "PUSH_TO_TALK" n , nn ShOrtCUJ

—

—

—

Ty, "managed" ":true}," WP ARENRAET LA LPL "o "gction"":" "TOGGLEJ
_OVERLAY_INPUT_LOCK"",""shortcut"":[[0,160],[0,192]],""managed""

ctrue}l "

lastChangelLog, 3623000830
shouldShowChangelLog, false

ScannedLocalApplicationStore, "{""verifiedApps"":{}, ""unverifiedApps"

—

ll:{}}"

hideConnectFacebook, true
SelectedChannelStore, "{""selectedChannelIds"":{""450461385437085716"

—

":""450461385437085719"", ""null"":""450482283099455490""}} "

DraftStore, {}
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EmojiUsageHistory,"{""lOO"":{""totalUses"":l,""recentUses"":[1527472J
— 022404],""frecency"":100,""score"":100}, ""eggplant"": {""totalUse
—~ s"":1,""recentUses"":[1527472022404],""frecency"":100, ""score"":
—~ 100},""fork_and_knife"":{""totalUses"":1,""recentUses"":[1527472,
< 022404],""frecency"":lOO,""score"":lOO},""yum"":{""totalUses"":lJ
- ,""recentUses"":[1527472022404],""frecency"":100,""score"":100}, |
. ""weary"":{""totalUses"":l,""recentUses"":[1527472022404],""frecj
. ency"":lOO,""score"":lOO},""tired_face"":{""totalUses"":l,""recej
< ntUses"":[1527472022404],""frecency"":lOO,""score"":lOO},""poop"J
— ":{""totalUses"":1,""recentUses"":[1527472022404],""frecency"":1
— OO,""score"":lOO},""ok_hand"":{""totalUses"":l,""recentUses"":[lj
— 5274720224041, ""frecency"":100,""score"":100}, ""heart"":{""total
— Uses"":1,""recentUses"":[1527473525114],""frecency"":100, ""score
— "":100},""frowning"":{""totalUses"":1, ""recentUses"":[1527473700
— 837],""frecency"":100,""score"":100},""cry"":{""totalUses"":1,""

— recentUses"":[1527474026932],""frecency"":100,""score"":100}}"

Source Code E.6: The https_discordapp.com_0.localstorage file extracted from Discord Victim
Virtual Machine in the CSV format.

CCCU Lab general
JaneDoeCCCU
did you mean rumble royale?
general ' JaneDoeCCCU

. JohnDoeCCCU ' JohnDoeCCCU w

ah sorry... no | meant

. JaneDoeCCC.. g () g

0314
28/05/2018

S L)

Figure F.56: Screenshot of Twitch.tv embedded player being used inside the Discord client.
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Figure E57: Screenshot of the Mature table from https_player.twitch.tv_0.localstorage database.
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Figure F.58: Image sent from the attacker to the victim sorted in the Cache as artefact £_000025
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Figure F.59: Cache displayed in Autopsy
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Figure F.60: Twitch.tv Artefact from the embedded player. The profile icon for Elegy found in
the Cache as artefact £_ 000022
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Attacker

Key

Channel ID
(Identical Match)

Timestamp
Locale

User Invite

[]
[ ]

Email Address . Unique Authentication Token .

Victim

Figure F.61: a comparison and overview of https_discordapp.com_0.localstorage taken from the
Attacker and Victim virtual machine.
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Request Headers [Raw] _[Header Definitions]
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Figure F.62: The Upload process for Discord is encrypted with TLS 1.2. The encryption can be
bypassed by Fiddler.
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Figure F.63: The Upload process for Discord is encrypted with TLS 1.2. Captured in Wireshark.
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Appendix G

Pilot Forensic Analysis

G.1 Introduction

As there have been no peer reviewed journals for analysis of Discord and TeamSpeak a pilot
forensic analysis of both Discord and TeamSpeak was conducted.

G.2 TeamSpeak

The discovery of artefacts in teamspeak started with locating chat logs. By default TeamSpeak3
logs all communications in .text and .html formats which are found within the the $AppData%
folder. During the forensic analysis of TeamSpeak the decision was made to switch from Parallels
Desktop to VirtualBox as a raw image could be carved directly from the host machine to an
external hard drive from the command line. During the analysis in the Lab the sample file
Windows 7 Execution Lab.raw was loaded onto EnCase and an acquisition was created
with an estimated time of 12 hours to process the 32gb image, when the evidence was looked at
the in the morning EnCase had crashed and had stopped parsing the file as the forensics machine
had run out of physical disk space to process the file. This then meant new ways of examining
the images had to be conducted to get the work within the deadline set. As such FastBloc SE
was used to writeblock the USB drive. X-Ways Forensics was then used to examine the files in
read-only mode and a report was generated with the artefacts and screen shots was also taken
during the analysis. The results was also emulated using Autopsy 4.70 to ensure that the data
was forensically sound.

G.3 Discord

The discovery of artefacts in Discord started at looking at the AppData folder for possible
folders that contain the string discord. In the roaming section of the file system located at

Gl
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AppDatallocall\discord a folder called Cache looked like a Chrome cache folder which
posed the question "Is this application using some form of the Chromium /Webkit Framework?"
As such a forensic tool was found called "ChromeCacheViewer" by Nirsoft. Cache data including
avatar (profile) images, external media (Twitch.tv/YouTube) and images sent to and from the
client. After this analysis in order to determine the architecture of the application a RAM capture
was preformed using Dumplt! this resulted in the discovery of .NODE files that show that
nodejs is being partly used. The characteristics of the client’s execution at runtime which
included the use of a Chrome Cache and Node.JS library provided within reason the plausibility
that the electron framework was being used. The electronjs website includes a directory of
applications that run on the framework which combines both Node.JS and the Chromium
Framework therefore the use of an embedded software cache highly useful in tracing evidence.
It was noted during this phase that multiple files could be used to determine NODE usage.
Furthermore a search of the Electron]S website concluded with finding Discord in the application
directory of applications that use the Electron]S Platform. During the initial tests, EnCase Imager
was used to image the disk however, there was a drawback. Data could not be writeblocked and

EnCase Imager would often include residual artefacts from the imager on the virtual machine.

G.4 Changes to the methodology

Multiple changes to the experiments occurred during the experimental phase. The first major
change was the reduction in experiments due to running out of time and physical storage
capacity (with 3 experiments totalling 600+ GBs.). During the experimental phase the analysis
EnCase Imager was used to extract the data however, it left traces during the analysis and as a
result the decision was made to change the visualization layer of the virtual machines being used
from Parallels Desktop to Oracle VirtualBox as VirtualBox has the ability to export raw images
from the command line to a desired destination such as a hard drive. EnCase FastBlockSE was
then used as a software writeblocker and XWays and Autospy replaced EnCase as the forensics
investigation tool. During the initial test DB Browser for SQLite was used to examine the data
however the data was not available to preview in a text panel as such a new tool was developed
called Discord Extractor to provide a method of exporting the Discord Extractor data to a CSV
file.

G.5 DirectX Issues

As TeamSpeak3 and Discord rely on the DirectX modules for rendering parts of the user interface
the experimental Direct3D drivers had to be installed. As such Oracle Guest tools had to be
installed on the guest virtual machines. During the setup a web browser and 2 virtual machines

ran at the same time which caused the Host to crash. As such during each experiment the web
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browser is closed down and the allocated V-RAM for the Virtual Machines is set to around
256mb /s per machine.
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Revised Ethical Checklist
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Yes No

1. | Does the study involve participants who are particularly vulnerable or
unable to give informed consent (e.g. children, people with learning
disabilities, your own students)?

2. | Will the study require the co-operation of a gatekeeper for initial access to
vulnerable groups or individuals to be recruited (e.g. students at school,
members of self-help group, residents of nursing home)?

3. | Will it be necessary for participants to take part in the study without their
knowledge and consent at the time (e.g. covert observation of people in
non-public places)?

4. | Will the study involve discussion of sensitive topics (e.g. sexual activity,
drug use, crime, etc.)?

5. | Are drugs, placebos or other substances (e.g. food substances, vitamins) to
be administered to the study participants?

6. | Does the study involve invasive or intrusive procedures such as blood
taking or muscle biopsy from participants?

7. | Is physiological stress, pain, or more than mild discomfort likely to result
from the study?

8. | Could the study induce psychological stress or anxiety or cause harm or
negative consequences beyond the risks encountered in normal life?

9. | Will the study involve prolonged or repetitive testing?

10. | Will financial inducements (other than reasonable expenses and
compensation for time) be offered to participants?

11. | Will the study involve recruitment of participants (including staff) from
other Faculties at Canterbury Christ Church University?

12. | Will the study involve recruitment of participants (including staff) through a
Local Authority (e.g. Kent County Council) Department of Social Services?

13. | Will the study involve recruitment of patients or staff through the NHS? X

If you have answered ‘NO’ to all the questions above then no further action is
required.

If you have answered ‘YES' to any of the questions above then you will need to
describe more fully how you plan to deal with the ethical issues raised. This does not
necessarily mean that you cannot proceed with your proposals but it does mean that
your proposals will need to be approved by your supervisor/second marker.
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ts3executionlab

ts3executionlab

Description:

Forensic Analysis of TeamSpeak3 in Execution Lab Phase.
Examiner(s), organization, address:

Oliver George Bryant

Report generated by X-Ways Forensics 18.1 SR-8
Case file: F:\XWays\ts3executionlab.xfc

Creation time: 22/05/2018 18:04:26

Log time zone: +01:00 GMT Daylight Time

Report tables:
Notable documents

Notable documents (8 items)

Name: urls.db

Description: existing file

Ext.: db

Type: sqlitedb

Type status: confirmed

Type descr.: SQLite 3.x database
Category: Database, Finance
Evidence object: ts3execute.raw,
Partition 2

Path: \Users\John
Doe\AppData\Roaming\TS3Client
Parent name: TS3Client

Size: 4.0 KB

Created: 21/05/2018 19:49:34
+1

Modified: 21/05/2018 19:49:34
+1

Record changed:
19:49:34 +1
Accessed:
19:49:34 +1
Attr.: XA

1st sector: 321,144
ID: 22713

Int. ID: 25063

Int. parent: 112101
Unique ID: 0-25063
Owner: S-1-5-21-1362272797-
2432772758-3627158256-1000
Link count: 1

Report table: Notable documents
Comment: [Me] This is the URLs
database. It would typically
include the username and the
URL however as the experiment
focused more on the execution
this was not included in this
experiment.

21/05/2018

21/05/2018

Name: settings.db
Description: existing file
Ext.: db

Type: sqlitedb

Type status: confirmed

Name: channel.txt

Description: existing file

Ext.: txt

Type: txt

Type status: confirmed

Type descr.: Text

Category: Plain Text

Evidence object: ts3execute.raw, Partition 2
Path: \Users\John

Doe\AppData\Roaming\TS3Client\chats\aCtY

dGtWamh6éUnhtd3drMnNnKOEwMjNnbnJzPQ

Parent name:
aCtYdGtWamh6Unhtd3drMnNnKOEwMjNnbnJ]
zPQ==

Size: 37 B

Created: 21/05/2018 19:49:35 +1
Modified: 21/05/2018 19:49:37 +1
Record changed: 21/05/2018 19:49:37 +1
Accessed: 21/05/2018 19:49:35 +1

Attr.: XA

1st sector: 6,470,934

ID: 89739

Int. ID: 112103

Int. parent: 112100

Unique ID: 0-112103

Owner: S-1-5-21-1362272797-2432772758-
3627158256-1000

Link count: 1

Report table: Notable documents

Name: server.html
Description: existing file
Ext.: html

Type: html

Type status: confirmed

file:///F:/XWays/FinalReport.html

Page 1 of 3

Name: channel.html

Description: existing file

Ext.: html

Type: html

Type status: confirmed

Type descr.: HTML

Category: Internet

Evidence object: ts3execute.raw, Partition 2

Path: \Users\John
Doe\AppData\Roaming\TS3Client\chats\aCtY
dGtWamh6Unhtd3drMnNnKOEwMjNnbnJzPQ

Parent name:
aCtYdGtWamh6éUnhtd3drMnNnKOEwMjNnbnJ
zZPQ==

Size: 1.6 KB

Created: 21/05/2018 19:49:35 +1
Modified: 21/05/2018 20:08:58 +1

Record changed: 21/05/2018 20:08:58 +1
Accessed: 21/05/2018 19:49:35 +1

Attr.: XA

1st sector: 2,595,896

ID: 89749

Int. ID: 112113

Int. parent: 112100

Unique ID: 0-112113

Owner: S-1-5-21-1362272797-2432772758-
3627158256-1000

Link count: °1

Report table: Notable documents

Comment: [Me] Channel log shows
channelid://1 lobby is being connected to
via the client.

Name: rubberduck.jpg
Description: existing file
Ext.: jpg

Type: jpg

Type status: confirmed

22/05/2018



ts3executionlab

Type descr.: SQLite 3.x database
Category: Database, Finance

Evidence  object: ts3execute.raw,
Partition 2
Path: \Users\John

Doe\AppData\Roaming\TS3Client
Parent name: TS3Client

Size: 61.0 KB

Created: 20/05/2018 23:16:14 +1
Modified: 21/05/2018 20:09:02 +1
Record changed: 21/05/2018
20:09:02 +1

Accessed: 20/05/2018 23:16:14 +1
Attr.: XA

1st sector: 9,376

ID: 89750

Int. ID: 112114

Int. parent: 112101

Unique ID: 0-112114

Owner: Builtin\Administrators

Link count: 1

Report table: Notable documents
Comment: [Me] Settings.db includes
FileTransfer table. The table includes

the count of downloads
(SimulatniousDownloads) = 2,
Number of uploads

SimulatniousUploads= 2 and the last
known file upload directory UploadDir:
C:/Users/Public/Pictures/Sample
Pictures

Name: kermit.jpg
Description: existing file
Ext.: jpg

Type: jpg

Type descr.: HTML

Category: Internet

Evidence object: ts3execute.raw, Partition 2

Path: \Users\John
Doe\AppData\Roaming\TS3Client\chats\aCtY
dGtWamh6Unhtd3drMnNnKOEwMjNnbnJzPQ

Parent name:
aCtYdGtWamh6Unhtd3drMnNnKOEwMjNnbn]
zPQ==

Size: 3.0 KB

Created: 21/05/2018 19:49:35 +1
Modified: 21/05/2018 20:08:58 +1

Record changed: 21/05/2018 20:08:58 +1
Accessed: 21/05/2018 19:49:35 +1

Attr.: XA

1st sector: 3,092,992

ID: 89848

Int. ID: 112212

Int. parent: 112100

Unique ID: 0-112212

Owner: S-1-5-21-1362272797-2432772758-
3627158256-1000

Link count: °1

Report table: Notable documents

Comment: [Me] Attempt to upload image
was unsuccessful. Log demonstrates user
activity. User connected 4 times to the
TeamSpeak3 server "CCCU Lab" between
19:49:35 - 20:06:56.

[Me] channelid://0 extracted from hyperlink.

Name: Cookies

Page 2 of 3

Type descr.: JPEG
Category: Pictures
Evidence  object:
Partition 2

Path: \Users\John Doe\Downloads
Parent name: Downloads

Size: 134 KB

Created: 21/05/2018 19:55:31 +1

ts3execute.raw,

Modified: 21/05/2018 19:55:31 +1
Record changed: 21/05/2018
19:55:31 +1

Accessed: 21/05/2018 19:55:31 +1
Attr.: A

1st sector: 494,848

ID: 90082

Int. ID: 112446

Int. parent: 594

Unique ID: 0-112446

Owner: S-1-5-21-1362272797-
2432772758-3627158256-1000

Link count: °1

Pixels: 0.5 MP

Report table: Notable documents
Comment: [Me] Image downloaded
from TeamSpeak3 server.

Description: existing file

Type: sqlitedb

Type status: confirmed

Type status: confirmed

Type descr.: JPEG

Category: Pictures

Evidence object: ts3execute.raw, Partition 2
Path: \Users\John Doe\Downloads

Parent name: Downloads

Size: 140 KB

Created: 21/05/2018 19:55:47 +1
Modified: 21/05/2018 19:55:47 +1

Record changed: 21/05/2018 19:55:47 +1
Accessed: 21/05/2018 19:55:47 +1

Attr.: A

1st sector: 512,000

ID: 90086

Int. ID: 112450

Int. parent: 594

Unique ID: 0-112450

Owner: S-1-5-21-1362272797-2432772758-3627158256-
1000

Link count: 1

Pixels: 0.4 MP

Report table: Notable documents

Comment: [Me] Image downloaded fromTeamSpeak3 Server

ts3execute.raw, Partition

Type descr.: Google Chrome cookies

Category: Internet

Evidence object: ts3execute.raw, Partition 2

Path: \Users\John
Doe\AppData\Roaming\TS3Client\cache\qtwebengine_persist
ant_storage

Parent name: qtwebengine_persistant_storage

Size: 10.0 KB

Created: 21/05/2018 19:56:25 +1

Modified: 21/05/2018 19:56:34 +1

Record changed: 21/05/2018 19:56:34 +1

Accessed: 21/05/2018 19:56:25 +1

Attr.: XA

1st sector: 95,320

ID: 90090

Int. ID: 112454

Int. parent: 112452

Unique ID: 0-112454

Owner: S-1-5-21-1362272797-2432772758-3627158256-
1000

Link count: 1

Report table: Notable documents

Comment: [Me] Cookies related to myteamspeak.com. (The
hosted sync service)

2

Internal designation: [E:\Windows 7 Execution Lab\ts3execute.raw], Partition 2

Date added: 22/05/2018 18:08:24

file:///F:/XWays/FinalReport.html
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Hash: n/a

Description File system: NTFS

Total capacity: 34,252,783,616 bytes = 31.9 GB
Sector count: 66,899,968

Bytes per sector: 512

Bytes per cluster: 4,096

Free clusters: 2,380,374 = 28% free

Total clusters: 8,362,495

NTFS version: 3.1

Volume flags: 0x0000

Volume GUID: {FCD8BFEE-DDE3-4231-A0AD-C07A0B8F778D}
Serial No.: B8250F9C (hex)

Serial No.: 9COF25B8 (hex, rev)

Serial No.: 2618238392 (dec, rev)

file:///F:/XWays/FinalReport.html 22/05/2018



Printed on 22/05/2018, 22:34:04 by Student wittvys Forensics 18.1 SR-8.
ts3executionlab

kermit.jpg

Description: existing file

Ext.: jpg

Type: jpg

Type status: confirmed

Type descr.: JPEG

Category: Pictures

Evidence object: ts3execute.raw, Partition 2
Path: \Users\John Doe\Downloads
Parent name: Downloads

Child objects:

Size: 140 KB

Created: 21/05/2018 19:55:47 +1
Createdz:

Modified: 21/05/2018 19:55:47 +1
Modified?:

Record changed: 21/05/2018 19:55:47 +1
Record changedz:

Accessed: 21/05/2018 19:55:47 +1
Deleted:

Content created:

Attr.. A

1st sector: 512,000

ID: 90086

Int. ID: 112450

Int. parent: 594

Unique ID: 0-112450

Owner: S-1-5-21-1362272797-2432772758-3627158206-1
Author:

Sender:

Recipients:

Link count: 1

File count:

Term count:

Search terms:

Page count:

Pixels: 0.4 MP

SC%:

Hash:

Hash set:

Hash cateaon






Printed on 22/05/2018, 22:34:33 by Student wittXys Forensics 18.1 SR-8.
ts3executionlab

rubberduck.jpg

Description: existing file

Ext.: jpg

Type: jpg

Type status: confirmed

Type descr.: JPEG

Category: Pictures

Evidence object: ts3execute.raw, Partition 2
Path: \Users\John Doe\Downloads
Parent name: Downloads

Child objects:

Size: 134 KB

Created: 21/05/2018 19:55:31 +1
Createdz:

Modified: 21/05/2018 19:55:31 +1
Modified?:

Record changed: 21/05/2018 19:55:31 +1
Record changedz:

Accessed: 21/05/2018 19:55:31 +1
Deleted:

Content created:

Attr.. A

1st sector: 494,848

ID: 90082

Int. ID: 112446

Int. parent: 594

Unique ID: 0-112446

Owner: S-1-5-21-1362272797-2432772758-3627158206-1
Author:

Sender:

Recipients:

Link count: °1

File count:

Term count:

Search terms:

Page count:

Pixels: 0.5 MP

SC%:

Hash:

Hash set:

Hash cateaon
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TS3 Attacker Client Analysis

TS3 Attacker Client Analysis

Examiner(s), organization, address:

Oliver George Bryant

Report generated by X-Ways Forensics 18.1 SR-8
Case file: E:\XWays\TS3 Attacker Client Analysis.xfc

Creation time: 25/05/2018 12:27:02

Log time zone: +01:00 GMT Daylight Time

Report tables:
Notable documents

Notable documents (5 items)

Name: kermit.jpg
Description: existing file
Ext.: jpg

Type: jpg

Type status: confirmed
Type descr.: JPEG
Category: Pictures
Evidence object:
Partition 2

Path: \Users\John Doe\Pictures
Parent name: Pictures

Size: 140 KB

Created: 24/05/2018 22:51:34 +1
Modified: 24/05/2018 22:51:17 +1
Modified2: 24/05/2018 22:51:34 +1
Record changed: 24/05/2018
22:51:35 +1
Record changed?:
22:51:34 +1
Accessed: 24/05/2018 22:51:34 +1
Attr.: IA

1st sector: 34,732,232

ID: 90147

Int. ID: 112511

Int. parent: 590

Unique ID: 0-112511
Owner: John Doe
1362272797-2432772758-
3627158256-1000

Link count: 1

Pixels: 0.4 MP

Report table: Notable documents
Comment: [Me] The kermit the frog
image mentioned in the chat logs by
Jane. This file was transmitted to the
server.

ts3Attacker.raw,

24/05/2018

S-1-5-21-

Name: channel.html
Description: existing file
Ext.: html

Type: html

Type status: confirmed

file:///E:/XWays/TS3%20Attacker%20Client%20Analysis/ReportA.html

Name: settings.db

Description: existing file

Ext.: db

Type: sqlitedb

Type status: confirmed

Type descr.: SQLite 3.x database
Category: Database, Finance

Evidence object: ts3Attacker.raw,
Partition 2
Path: \Users\John

Doe\AppData\Roaming\TS3Client
Parent name: TS3Client

Size: 52.0 KB

Created: 24/05/2018 22:58:21 +1
Modified: 24/05/2018 23:42:02 +1

Record changed: 24/05/2018
23:42:02 +1
Accessed: 24/05/2018 22:58:21 +1

Attr.: XA

1st sector: 795,312

ID: 90394

Int. ID: 112758

Int. parent: 38184

Unique ID: 0-112758

Owner: Builtin\Administrators

Link count: 1

Report table: Notable documents
Comment: [Me] The FileTransfer table
shows 2 files have been uploaded and
downloaded to the client. The upload
folder destination C:\Users\John
Doe\Pictures

Page 1 of 3

Name: urls.db

Description: existing file

Ext.: db

Type: sqlitedb

Type status: confirmed

Type descr.: SQLite 3.x database
Category: Database, Finance

Evidence object: ts3Attacker.raw,
Partition 2
Path: \Users\John

Doe\AppData\Roaming\TS3Client
Parent name: TS3Client

Size: 4.0 KB

Created: 24/05/2018 22:59:10 +1
Modified: 24/05/2018 23:41:43 +1
Record changed: 24/05/2018
23:41:43 +1

Accessed: 24/05/2018 22:59:10 +1
Attr.: XA

1st sector: 35,850,848

ID: 90729

Int. ID: 113093

Int. parent: 38184

Unique ID: 0-113093

Owner: Builtin\Administrators

Link count: 1

Report table: Notable documents
Comment: [Me] John sends the link
http://google.co.uk to a user. This is
logged in the urls.db. Epoch value for
sending the link is 23:41:43 on
Thursday 24th May 2018

Name: server.html
Description: existing file

Ext.: html
Type: html

Type status: confirmed
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Type descr.: HTML

Category: Internet

Evidence object: ts3Attacker.raw, Partition 2

Path: \Users\John
Doe\AppData\Roaming\TS3Client\chats\aCtYdGtWamh6U
nhtd3drMnNnKOEwMjNnbnJzPQ==

Parent
aCtYdGtWamh6éUnhtd3drMnNnKOEwMjNnbnJzPQ==
Size: 2.4 KB

Created: 24/05/2018 22:59:12 +1

Modified: 24/05/2018 23:42:00 +1

Record changed: 24/05/2018 23:42:00 +1
Accessed: 24/05/2018 22:59:12 +1

Attr.: XA

1st sector: 18,677,576

ID: 90735

Int. ID: 113099

Int. parent: 113097

Unique ID: 0-113099

Owner: Builtin\Administrators

Link count: °1

Report table: Notable documents

Comment: [Me] Conversation between Jane and John in
public lobby. John connects at 22:59:12. Jane is already
on the server. at 23:27:46 Jane says John has sent her
an image of kermit.

name:

Page 2 of 3

Type descr.: HTML

Category: Internet

Evidence object: ts3Attacker.raw, Partition 2

Path: \Users\John
Doe\AppData\Roaming\TS3Client\chats\aCtYdGtWamh6U
nhtd3drMnNnKOEwMjNnbnJzPQ==

Parent
aCtYdGtWamh6Unhtd3drMnNnKOEwMjNnbnJzPQ==
Size: 4.7 KB

Created: 24/05/2018 22:59:12 +1

Modified: 24/05/2018 23:42:00 +1

Record changed: 24/05/2018 23:42:00 +1
Accessed: 24/05/2018 22:59:12 +1

Attr.: XA

1st sector: 795,320

ID: 90738

Int. ID: 113102

Int. parent: 113097

Unique ID: 0-113102

Owner: Builtin\Administrators

Link count: °1

Report table: Notable documents

Comment: [Me] Jane connects to the server at 22:24:24
and leaves at 23:28:51 after being exposed to the kermit
image. 23:41:22 Jane reconnects to the same server and
leaves shortly after at 23:41:58.

name:

ts3Attacker.raw, Partition 2

Internal designation: [F:\Windows 7 NG Attacker TeamSpeak3\ts3Attacker.raw], Partition 2

Date added: 25/05/2018 12:29:39

Hash: n/a

Description Windows Installation

Domain: WORKGROUP

Computer name: OLIVER-MDL3HDER
Owner: John Doe

Version: Windows 7 Professional

Time zone: 0 min

Installation date: 04/05/2018 20:24:57 +0
Number of accounts: 1

File system: NTFS

Total capacity: 34,252,783,616 bytes = 31.9 GB
Sector count: 66,899,968

Bytes per sector: 512

Bytes per cluster: 4,096

Free clusters: 3,762,404 = 45% free

Total clusters: 8,362,495

NTFS version: 3.1

Volume flags: 0x0000

Volume GUID: {FCD8BFEE-DDE3-4231-A0AD-C07A0B8F778D}

Serial No.: B8250F9C (hex)
Serial No.: 9COF25B8 (hex, rev)

file:///E:/XWays/TS3%20Attacker%20Client%20Analysis/ReportA.html
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Serial No.: 2618238392 (dec, rev)

file:///E:/XWays/TS3%20Attacker%20Client%20Analysis/ReportA.html 25/05/2018
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TeamSpeak3 Victim Analysis

Page 1 of 2

TeamSpeak3 Victim Analysis

Examiner(s), organization, address:

Oliver George Bryant

Report generated by X-Ways Forensics 18.1 SR-8
Case file: E:\XWays\TeamSpeak3 Victim Analysis.xfc
Creation time: 25/05/2018 12:57:32

Log time zone: +01:00 GMT Daylight Time

Report tables:
Notable documents

Notable documents (5 items)

Name: channel.html

Description: existing file

Ext.: html

Type: html

Type status: confirmed

Type descr.: HTML

Category: Internet

Evidence object: ts3Victim.raw, Partition 2
Path: \Users\Jane Partition 2
Doe\AppData\Roaming\TS3Client\chats\aCtY Path:
dGtWamh6Unhtd3drMnNnKOEwMjNnbnJzPQ

Ext.: db

Name: settings.db
Description: existing file

Type: sqlitedb
Type status: confirmed
Type descr.: SQLite 3.x database Type descr.: HTML
Category: Database, Finance
Evidence object:

Doe\AppData\Roaming\TS3Client

Name: server.html
Description: existing file
Ext.: html

Type: html

Type status: confirmed

Category: Internet

Path:

ts3Victim.raw, Evidence object: ts3Victim.raw, Partition 2
\Users\Jane

\Users\Jane Doe\AppData\Roaming\TS3Client\chats\aCtY

== Parent name: TS3Client ==

Parent
aCtYdGtWamheUnhtd3drMnNnKOEwMjNnbnJ
zPQ== +1
Size: 2.1 KB
Created: 24/05/2018 23:24:29 +1 +1

name: Size: 52.0 KB
Created: 24/05/2018 23:19:09

Modified: 24/05/2018 23:42:05

Parent

zZPQ==
Size: 1.5 KB
Created: 24/05/2018 23:24:29 +1

dGtWamh6éUnhtd3drMnNnKOEwMjNnbnJzPQ

name:
aCtYdGtWamh6eUnhtd3drMnNnKOEwMjNnbnJ

Modified: 24/05/2018 23:41:59 +1 Record changed: 24/05/2018 Modified: 24/05/2018 23:41:59 +1
Record changed: 24/05/2018 23:41:59 +1 23:42:05 +1 Record changed: 24/05/2018 23:41:59 +1
Accessed: 24/05/2018 23:24:29 +1 Accessed: 24/05/2018 Accessed: 24/05/2018 23:24:29 +1

Attr.: XA 23:19:09 +1 Attr.: XA

1st sector: 11,840,856 Attr.: XA 1st sector: 9,424,776

ID: 89528 1st sector: 36,926,520 ID: 89710

Int. ID: 111941

Int. parent: 111933
Unique ID: 0-111941
Owner:
2432772758-3627158256-1001
Link count: °1

Report table: Notable documents

ID: 89703

At 23:27:43 Jane reports that John has sent includes
her an image of kermit.

downloaded.

Name: urls.db

Description: existing file

Ext.: db

Type: sqlitedb

Type status: confirmed

Type descr.: SQLite 3.x database
Category: Database, Finance

Evidence object: ts3Victim.raw, Partition 2
Path: \Users\Jane Doe\AppData\Roaming\TS3Client
Parent name: TS3Client

Size: 4.0 KB

file:///T:/ReportV.html

Int. ID: 112116

Int. parent: 112115

Jane Doe S-1-5-21-1362272797- Unique ID: 0-112116

Owner: Builtin\Administrators
Link count: 1

Report table: Notable documents Report table: Notable documents
Comment: [Me] Jane joins chat at 23:24:29. Comment: [Me] FileTransfer field
two downloads
uploads but no indicators of the 23:41:20 and disconnects at 23:41:59.

location of the file

Int. ID: 112123

Int. parent: 111933
Unique ID: 0-112123
Owner:
2432772758-3627158256-1001
Link count: °1

and disconnects at 23:29:03, reconnects

being

Name: kermit.jpg

Description: existing file

Ext.: jpg

Type: jpg

Type status: confirmed

Type descr.: JPEG

Category: Pictures

Evidence object: ts3Victim.raw, Partition 2
Path: \Users\Jane Doe\Downloads
Parent name: Downloads

Size: 140 KB

Jane Doe S-1-5-21-1362272797-

Comment: [Me] client connects at 23:24:29,

at
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Created: 24/05/2018 23:24:28 +1
Modified: 24/05/2018 23:41:43 +1

Record changed: 24/05/2018 23:41:43 +1
Accessed: 24/05/2018 23:24:28 +1

Attr.: XA

1st sector: 11,839,704
ID: 90461

Int. ID: 112874

Int. parent: 112115
Unique ID: 0-112874
Owner: Jane Doe
3627158256-1001
Link count: 1

Report table: Notable documents

Comment: [Me] John mentions link to Jane. This isn't
reflected in the main chat logs for the channel therefore the
urls being stored are from the private chat between John and
Jane.

S-1-5-21-1362272797-2432772758-

ts3Victim.raw, Partition 2

Page 2 of 2

Created: 24/05/2018 23:27:06 +1
Modified: 24/05/2018 23:27:06 +1
Record changed: 24/05/2018 23:27:51 +1
Accessed: 24/05/2018 23:27:06 +1

Attr.: TA

1st sector: 6,202,328
ID: 92296

Int. ID: 114709

Int. parent: 112445
Unique ID: 0-114709
Owner: Jane Doe
3627158256-1001
Link count: 1

Pixels: 0.4 MP

Report table: Notable documents

Comment: [Me] Kermit image found in the downloads section
of Jane's computer.

S-1-5-21-1362272797-2432772758-

Internal designation: [F:\Windows 7 NG Victim TeamSpeak3\ts3Victim.raw], Partition 2

Date added: 25/05/2018 12:59:46

Hash: n/a

Description Windows Installation

Domain: WORKGROUP

Computer name: JANEDOE

Owner: John Doe

Version: Windows 7 Professional

Time zone: 0 min

Installation date: 04/05/2018 20:24:57 +0
Number of accounts: 2

File system: NTFS

Total capacity: 34,252,783,616 bytes = 31.9 GB
Sector count: 66,899,968

Bytes per sector: 512

Bytes per cluster: 4,096

Free clusters: 3,701,899 = 44% free

Total clusters: 8,362,495

NTFS version: 3.1

Volume flags: 0x0000

Volume GUID: {FCD8BFEE-DDE3-4231-A0AD-C07A0B8F778D}
Serial No.: B8250F9C (hex)

Serial No.: 9COF25B8 (hex, rev)

Serial No.: 2618238392 (dec, rev)

file:///T:/ReportV.html
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Discord Execution Lab Page 1 of 3

Discord Execution Lab

Description:

Forensic Examination of Discord in execution.

Examiner(s), organization, address:

Oliver George Bryant

Report generated by X-Ways Forensics 18.1 SR-8

Case file: E:\XWays\Discord Execution Lab\Discord Execution Lab.xfc
Creation time: 25/05/2018 23:42:40

Log time zone: +01:00 GMT Daylight Time

Report tables:
Notable documents

Notable documents (7 items)

Name: Cookies Name: discord_erlpack.node Name: Cache

Description: existing file Description: existing file Description: existing directory

Type: sqglitedb Ext.: node Evidence object: DiscordExecutionLab.raw,
Type status: confirmed Type: dll Partition 2

Type descr.: Google Chrome Type status: confirmed Path: \Users\John
cookies Type descr.: Dynamic-Link Library Doe\AppData\Roaming\discord

Category: Internet Category: Programs Parent name: discord

Evidence object: Evidence object: Size: 9.9 MB

DiscordExecutionLab.raw, DiscordExecutionLab.raw, Partition 2 Created: 25/05/2018 22:39:56 +1
Partition 2 Path: \Users\John Modified: 25/05/2018 23:05:29 +1

Path: \Users\John Doe\AppData\Roaming\discord\0.0.301 Record changed: 25/05/2018 23:05:29 +1
Doe\AppData\Roaming\discord \modules\discord_erlpack Accessed: 25/05/2018 23:05:29 +1
Parent name: discord Parent name: discord_erlpack Attr.: X

Size: 7.0 KB Size: 501 KB 1st sector: 34,789,936

Created: 25/05/2018 Created: 25/05/2018 22:28:45 +1 ID: 89719

22:39:55 +1 Modified: 25/05/2018 22:28:45 +1 Int. ID: 112080

Modified: 25/05/2018 Record changed: 25/05/2018 Int. parent: 112745

23:06:31 +1 22:28:45 +1 Unique ID: 0-112080

Record changed: 25/05/2018 Accessed: 25/05/2018 22:28:45 +1 Owner: John Doe S-1-5-21-1362272797-
23:06:31 +1 Attr.: XA 2432772758-3627158256-1000

Accessed: 25/05/2018 1st sector: 36,589,696 Link count: 1

22:39:55 +1 ID: 89675 File count: 38

Attr.: XA Int. ID: 112036 Report table: Notable documents

1st sector: 34,732,280 Int. parent: 112035 Comment: [Me] Cache for storage of images
ID: 52962 Unique ID: 0-112036 and the media player links.

Int. ID: 71066 Owner: John Doe S-1-5-21-

Int. parent: 112745 1362272797-2432772758- [Me] Found url for an image that had been
Unique ID: 0-71066 3627158256-1000 uploaded to Discord (kermit.jpg) -
Owner: John Doe S-1-5-21- Link count: °1 https://media.discordapp.net/attachments/4
1362272797-2432772758- Report table: Notable documents 49692697431769102/449693897225142288
3627158256-1000 Comment: [Me] ErLang Node module  /kermit.jpg?width=400&height=269, a
Link count: 1 player link for twitch.tv/royalrumble as
Report table: Notable api.twitch.tv/royalrumble was also found in
documents the cache including an image from the
Comment: [Me] Cookies found channel https://static-
related to Twitch.tv found in cdn.jtvnw.net/jtv_user_pictures/rumbleroyal
the database. Embedded e-profile_image-dbc11b0b30a33ff3-

players are cached by Discord. 300x300.jpeg

file:///E:/ExecuteLabTest2.html 26/05/2018



Discord Execution Lab

Name: Discord.Ink
Description: existing file
Ext.: Ink

Type: Ink

Type status: confirmed

Type descr.: Shortcut
Category: Windows Internals

Name: discord_rpc.node
Description: existing file
Ext.: node

Type: dll

Type status: confirmed

Category: Programs

Evidence object: Evidence
DiscordExecutionLab.raw, DiscordExecutionLab.raw, Partition 2
Partition 2 Path: \Users\John

Path: \Users\John Doe\Desktop

Parent name: Desktop \modules\discord_rpc

Type descr.: Dynamic-Link Library

object:

Doe\AppData\Roaming\discord\0.0.301

Size: 2.1 KB Parent name: discord_rpc

Created: 25/05/2018 22:28:19 Size: 2.6 MB

+1 Created: 25/05/2018 22:32:30 +1
Modified: 25/05/2018 22:28:21 Modified: 25/05/2018 22:32:30 +1
+1 Record changed: 25/05/2018
Record changed: 25/05/2018 22:32:30 +1

22:28:21 +1 Accessed: 25/05/2018 22:32:30 +1
Accessed: 25/05/2018 Attr.: XA

22:28:19 +1 1st sector: 34,710,728

Attr.: A ID: 90514

1st sector: 34,812,368 Int. ID: 112875

ID: 90393 Int. parent: 112487

Int. ID: 112754

Int. parent: 596

Unique ID: 0-112754

Owner: John Doe S-1-5-21-
1362272797-2432772758-
3627158256-1000

Link count: 1

Report table: Notable documents
Comment: [Me] Icon for Discord
on Desktop. Shows working
directory of Discord is
C:\Users\John
Doe\AppData\Local\Discord\

Unique ID: 0-112875
Owner: John Doe
1362272797-2432772758-
3627158256-1000

Link count: °1

Comment: [Me] Node.JS

Name: https_player.twitch.tv_0.localstorage
Description: existing file

Ext.: localstorage

Type: sqlitedb

Type status: newly identified

Type descr.: SQLite 3.x database

Category: Database, Finance

Evidence object: DiscordExecutionLab.raw, Partition 2
Path: \Users\John Doe\AppData\Roaming\discord\Local Storage
Parent name: Local Storage

Size: 3.0 KB

Created: 25/05/2018 23:05:28 +1

Modified: 25/05/2018 23:06:19 +1

Record changed: 25/05/2018 23:06:19 +1
Accessed: 25/05/2018 23:05:28 +1

Attr.: XA

1st sector: 34,627,392

ID: 91139

file:///E:/ExecuteLabTest2.html

S-1-5-21-

Report table: Notable documents

is mainly
used for the deployment of modules in
Discord such as the RPC node.

Page 2 of 3

Name:
https_discordapp.com_0.localstorage
Description: existing file

Ext.: localstorage

Type: sqlitedb

Type status: newly identified

Type descr.: SQLite 3.x database
Category: Database, Finance

Evidence object:
DiscordExecutionLab.raw, Partition 2
Path: \Users\John
Doe\AppData\Roaming\discord\Local
Storage

Parent name: Local Storage

Size: 8.0 KB

Created: 25/05/2018 22:40:01 +1
Modified: 25/05/2018 23:06:06 +1
Record changed: 25/05/2018 23:06:06
+1

Accessed: 25/05/2018 22:40:01 +1
Attr.: XA

1st sector: 134,304

ID: 90750

Int. ID: 113111

Int. parent: 113106

Unique ID: 0-113111

Owner: John Doe S-1-5-21-1362272797-
2432772758-3627158256-1000

Link count: °1

Report table: Notable documents
Comment: [Me] Local storage SQL file for
collecting statistics, email address, emoji
statistics and channel information such as
the channel ID. This file is very useful.
The SQLite 2009 Pro browser was unable
to open the file however DB Browser for
SQLite was able to successfully open the
file but not display the content in text
format. As such the file is being exported
out for investigation with the Discord
Extractor tool.

[Me] Email Address:
cccudiscord1l@protonmail.com, Keyboard

Locale: EN-US, Last Connected to
Discord: 1527285933645, Channel ID:
449692697431769100 and
449692697431769102

26/05/2018
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Int. ID: 113500

Int. parent: 113106

Unique ID: 0-113500

Owner: John Doe S-1-5-21-1362272797-2432772758-3627158256-1000
Link count: °1

Report table: Notable documents

Comment: [Me] Artefact indicates use of the site Twitch.TV.

DiscordExecutionLab.raw, Partition 2

Internal designation: [F:\Discord\Discord Execution Lab\DiscordExecutionLab.raw], Partition 2
Date added: 25/05/2018 23:46:25

Hash: n/a

Description Windows Installation

Domain: WORKGROUP

Computer name: OLIVER-MDL3HDER
Owner: John Doe

Version: Windows 7 Professional

Time zone: 0 min

Installation date: 04/05/2018 20:24:57 +0
Number of accounts: 1

File system: NTFS

Total capacity: 34,252,783,616 bytes = 31.9 GB
Sector count: 66,899,968

Bytes per sector: 512

Bytes per cluster: 4,096

Free clusters: 3,747,760 = 45% free

Total clusters: 8,362,495

NTFS version: 3.1

Volume flags: 0x0000

Volume GUID: {FCDS8BFEE-DDE3-4231-A0AD-C07A0B8F778D}
Serial No.: B8250F9C (hex)

Serial No.: 9COF25B8 (hex, rev)

Serial No.: 2618238392 (dec, rev)

file:///E:/ExecuteLabTest2.html 26/05/2018
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DiscordVictim Page 1 of 4

DiscordVictim

Examiner(s), organization, address:

Oliver George Bryant

Report generated by X-Ways Forensics 18.1 SR-8
Case file: E:\XWays\DiscordVictim.xfc

Creation time: 28/05/2018 21:55:03

Log time zone: +01:00 GMT Daylight Time

Report tables:
Notable documents

Evidence objects:
discordvictim?2
Partition 1

Partition 2

Notable documents (7 items)

Name: Cache Name: Cookies Name:

Description: existing directory Description: existing file https_discordapp.com_0.localstorage
Evidence  object:  discordvictim2, Type: sqlitedb Description: existing file

Partition 2 Type status: confirmed Ext.: localstorage

Path: \Users\Jane Type descr.: Google Chrome cookies Type: localstorage
Doe\AppData\Roaming\discord Category: Internet Type status: not verified

Parent name: discord Evidence  object: discordvictim2, Type descr.: localstorage

Size: 10.3 MB Partition 2 Category: Other/unknown type

Created: 28/05/2018 02:32:57 +1 Path: \Users\Jane Evidence object: discordvictim2, Partition
Modified: 28/05/2018 03:18:50 +1 Doe\AppData\Roaming\discord 2

Record changed: 28/05/2018 Parent name: discord Path: \Users\Jane
03:18:50 +1 Size: 7.0 KB Doe\AppData\Roaming\discord\Local
Accessed: 28/05/2018 03:18:50 +1 Created: 28/05/2018 02:32:59 +1 Storage

Attr.: X Modified: 28/05/2018 03:20:55 +1 Parent name: Local Storage

1st sector: 28,624 Record changed: 28/05/2018 Size: 8.0 KB

ID: 90577 03:20:55 +1 Created: 28/05/2018 02:47:02 +1

Int. ID: 112963 Accessed: 28/05/2018 02:32:59 +1 Modified: 28/05/2018 03:20:28 +1

Int. parent: 112079 Attr.: XA Record changed: 28/05/2018 03:20:28
Unique ID: 12-112963 1st sector: 18,690,832 +1

Owner: Jane Doe S-1-5-21- ID: 90585 Accessed: 28/05/2018 02:47:02 +1
1362272797-2432772758- Int. ID: 112971 Attr.: XA

3627158256-1001 Int. parent: 112079 1st sector: 135,128

Link count: 1 Unique ID: 12-112971 ID: 90620

File count: 44 Owner: Jane Doe S-1-5-21- Int. ID: 113006

Report table: Notable documents 1362272797-2432772758- Int. parent: 113002

Comment: [Me] Twitch.tv images 3627158256-1001 Unique ID: 12-113006

saved in the cache from a twitch.tv Link count: 1 Owner: Jane Doe S-1-5-21-1362272797-
profile, The image ducky.jpg sent via Report table: Notable documents 2432772758-3627158256-1001

a private message was displayed in Comment: [Me] Twitch.tv cookie Link count: °1
the cache and kermit.jpg was also shows that user accessed Twitch.tv. Report table: Notable documents

sent in a public chat. All the links are Comment: [Me] email:
publically accessible with no cccudiscordt3@protonmail.com, locale:
authentication methods required to US-Eng, Channels:
view the content. 450461385437085716,
450461385437085719,
450482283099455490

file:///E:/Discord/discord/victim/Report/Report.html 28/05/2018



DiscordVictim

Name: Name: f_000022
https_player.twitch.tv_0.localstorage Description: existing file

Description: existing file Type: png

Ext.: localstorage Type status: newly identified

Type: localstorage Type descr.: Portable  Network
Type status: not verified Graphics

Type descr.: localstorage Category: Pictures

Category: Other/unknown type Evidence  object: discordvictim2,
Evidence object: discordvictim2, Partition Partition 2

2 Path: \Users\Jane
Path: \Users\Jane Doe\AppData\Roaming\discord\Cache
Doe\AppData\Roaming\discord\Local Parent name: Cache

Storage Size: 121 KB

Parent name: Local Storage Created: 28/05/2018 03:14:12 +1
Size: 3.0 KB Modified: 28/05/2018 03:14:12 +1
Created: 28/05/2018 03:12:45 +1 Record changed: 28/05/2018
Modified: 28/05/2018 03:14:58 +1 03:14:12 +1

Record changed: 28/05/2018 03:14:58 Accessed: 28/05/2018 03:14:12 +1
+1 Attr.: XA

Accessed: 28/05/2018 03:12:45 +1 1st sector: 40,260,032

Attr.: XA ID: 101192

1st sector: 36,320,592 Int. ID: 123570

ID: 101173 Int. parent: 112963

Int. ID: 123551 Unique ID: 12-123570

Int. parent: 113002 Owner: Jane Doe S-1-5-21-
Unique ID: 12-123551 1362272797-2432772758-

Owner: Jane Doe S-1-5-21-1362272797- 3627158256-1001
2432772758-3627158256-1001 Link count: 1

Link count: °1 Pixels: 92 KP

Report table: Notable documents Report table: Notable documents

Comment: [Me] Content marked as Comment: [Me] Elegy twitch profile
mature sent to Jane Doe. Resume image from the twitch.tv player.
Times/Epoch: 28862638016 - 6416 -

54471603

Name: f_000027

Description: existing file

Type: jpg

Type status: newly identified

Type descr.: JPEG

Category: Pictures

Evidence object: discordvictim2, Partition 2

Path: \Users\Jane Doe\AppData\Roaming\discord\Cache
Parent name: Cache

Size: 62.3 KB

Created: 28/05/2018 03:18:50 +1

Modified: 28/05/2018 03:18:50 +1

Record changed: 28/05/2018 03:18:50 +1

Accessed: 28/05/2018 03:18:50 +1

Attr.: XA

1st sector: 41,222,984

ID: 109695

Int. ID: 132139

Int. parent: 112963

Unique ID: 12-132139

Owner: Jane Doe S-1-5-21-1362272797-2432772758-3627158256-1001
Link count: 1

Pixels: 0.3 MP

Report table: Notable documents

Comment: [Me] Ducky image that was sent to the victim via private message.

file:///E:/Discord/discord/victim/Report/Report.html

Page 2 of 4

Name: f_000025

Description: existing file

Type: jpg

Type status: newly identified

Type descr.: JPEG

Category: Pictures

Evidence  object: discordvictim2,
Partition 2

Path: \Users\Jane
Doe\AppData\Roaming\discord\Cache
Parent name: Cache

Size: 46.9 KB

Created: 28/05/2018 03:16:59 +1
Modified: 28/05/2018 03:16:59 +1
Record changed: 28/05/2018
03:16:59 +1

Accessed: 28/05/2018 03:16:59 +1
Attr.: XA

1st sector: 40,194,928

ID: 101257

Int. ID: 123635

Int. parent: 112963

Unique ID: 12-123635

Owner: Jane Doe S-1-5-21-
1362272797-2432772758-
3627158256-1001

Link count: 1

Pixels: 0.3 MP

Report table: Notable documents
Comment: [Me] Kermit.jpg Image
sent from the attacker displayed in
the cache.

28/05/2018



DiscordVictim

discordvictim?2

Internal designation: [F:\Discord\Discord Victim\discordvictim2.raw]

Date added: 28/05/2018 22:26:20

Hash: n/a

Description

Total capacity: 34,359,738,368 bytes = 32.0 GB
Bytes per sector: 512

Sector count: 67,108,864

Partitioning style: MBR
Disk signature: 7C0177B1
Unpartitionable space: 2,048 Sectors

Partition 1

Sectors 2,048 - 206,847
Partition table: Sector 0
NTFS

Partition 2

Sectors 206,848 - 67,106,815
Partition table: Sector 0

NTFS

Unused inter-partition space:

Sectors 0 - 2,047 (1.0 MB)

Sectors 67,106,816 - 67,108,863 (1.0 MB)
= 2.0 MB

Partition 1

Internal designation: [F:\Discord\Discord Victim\discordvictim2.raw], Partition 1

Date added: 28/05/2018 22:26:21
Hash: n/a

Description File system: NTFS
Name: System Reserved

Total capacity: 104,857,600 bytes = 100 MB
Sector count: 204,800

Bytes per sector: 512

Bytes per cluster: 4,096

Free clusters: 19,418 = 76% free
Total clusters: 25,599

NTFS version: 3.1

Volume flags: 0x0000

Serial No.: 78240B14 (hex)

Serial No.: 140B2478 (hex, rev)
Serial No.: 336274552 (dec, rev)

file:///E:/Discord/discord/victim/Report/Report.html
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DiscordVictim

Partition 2

Internal designation: [F:\Discord\Discord Victim\discordvictim2.raw], Partition 2

Date added: 28/05/2018 22:26:21

Hash: n/a

Description Windows Installation

Domain: WORKGROUP

Computer name: OLIVER-MDL3HDER
Owner: John Doe

Version: Windows 7 Professional

Time zone: 0 min

Installation date: 04/05/2018 20:24:57 +0
Number of accounts: 2

File system: NTFS

Total capacity: 34,252,783,616 bytes = 31.9 GB
Sector count: 66,899,968

Bytes per sector: 512

Bytes per cluster: 4,096

Free clusters: 3,495,830 = 42% free

Total clusters: 8,362,495

NTFS version: 3.1

Volume flags: 0x0000

Volume GUID: {FCD8BFEE-DDE3-4231-A0AD-C07A0B8F778D}
Serial No.: B8250F9C (hex)

Serial No.: 9COF25B8 (hex, rev)

Serial No.: 2618238392 (dec, rev)

file:///E:/Discord/discord/victim/Report/Report.html
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DiscordVictim Page 1 of 4

DiscordVictim

Examiner(s), organization, address:

Oliver George Bryant

Report generated by X-Ways Forensics 18.1 SR-8
Case file: E:\XWays\DiscordVictim.xfc

Creation time: 28/05/2018 21:55:03

Log time zone: +01:00 GMT Daylight Time

Report tables:
Notable documents

Evidence objects:
discordvictim?2
Partition 1

Partition 2

Notable documents (7 items)

Name: Cache Name: Cookies Name:

Description: existing directory Description: existing file https_discordapp.com_0.localstorage
Evidence  object:  discordvictim2, Type: sqlitedb Description: existing file

Partition 2 Type status: confirmed Ext.: localstorage

Path: \Users\Jane Type descr.: Google Chrome cookies Type: localstorage
Doe\AppData\Roaming\discord Category: Internet Type status: not verified

Parent name: discord Evidence  object: discordvictim2, Type descr.: localstorage

Size: 10.3 MB Partition 2 Category: Other/unknown type

Created: 28/05/2018 02:32:57 +1 Path: \Users\Jane Evidence object: discordvictim2, Partition
Modified: 28/05/2018 03:18:50 +1 Doe\AppData\Roaming\discord 2

Record changed: 28/05/2018 Parent name: discord Path: \Users\Jane
03:18:50 +1 Size: 7.0 KB Doe\AppData\Roaming\discord\Local
Accessed: 28/05/2018 03:18:50 +1 Created: 28/05/2018 02:32:59 +1 Storage

Attr.: X Modified: 28/05/2018 03:20:55 +1 Parent name: Local Storage

1st sector: 28,624 Record changed: 28/05/2018 Size: 8.0 KB

ID: 90577 03:20:55 +1 Created: 28/05/2018 02:47:02 +1

Int. ID: 112963 Accessed: 28/05/2018 02:32:59 +1 Modified: 28/05/2018 03:20:28 +1

Int. parent: 112079 Attr.: XA Record changed: 28/05/2018 03:20:28
Unique ID: 12-112963 1st sector: 18,690,832 +1

Owner: Jane Doe S-1-5-21- ID: 90585 Accessed: 28/05/2018 02:47:02 +1
1362272797-2432772758- Int. ID: 112971 Attr.: XA

3627158256-1001 Int. parent: 112079 1st sector: 135,128

Link count: 1 Unique ID: 12-112971 ID: 90620

File count: 44 Owner: Jane Doe S-1-5-21- Int. ID: 113006

Report table: Notable documents 1362272797-2432772758- Int. parent: 113002

Comment: [Me] Twitch.tv images 3627158256-1001 Unique ID: 12-113006

saved in the cache from a twitch.tv Link count: 1 Owner: Jane Doe S-1-5-21-1362272797-
profile, The image ducky.jpg sent via Report table: Notable documents 2432772758-3627158256-1001

a private message was displayed in Comment: [Me] Twitch.tv cookie Link count: °1
the cache and kermit.jpg was also shows that user accessed Twitch.tv. Report table: Notable documents

sent in a public chat. All the links are Comment: [Me] email:
publically accessible with no cccudiscordt3@protonmail.com, locale:
authentication methods required to US-Eng, Channels:
view the content. 450461385437085716,
450461385437085719,
450482283099455490

file:///E:/Discord/discord/victim/Report/Report.html 28/05/2018



DiscordVictim

Name: Name: f_000022
https_player.twitch.tv_0.localstorage Description: existing file

Description: existing file Type: png

Ext.: localstorage Type status: newly identified

Type: localstorage Type descr.: Portable  Network
Type status: not verified Graphics

Type descr.: localstorage Category: Pictures

Category: Other/unknown type Evidence  object: discordvictim2,
Evidence object: discordvictim2, Partition Partition 2

2 Path: \Users\Jane
Path: \Users\Jane Doe\AppData\Roaming\discord\Cache
Doe\AppData\Roaming\discord\Local Parent name: Cache

Storage Size: 121 KB

Parent name: Local Storage Created: 28/05/2018 03:14:12 +1
Size: 3.0 KB Modified: 28/05/2018 03:14:12 +1
Created: 28/05/2018 03:12:45 +1 Record changed: 28/05/2018
Modified: 28/05/2018 03:14:58 +1 03:14:12 +1

Record changed: 28/05/2018 03:14:58 Accessed: 28/05/2018 03:14:12 +1
+1 Attr.: XA

Accessed: 28/05/2018 03:12:45 +1 1st sector: 40,260,032

Attr.: XA ID: 101192

1st sector: 36,320,592 Int. ID: 123570

ID: 101173 Int. parent: 112963

Int. ID: 123551 Unique ID: 12-123570

Int. parent: 113002 Owner: Jane Doe S-1-5-21-
Unique ID: 12-123551 1362272797-2432772758-

Owner: Jane Doe S-1-5-21-1362272797- 3627158256-1001
2432772758-3627158256-1001 Link count: 1

Link count: °1 Pixels: 92 KP

Report table: Notable documents Report table: Notable documents

Comment: [Me] Content marked as Comment: [Me] Elegy twitch profile
mature sent to Jane Doe. Resume image from the twitch.tv player.
Times/Epoch: 28862638016 - 6416 -

54471603

Name: f_000027

Description: existing file

Type: jpg

Type status: newly identified

Type descr.: JPEG

Category: Pictures

Evidence object: discordvictim2, Partition 2

Path: \Users\Jane Doe\AppData\Roaming\discord\Cache
Parent name: Cache

Size: 62.3 KB

Created: 28/05/2018 03:18:50 +1

Modified: 28/05/2018 03:18:50 +1

Record changed: 28/05/2018 03:18:50 +1

Accessed: 28/05/2018 03:18:50 +1

Attr.: XA

1st sector: 41,222,984

ID: 109695

Int. ID: 132139

Int. parent: 112963

Unique ID: 12-132139

Owner: Jane Doe S-1-5-21-1362272797-2432772758-3627158256-1001
Link count: 1

Pixels: 0.3 MP

Report table: Notable documents

Comment: [Me] Ducky image that was sent to the victim via private message.

file:///E:/Discord/discord/victim/Report/Report.html

Page 2 of 4

Name: f_000025

Description: existing file

Type: jpg

Type status: newly identified

Type descr.: JPEG

Category: Pictures

Evidence  object: discordvictim2,
Partition 2

Path: \Users\Jane
Doe\AppData\Roaming\discord\Cache
Parent name: Cache

Size: 46.9 KB

Created: 28/05/2018 03:16:59 +1
Modified: 28/05/2018 03:16:59 +1
Record changed: 28/05/2018
03:16:59 +1

Accessed: 28/05/2018 03:16:59 +1
Attr.: XA

1st sector: 40,194,928

ID: 101257

Int. ID: 123635

Int. parent: 112963

Unique ID: 12-123635

Owner: Jane Doe S-1-5-21-
1362272797-2432772758-
3627158256-1001

Link count: 1

Pixels: 0.3 MP

Report table: Notable documents
Comment: [Me] Kermit.jpg Image
sent from the attacker displayed in
the cache.

28/05/2018



DiscordVictim

discordvictim?2

Internal designation: [F:\Discord\Discord Victim\discordvictim2.raw]

Date added: 28/05/2018 22:26:20

Hash: n/a

Description

Total capacity: 34,359,738,368 bytes = 32.0 GB
Bytes per sector: 512

Sector count: 67,108,864

Partitioning style: MBR
Disk signature: 7C0177B1
Unpartitionable space: 2,048 Sectors

Partition 1

Sectors 2,048 - 206,847
Partition table: Sector 0
NTFS

Partition 2

Sectors 206,848 - 67,106,815
Partition table: Sector 0

NTFS

Unused inter-partition space:

Sectors 0 - 2,047 (1.0 MB)

Sectors 67,106,816 - 67,108,863 (1.0 MB)
= 2.0 MB

Partition 1

Internal designation: [F:\Discord\Discord Victim\discordvictim2.raw], Partition 1

Date added: 28/05/2018 22:26:21
Hash: n/a

Description File system: NTFS
Name: System Reserved

Total capacity: 104,857,600 bytes = 100 MB
Sector count: 204,800

Bytes per sector: 512

Bytes per cluster: 4,096

Free clusters: 19,418 = 76% free
Total clusters: 25,599

NTFS version: 3.1

Volume flags: 0x0000

Serial No.: 78240B14 (hex)

Serial No.: 140B2478 (hex, rev)
Serial No.: 336274552 (dec, rev)

file:///E:/Discord/discord/victim/Report/Report.html
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DiscordVictim

Partition 2

Internal designation: [F:\Discord\Discord Victim\discordvictim2.raw], Partition 2

Date added: 28/05/2018 22:26:21

Hash: n/a

Description Windows Installation

Domain: WORKGROUP

Computer name: OLIVER-MDL3HDER
Owner: John Doe

Version: Windows 7 Professional

Time zone: 0 min

Installation date: 04/05/2018 20:24:57 +0
Number of accounts: 2

File system: NTFS

Total capacity: 34,252,783,616 bytes = 31.9 GB
Sector count: 66,899,968

Bytes per sector: 512

Bytes per cluster: 4,096

Free clusters: 3,495,830 = 42% free

Total clusters: 8,362,495

NTFS version: 3.1

Volume flags: 0x0000

Volume GUID: {FCD8BFEE-DDE3-4231-A0AD-C07A0B8F778D}
Serial No.: B8250F9C (hex)

Serial No.: 9COF25B8 (hex, rev)

Serial No.: 2618238392 (dec, rev)

file:///E:/Discord/discord/victim/Report/Report.html
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