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The mProv Project: Enabling Provenance
for Mobile Sensor Data

mProv Use Case:
Annotations & Provenance for a Marker Stream

Open Metadata Standards for Health Device DataAccess Control Based on Data, Metadata, and Provenance

Metadata for Streaming Data in MD2K

mProv Provenance Platform

Mobile Sensor Data Needs Provenance Metadata

Need for shared repositories of mobile sensor data – but data must have provenance to 

enable reproducibility, integration, and comparative analysis

Mobile sensor data introduces challenges due to volume and heterogeneity:
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Stream joins integrate the streams

from each device, for each owner

A stream join integrates the device streams

for each owner

Based on the provenance annotations, we

control access to private data from the home

We accumulate data into sliding windows

and then perform a quality check on recent data
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Standards Capture/Storage Privacy Query/Replay
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metadata for 
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Define tools and 
services for 
automatically 
capturing 
provenance 
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streaming source & 
derived data

Provide access 
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streaming data, 
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annotations
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for querying 
streaming data’s 
provenance and for 
replaying streams 
from archival

Marker Data Streams for Mobile Health in MD2K

Mobile Sensor Big Data Platform: Cerebral Cortex

Streams of data from sensors are being processed via pipelines of modules in 

Apache Spark on the cloud, with modules written in Python (Pandas + 

decorators)

e.g., map + reduce, lambda functions filter chains, relational algebra

Stream Processing in Cerebral Cortex:
Raw Streams →Marker Data Streams
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mProv captures (in a stream and in storage) the output of the pipeline, 

but also the inputs and steps, and any annotations on them!

For streaming data – we can query about its provenance and 

metadata to, e.g., filter or rank the result

For stored data – we can merge streams and replay precisely, 

differentiate among elements, and see if they were produced 

similarly

mProv stores, streams, visualizes, & queries provenance 
and annotations for input & marker streams
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Location Data Streams

• Cumulative Staying Time at a given place
• Transition Frequency between two centroids
• The total distance covered
• The maximum distance between two location
• The standard deviation of the displacement
• The maximum distance from ‘home’, ‘work’
• The number of different significant places visited
• The number of different places visited
• The radius of gyration
• The routine Index

Places Of Interest marking
ST1, ET1 ,‘Home’
ST2, ET2 ,‘Work’
ST3, ET3 ,‘Other’

...
STn, ETn ,‘Home’

Feature Computation

• Compute locations (gps co-ordinates) dwelled by participants 
more than 10 minutes from GPS time series.

• Using google_places_api mark the places of interest (POI) 
present in the close vicinity of the computed locations.

• Place of Interest (POI) includes – ‘Places of worship’, 
‘Sports/leisure’, ‘Education’, ‘Entertainment’, ‘Stores’, 
‘Restaurants/bars’, 

Feature Computation

Cumulative Staying Time at each of 
the places of interest each day, 

during the study period

Model to mark POIs, trained using mPerf data

‘Hospitals’, ‘Community Services’

* Future Works

GPS Data Self-report Data

Data stream elements are associated with policy and annotation
information and provenance

Access control policies restrict stream visibility, using metadata about:
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• Open mHealth 

standardized schemas for 91 

health data elements

• Shimmer tool maps 

biomarkers to OmH schemas

• mFHIR Implementation 

Guide standardizes OmH

schemas in FHIR, for 

integration with EHR 
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