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Abstract

Ubiquitous computing makes various computing devices available throughout the
physical setting. Ubiquitous computing devices are distributed and could be mobile,
and interactions among them are concurrent and often depend on the location of
the devices. Process calculi are formal models of concurrent and mobile systems.
The work in this thesis is inspired by the calculus of Mobile Ambients and other
process calculi such as Calculus of Communicating Systems which have proved to
be successful in the modelling of mobility, communication and structure of systems.

We start by developing operational semantics for the calculus of Mobile Ambients
and Push and Pull Ambient Calculus, and prove that the semantics are sound and
complete with respect to the corresponding underlying reduction semantics. This
thesis proposes a Calculus of Communication and Mobility, denoted by CMCpca,
for the modelling of mobility, communication and context awareness in the setting
of ubiquitous computing. CMCpca is an ambient calculus with the in and out
capabilities of Cardelli and Gordon as well the push and pull capabilities of Phillips
and Vigliotti. CMCpca has a new form of global communication similar to that in
Milner’s CCS. We define a new notion of behavioural equivalence for our calculus
in terms of an observation predicate and action transitions. Thus, we define barbed
bisimulation and congruence, and capability barbed bisimulation and congruence.
We then prove that capability barbed congruence coincides with barbed congruence.
We also include in the calculus a new form of context awareness mechanism that
allows ambients to query their current location and surrounding. We then propose
reduction semantics and operational semantics for the context awareness primitives,
and show that the semantics coincide. Several case studies and a variety of small

examples show the expressiveness and usefulness of our calculus.
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Chapter 1
Introduction

Ubiquitous computing [79, [78] provides various computing devices available through-
out the physical setting, and humans interact with networks of devices (dynamic,
invisible and embedded in everyday objects). The idea behind ubiquitous comput-
ing is to surround ourselves with computing devices that are carefully adjusted to
offer us hidden assistance as we navigate through our daily activities. In ubiquitous
and mobile computing environment computing devices are distributed and could
be mobile, and interactions among them are concurrent and often depend on the
location of the devices. The idea of mobile computing deals with the computations
carried out in mobile devices that are moved by the users, and communication in
such setting could be global, which means that agents may interact with subagents
inside other agents. Moreover, the notion of context aware computing [78), 56] is
introduced as an emerging trait of ubiquitous computing where devices adapt ac-
cording to the changing surroundings. Therefore, the aim of such setting is not to
support global ubiquity; which is to connect all systems to form a general service
domain, but rather to support context-based ubiquity.

We consider a scenario where a client intends to move from her current location
to some target location inside a building. She picks up her digital device PDA, and
sends a request to a server to provide a path between the two locations. The request
contains the names of the two locations, and the server sends a path between these
locations to the client via her PDA.

This scenario describes the main features of the ubiquitous computing setting

that we aim to model in this thesis, namely
e physical mobility, both active and passive
e global communication, and

e location modelling.
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Since the client moves around holding her digital device, we shall use two forms
of mobility, namely mobility using the in and out capabilities as in [I1] and mobility
modelled by the push and pull primitives as in [54]. Moreover, the server and the
client communicate globally and, hence, we introduce a new form of global com-
munication similar to that in [43]. Location modelling has become an important
aspect of the ubiquitous computing setting, where location awareness is considered
an important feature that provide communication among various ubiquitous com-
puting devices. We describe below in more detail how these features of ubiquitous
computing will be modelled.

Process algebras are used to model formally concurrent systems, and provide
specification for communication, interaction and synchronisation between collections
of independent agents [43]. Structural Operational Semantics, SOS for short, [55]
51, 73, [71],[72] is used to define the behaviour of a system in terms of the behaviour of
its parts. It is a standard approach of defining the semantics of a system by means of
transition rules [42]55]. Several process calculi were developed to model concurrency,
communication and distributed systems, most notably CSP [29] [30], CCS [43] [42]
and ACP [4]. These process calculi have no primitives to describe certain aspects
of behaviours of discussed above scenario, for example mobility and locations. The
idea of mobile code has been formalised by Milner in m-calculus [44, 49, 50]. =-
calculus can model a changing connectivity of interactive systems. The calculus is
an extension of CCS, and has been developed for modelling concurrent systems that
pass around resources that can be reused later.

The aforementioned process calculi do not represent directly physical mobility of
devices and their locations or surroundings. In the ubiquitous computing setting it
is beneficial to model interactions among mobile agents that communicate globally.
Communication in such settings could be global, which means that agents may
interact with subagents inside other agents. Moreover, the structures in such settings
may be active (that could move on their own) or passive (may only move when active
structures carry them), and may need to have knowledge of their current location
and surrounding.

This thesis continues research on Mobile Ambients [11} 0], MA for short, and
process calculi which have proved to be useful in the modelling of mobility, commu-
nication and structure of systems. We develop a Calculus of Mobility and Commu-
nication, CMCpca for short. In our calculus mobility, global communication and
location awareness are considered as first class entities. Therefore, we model loca-
tions and mobility as in Mobile Ambients. According to [I1] MA was proposed to
model mobility and locations that could not be modelled directly by other tradi-



Chapter 1. Introduction 3

tional calculi like CCS. The two aspects of mobility that MA models are; mobile
computing (that deals with physical mobility of computing devices), and mobile
computation (that deals with logical mobility of code between devices). In MA the
communication between ambients is modelled by the open capability in combination
with in and out capabilities. In our calculus, we drop the open capability since we
introduce a new mechanism of direct and global communication.

We start by presenting a new calculus, Calculus of Mobility (CM for short),
that inherits its mobility primitives from MA. Recently, a number of operational
semantics have been developed for Mobile Ambients and its variants as, for example,
in [16, 36, 37, 40, 38, 34, 8]. We develop an operational semantics for CM which
is inspired by [36 B7]. Our SOS rules use concretions vm(P)Q as introduced by
Milner [44] and later used in [36, 37, 40]. We show that the operational semantics
of CM coincides with the standard reduction semantics.

In past few years, several variants of MA have been introduced [6], 53], [54], [4T],
35, B6]. To the best of our knowledge, these ambient calculi do not support a direct
communication of an agent with a subagent inside another agent. Communication
may only happen between the two adjacent agents, namely communication between
parent and child or between siblings. Therefore, we extend CM by adding a direct
and global form of communication as in Milner’'s CCS [43], and hence we obtain
Calculus of Mobility and Communication(CMC). CMC introduces A to ambient
structure which shall be useful for the global communication between agents. We
change ambient name m in CM to my4 where A is the set of ports that the ambient
communicates on. In order to illustrate how our global communication works, we

consider process

(@.0 | b.0) | ma[ngla.0] | kc[b.0]], for a,b € Aa,b€ Band b ¢ C.

Here, ambient ng communicates globally via port a since a € A, B, whereas k¢

cannot communicate via b since b ¢ C. We obtain these intuitive transitions
(@0 | .0) | malnpla.0] | kc[b.0]] = (0] 0.0) | ma[ng[0] | kc[b.0]]

(@.0 | 6.0) | ma[npla.0] | kc[b.0]] = (@.0|0) | ma[ngla.0]| ke[0]).

Phillips and Vigliotti introduced the Push and Pull Ambient Calculus [54], PAC for
short, that allows modelling of certain security issues. The calculus models mobil-
ity in a different way, namely ambients can push away or pull in other ambients

by the push,, n and pull,, n capabilities. In our setting we also aim at modelling
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the behaviour of passive mobile structures as in [54]. We extend CMC by adding
additional mobility primitives to CMC and obtain CMCp. We add push(my) ng
and pulllma) np capabilities to move passive ambients around. The capability
push(my) np allows an ambient my4 to move np out of its boundary, whereas
pull(ma) np allows m4 to pull ng inside its body. The calculus now models both
forms of active and passive mobile structures which may communicate globally.

Consider
a.0 | kclclient alpull(client 4) deviceg.a.0] | deviceg[0]], for a € A, B, C.

Here, client, may only communicate globally via a if he picks up deviceg. The
ambient client s therefore pulls devicep inside its scope by pull(clients) devicep

capability. This is shown by the following transition

a.0 | kolclient s[pull(client 4) devicep.a.0] | devicep[0]] =

a.0 | kolclient 4]a.0 | devicep[0]]]

Now communication may take place as shown below:
@.0 | ke[client 4[a.0 | devicep[0]] = 0 | ke|client 4[0 | devicep[0]]

Furthermore, technologies have made it possible to detect a user’s presence or
a position or other attributes concerning the user. Therefore, context-awareness
and location-awareness have become important features of ubiquitous computing
environments. The idea of context aware computing has originated in [78]. It
enables an application to adapt to the changes in its environment and location.
In smart indoor settings, location is considered an important entity for providing
communication among various portable and static structures.

We consider location as one of the most typical forms of context. Context aware
applications basically use location of people and computing devices as their main
source of contextual information so that the personalised services are executed ac-
cordingly. We further proceed to extend our calculus to also include some of the basic
mechanism of context awareness. We add ploc(z).P and sloc(z).P to CMCp and
obtain CMCpca. The construct ploc(x) enquires the parent’s name, whereas sloc(z)
enquires the sibling’s name. These primitives enable agents to acquire the name of
their parent and sibling, and pass it as x to P. We develop operational semantics for
the extended calculus, and show that the operational semantics corresponds to the
reduction semantics. The context features of CMCpcp empower ambients to start

interaction in some scenarios, and adapt to the changes as required. For example,
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consider
server[Py] | building[ri[client o[ P, | devg[Py]] | r2[P/]]

p pull(client 4) devg.ploc(x).a(z,13).c(21).0

Py & a(xl’yl)_l_)(;pl,yl).d(z).é(z)-o
Ps d:ef b(xQ,yQ)a(path(T, anyQ))'O

P, is the agent running inside ry

A graphical representation of this setting is given below.

building

o e = = = = =

In this setting, server delivers services to client 4 based on its current location.
We assume a,b,¢,d € A and a,b,c,d € B. We write m[P] instead of m[P] when-
ever ambients allow communication on all visible ports, so server, building, ry, 79
may communicate on any ports. The ambient client, first pulls the device by
pull(client 4) devp capability. Then next client, acquires its parent’s name 7 by
its ploc(z) capability and sends it (r;) and the target location ry to server via
devg. Based on the two locations server calculates the path out ry.in ry using
path(T, z2,ys2), where T represents the tree structure of our setting, and delivers it
to client s via devg. This enables client, to move from r; to ro by following the
appropriate sequence of capabilities. This example models the scenario that we have
presented at the beginning of this chapter.

In this thesis several case studies and a variety of small examples are given that
show the expressiveness and usefulness of our calculi. For example, the intelligent
hospital setting case study, where services follow mobile ambients uses global com-
munication and the in and out capabilities, and the interactive shopping mall case
study illustrates the usefulness of global communication, push and pull, and ploc(z)
and sloc(z) features of CMCpca.
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1.1 Contributions

The first contribution is the Calculus of Mobility (CM) which models the mobile
structures in the setting of ubiquitous computing. The thesis builds on recent re-
search in the area of Mobile Ambients and other process calculi that have proved
useful in the modelling of mobility, communication and structure of systems. The
calculus CM inherits its syntax and reduction semantics from Mobile Ambients [10].
An operational semantics for CM is developed and is proved sound and complete
with respect to the standard reduction semantics.

We then add a new form of global communication similar to that in Milner’s
CCS [43] to CM. This gives us a Calculus of Mobility and Communication (CMC).
In CMC we modify m[P] to m4[P] by adding a set of ports A to it that allows
agents executing inside ambients to communicate on. The calculus is developed
with real-world applications in mind and its usefulness is illustrated in case studies
and small examples. A new notion of behavioural equivalence for CMC is intro-
duced in terms of a-transitions (<) and observation predicate. We define barbed
bisimulation congruence and capability barbed bisimulation congruence, and show
that the congruence relations of the two forms of barbs imply each other.

We proceed to extend CMC with additional mobility primitives, namely the push
and pull capabilities, and thus obtain CMCp. Intuitively the extended calculus
models passive and active mobile structures in the setting of ubiquitous computing.
We develop a new operational semantics, and the first such operational semantics
as far as we know, for CMCp and prove that the semantics is sound and complete
with respect to the standard reduction semantics.

We finally extend CMCp to a new calculus CMCpcy by adding context awareness
primitives. We add basic forms of context awareness mechanism, namely location
awareness, that gives the parent name of an ambient and sibling awareness, that gives
the name of a sibling ambient. We develop reduction and operational semantics for
the additional features of our calculus. We show that the operational semantics is
sound with respect to the reduction semantics.

The expressiveness and usefulness of the calculus is exemplified by several case
studies where the relevant constructs are used to model various features of the cal-
culus. For example, in our Path case study in Section [B.3.1], server calculates path
as a sequence of in and out capabilities between two locations inside a building
and delivers it to the mobile agents to move from one location to another whenever
required. Furthermore, the intelligent hospital case study in Section models
that services follow doctor while he moves around the building and deals with the

patients. Server communicates with doctor globally via fixed or mobile computing
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devices that are distributed around the building, and delivers services to the appro-
priate device provided that the doctor is in the same room as the device. We also
consider scenarios to show the requirement of passive mobile structures in the set-
ting of ubiquitous and mobile computing, namely a mobile device sends a message
to its user and the user cannot view the message unless he picks up the device. This
is modelled by the pull capability and ambients tagged with an appropriate set of
communication actions. We also provide an interactive shopping mall case study
in Section [Z.5.1] that illustrates the usefulness of global communication, push and
pull, and ploc(z) and sloc(z) features of CMCpca. The mall consists of a number of
retail outlets, clients and computing devices. There is a server that delivers services
to clients on requests via devices which are distributed inside the mall. Moreover,
we device a small case study in Section where smart devices automatically
switch their ON and OFF modes depending on their location and the users who
are using them. The constructs push, pull and ploc(z) are considered more relevant
in combination with global communication.

This thesis presents a number of case studies that illustrate expressiveness of
the calculus. The systematic addition of new primitives smoothly increases the
usefulness of the calculus. Summarising, due to the expressiveness power of CMC,
the calculus could be used to model a variety of features that could be illustrated
in the settings ubiquitous computing. These features are agents’ mobility, system
changing structures, location, global communication between agents and context
awareness. The final calculus CMCpcp is saturated with a number of primitives
which makes the calculus more powerful, that is, CMCpcy is useful to model other
scenarios in general.

For example, A Firewall Access scenario, taken from [I1], represents an access
authorisation of a mobile ambient by means of pilot and wrapper ambients. The
ambient firewall keeps its name secret, and uses a pilot ambient to share its name
with the target agent. The setting where a single target agent gets access across the

firewall is defined as follows:

Firewall (vw)wlk[out w.in k' .in w] | open k'.open k".P))

Agent Y gy lopen k.E"[Q]]

In this example an agent Agent crosses a firewall w, and after a number of reductions
the agent gains access to the firewall contents. It is not guaranteed which particular
agent may enter the firewall but the access authorisation is granted by the firewall

by sharing its name with the intended agent. These agents may be composed in
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parallel as follows:

Agent | Firewall = (vw)k'[open k.k"[Q]] | w[k[out w.in K .in w] | open k'.open k".P])
where fn(P) U fn(Q) N{k, k', k"} = ¢ and w & fn(Q).

In this setting, k, k', k" are passwords that are previously agreed between the two
interacting agents, where k and &’ act as pilot and wrapper ambients, and £” encloses
the agent Q. The open capabilities dissolve the ambients k, k’, k", hence finally, we
obtain (vw)w[Q | PJ.

Such a scenario can be rewritten in CMCpcya as follows:

Network ™ v(a, b)(nets[wg[ploc(z).a(z) | b.P'] | P"]), fora,b€ B,a€ A,b ¢ A
Agent X v(a,b)(mcla(y).in y | 0.Q']), for {a,b} € C
Network | Agent = v(a,b)(nets[wg[ploc(z).a(z) | b.P'] | P"] | mcla(y).iny | b.Q'])

In this example, initially mobile ambient m¢ and firewall wg cannot communicate
globally via b, since b ¢ A. The network allows only the authorised agents to
interact with the enclosing contents. The access authorisation is assigned by the
firewall which controls the incoming agents based on previously set agreement. The
primitive ploc(z) allows the firewall to have the name of its parent (net, in this
case). It then shares the network name net, with the target agent. The ambient

mc after receiving the value via a becomes able to enter the network by its in net 4

capability.

Now communication between m¢ and the firewall wg may take place as shown
below:
v(a,b)(netslwg[ploc(x).a(z) | b.P'] | P"] | mcla(y).iny | b.Q"]) =

[
net slwpla(nets) | b.P'] | P"] | mela(y).iny | b.Q')) =
net slwp[b.P'] | P"] | melin nety | 0.Q']) =
[

v(a,

b)(
b)(
b)(
b)(netalme[b.Q'] | wg[b.P'] | P")).

This example shows the usefulness of CMCpca primitives in translating such sce-
narios. The communication ports can conveniently be used for global communication
between ambients. This may also place a restriction at the level of ambients where

the communication is not intended. Similarly, the other constructs of CMCpca are

suitable in modelling and translating such scenarios if applied appropriately.
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1.2 Thesis Outline

The rest of the thesis has been organised as follows:

2

Background and Related Work

This chapter describes background information and related work.

Towards a Calculus of Mobility

In this chapter we discuss the syntax and semantics of MA. We modify the
definition of ambient and write m4[P], for some set of actions A, instead of
m[P] and call it as, a Calculus of Mobility (CM). We develop operational
semantics for CM and prove that the semantics is sound with respect to the
standard reduction semantics. We show by presenting three examples that the
proposed operational semantics is not complete with respect to the standard

reduction semantics.

Operational Semantics of a Calculus of Mobility

We develop a new better operational semantics for CM. The SOS rules use
concretions vm(P)Q [36], 37, 40]. We prove that the operational semantics is

sound and complete with respect to the standard reduction semantics.

The Calculus of Mobility and Communication

We add global communication to CM, and obtain thus a Calculus of Mobility
and Communication (CMC). We develop an operational semantics for CMC
which include new SOS rule for global communication. The usefulness of
CMC is illustrated in two bigger case studies. We also define a new notion of
behavioural equivalence for CMC, in terms of observation predicate and action

transitions.

Operational Semantics for Push and Pull Ambient Calculus

In this chapter CMC is extended with additional passive mobility primitives
to give CMCp. We introduce the push and pull primitives, and develop a new
operational semantics for our calculus. The operational semantics is proved
sound and complete with respect to the standard reduction semantics. A

number of small examples show the usefulness of the extended calculus.

Context-Awareness: Location and Surrounding

In this chapter we introduce a basic form of context awareness. We extend

CMCp by adding the ploc and sloc primitives that help ambients to gain a
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knowledge of their parent’s and sibling’s identity. We develop an operational
semantics for the final calculus CMCpca which is sound with respect to the
standard reduction semantics. The usefulness of CMCpgya is shown by several

examples.

Conclusion and Future Work

The last chapter summarises our results and gives an evaluation of the work

done. We then give several directions to future work.



Chapter 2

Background and Related Work

This chapter presents the background information that is needed to understand the

formal specification and behaviour of mobile and communicating agents.

2.1 Process Algebra

Process algebras are used to formally model concurrent systems, and provides for-
malisms for specifying communications, interactions, and synchronizations between
collections of independent agents. Structural Operational Semantics (SOS for short)
[55, 5], [73] is used to define the behaviour of a system in terms of the behaviour
of its parts. In particular, SOS specification defines the behaviour of a program in
terms of a (set of) transition relation(s). Practical introduction to the formal speci-
fication of concurrent systems is given by Robin Milner in his book Communication
and Concurrency [43]. The precise notion of communicating systems is given by
providing operational meanings to the syntactic constructions. Theoretical aspects
of the concurrency are illustrated by a variety of examples in [43] 42}, [15]. This helps
the readers to combine both aspects (practical and theoretical) according to their
particular tastes and requirements. Robin Milner has given an excellent introduc-
tion to the mobile communicating systems with more emphasis on applications and
less upon the behavioural theory in his book “Communicating and Mobile Systems:
The m-calculus” [44]. He clearly describes the applications of mobile systems with
practical examples. m-calculus is presented as a model of the changing connectivity

of the interactive systems.
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2.1.1 Structural Operational Semantics and Transition Rules

for CCS

In this section we shall consider the Calculus of Communicating Systems, its syntax,
and then the transition rules for CCS operators. We shall also present some expres-
sions and inference trees showing the application of CCS transition rules. CCS shall
be used in Chapter [l therefore we assume that the reader is familiar with CCS and
the description will be brief.

Process algebra is used to formally model concurrent systems. Operational se-
mantics allow us to describe communication, interaction and synchronisation be-
tween a collection of independent agents or processes [43]. Concurrent systems can
be best described as networks of agents or processes. Several process calculi have
been developed to model concurrent interactions among distributed agents. Since
concurrency and interactions are considered the basic features that we intend to
model, CCS is a suitable formalism. The calculus was introduced by Robin Mil-
ner [43 42] in the early 1980s with the aim of modelling concurrent behaviour of

communicating systems.

The Syntax of CCS

The Calculus of Communicating Systems focuses on a very simple paradigm of
synchronous handshakes. Two processes on. P and on.(), when composed in parallel
on.P | on.QQ may execute by synchronising via port on and after the execution
proceed as P and () respectively, as shown by the transition on.P | on.Q = P | Q.

The syntax of CCS as in [43, [70] is as follows: We assume that 4 is an infinite
set of names, which is ranged over by a, b,c,.... The set of co-names is denoted by
A, and is ranged over by @, b, ¢, .... We set £ = AU A, where L is the set of labels,
ranged over by [, I’. We extend complementation to the whole of £, so that @ = a.
We shall need one more special action, namely the internal, silent action 7, which is
not a member of £. An infinite set Act comprises all possible actions that an agent
can perform and «, § range over it. Act also includes 7, which is a single completed
action of composite agents. So Act = LU {7}. In the basic calculus, labels have no

value parameters. We further assume
o X — set of agent variables, ranged over by X,Y, ...,
e |C —set of agent constants, ranged over by A, B, ...,

e We use [ or J for indexing sets, for example {E; : i € I} is a family of

expressions indexed by I.
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The set &€ of agent expressions is the smallest set which includes X and K and

contains the following expressions, where E, E; are already in &:

—_

. a.F, a Prefix (a € Act)

2. Y .cr B, a Summation (I an indexing set)
3. E1|Es, a Composition

4. E\L, a Restriction (L C L)

5. E[f], a Relabelling (f is a relabelling function)

Example 2.1. Consider a simple vending machine originally proposed by Hoare
[30]. We consider a big chocolate costs 2p, little chocolate costs 1p, and only these
coins are accepted. One way of defining the behaviour of vending machine V' is in

terms of its interaction with external environment.
v 2p.big.collect.V + 1p.little.collect.V

This expression shows the behaviour of vending machine in terms of interaction with
environment using ports 1p, 2p, collect, big and little. The behaviour of the system
is quite restricted, for example, to get big chocolate one cannot insert two 1p coins,

or machine will not give little chocolate if 2p coin is inserted.

Labelled Transition Semantics of CCS

Operational semantics is a formal way of defining the meaning of various agent ex-
pressions in terms of all their possible transitions [28, [70, 80]. Structural Operational
Semantics is used to define the behaviour of a system in terms of the behaviour of
its parts [55]. The behaviour of an agent is represented in terms of a graph or tree
or, more formally, by a Label Transition System (LTS) [43]. Formally, an LTS is a
tuple (S,T,{-%: t € T}) where S is a set of states, T is a set of transition labels,
and 5 C Sx S, forteT,is a family of transition relations. The transition rules,

or SOS rules, for CCS operators are given below:
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E % F
(Act) ——— (Sum,) ——t— (jE)
E S E F3F
(Com,) ~ (Com,) ~
E|F &% E'|F E|F % E|F
1 1 e /
E>S>E F S F E = F _
(Comy,) = (Res) o (o, @ ¢ L)
E|F — E'|F' E\L = E\L
E S E P p .
(Rel) o (Con) - (A p)
E[f] 5 E'[f] AL p

(Act) - a.F shows that it has a transition from the initial state a.E to state E

without any hypotheses (contain several transitions of the components).

(Sumy) - > .., Es has an action « if any one summand E; (where j € I) has an
action a. For I = (), there is no rule so we define 0 as ), ¢ Ei. This means

that 0 does not have any transitions.

(Coml, Com2) - In expression E|F or F|E the components E and F' can act

concurrently with, and independently of, each other.

(Com3) - It represents that components E and F' of F|F may communicate with

each other through complementary actions (ports).

(Res) - When a port | (€ L) is restricted in an agent expression E, there will be
no interaction between E through port [ with any other agent outside E.

Thus, E cannot perform a restricted action .

(Con) - Finally, if A YA , then, by using transition rule Con, we can infer

A S A froma. A S A

Inference Trees

Transition rules are used to justify the validity of transitions. For example, the
transition ((a.E + b.0) | a.F) a — (E | F)\a is derived as follows:

Inference trees demonstrate the relationship between transition semantics and
the transition graphs. The SOS rules are used to prove or disprove the validity of

transitions of agent expressions. We consider the agent expression

((a.0 + b.c.0) | (a.b.0 + c.d.0)[d/a][b/d])\b
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Y R
bl +b0—=FE E.F—>FC
- 01113
(a.E+00)|a.F S E|F
Res

(a.E +b.0) |aF)\a > (E| F)\a

and construct the inference tree that proves valid 7-transition of the expression. The

inference tree is given in Figure 2.1l

————— Act
a.b0 — b.0 Sum,
_ Act a.b.0+c.d0 % b.0 Rel
be0 % O Sum, (a.b.0 + c.d.0)[d/a] 2 b.0[d/d] fel
a.0+b.c0 > 0 (a.b.0 + c.d.0)[d/a][b/d] > b.0[d/a][b/d] Com
(0.0 + b.c.0) | (a.b.0 + c.d.0)[d/a][b/d] 5 (c.0 | b.0[d/a][b/d]
((a.0 + b.c.0) | (a.b.0 + c.d.0)[d/a][b/d])\b = (c.0 | b.0[d/a][b/d])\b

Figure 2.1: Inference tree

2.1.2 Mobile Ambients

The Calculus of Mobile Ambients, MA for short, has been introduced by Cardelli
and Gordon as a model for mobile computations that are distributed [12] [I1]. Mo-
bile Ambients is a concurrent process calculus, where the notion of ambient is used
to model various structures that are distributed and mobile. According to [11], MA
was developed to model two different aspects of mobility, namely mobile computing;
concerning computation that is carried out in mobile devices, and mobile computa-
tion; concerning mobile code that moves between computing devices. An ambient
is a bounded place in which computations occur [12], 1], 0], it has a tree structure
possibly containing sub-ambients. Furthermore, MA aims at describing all these
aspects of mobility within a single uniform framework consisting of mobile agents,
interactions among them, and ambients’ mobility. The authors describe in [11] that
the inspiration for the MA comes from the potential for mobile computation over
the World-Wide Web and the main difficulty with mobile computation on the Web
is the handling of administrative domains. Therefore, at the most fundamental level
MA captures notions of locations, of mobility and of authorization to move [11] 12].
Ambients are named terms of the form n[P] where n is a name and P a process. Am-
bients may enter or exit named ambients by their in n and out n capabilities. The

ambient’s open capability dissolves its boundary so that the communication may
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take place. Processes can be composed in parallel as in P | @), represent restricted
names as in (vm)P, exercise a capability as in C.P or do nothing as in 0.

In our calculus mobility, locations and global communication are considered as
first class entities, so in order to model locations and mobility, Mobile Ambients is
a suitable formalism. Therefore, we review Mobile Ambients, including its syntax

and reduction semantics, in Chapter [3

2.1.3 Boxed Ambients

The Calculus of Boxed Ambients, BA for short, [6] is a variant of Mobile Ambients
that inherits mobility primitives, namely in and out capabilities, from MA and drops
open capability to avoid certain risks. For example, open action completely dissolves
the boundary of an ambient, merging the processes executing inside the ambient
with outer environment. According to [0], Boxed Ambients proposes a new com-
munication mechanism where the additional communication primitives complement
the existing constructs of MA in an effective manner. For example, communication
between ambients can be local as in MA, the new constructs allow direct communi-
cation between a parent and a child, which is across the ambients boundaries. The

additional syntax given in [6] for the Boxed Ambient is given below:

Pattern input (x)"P
Synchronous output (M)" P
Input from child ambient n (x)"P

Output to the parent ambient  (M)TP

For mobility, reduction rules are inherited from Mobile Ambients [10], while commu-
nication may be local as in Mobile Ambient, namely (z) P| (M) Q — P{zx := M}|Q.
Furthermore, BA allows an ambient to pull an input from a child n via ((z)™). A
child can also pull an input via ((z)") from a parent, and correspondingly with in-

put /output swapped. This is represented by the following reductions.

(input n) ()" PIn [(M) Q|R] — P{z := M} [n[Q|R]
(input 1) (M)PIn (@) QIR| - P|n[Q {x := M} |R]
(output n) (M)" Pln[(z) Q|R] — P|n|[Q {x := M} |R]
(output 1) (z) Pln [(M)! QIR] — P{z = M} |n [QIR

Several extensions of BA have been introduced [53], 41}, [7, ]. In particular, Safe
Boxed Ambients in [41] uses ambients co-capabilities that help in controlling ambi-

ents access across the boundaries. Channel Ambient Calculus in [53] uses channels



Chapter 2. Background and Related Work 17

as first class entities. It allows ambients to move in and out over the channels.

2.1.4 Channel Ambient Calculus

Channel Ambient Calculus [53] is a variant of Boxed Ambients in which channels
are defined as first class entities. It allows ambients to move in and out over the
channels and interact using named channels. The constructs of Channel Ambients

are explained in the following example taken from [53]:

Network | client|C' | viogin(server.request {client, login) | in login.P)

| server| S |lout logout |'request’(c, :L’).se'r’vice‘ out logout.inc.x.@‘

Here, client creates a new login channel (vlogin) and sends its name and login
to server on request channel. At the same time client allows an ambient to enter
through login channel (in login). In parallel server is ready to receive request, it
creates new service ambient that leaves server through logout channel and enters
client through login channel. Processes P of client and () of service start execution
once service enters client. Additionally, in parallel Network can contain multiple

clients, and server can handle multiple requests simultaneously.

Some of the additional primitives given by Channel Ambient Calculus in [53] are:

i a.x Entering an ambient through channel x
out v Leaving an ambient through channel z
nT Accepting an ambient through channel z

out x  Releasing an ambient through channel z

Another syntactical difference is that !a.P has been for replicated actions instead

of general replication !P.

2.1.5 Push and Pull Ambient Calculus

Push and Pull Ambient Calculus (PAC) has been developed by Phillips and Vigliotti
[54,[77]. The basic idea of PAC relies on the push,, n and pull,, n capabilities instead
of the in m and out m capabilities of Cardelli and Gordon’s Mobile Ambients.
Unlike in Mobile Ambients, in PAC, it is not possible for any ambient to enter or
leave other, but an ambient has the control to pull in or push away other ambients.

More specifically, PAC is defined with the intention to allow better modelling of
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certain security issues. The usefulness of PAC as discussed in [54] is illustrated by

the following example:

C’lient‘ EnterServer ‘ | Server

reduces to:

Server| Client| EnterServer || Program

In the above settings the client enters the server and the server cannot avoid the

client if it is a malicious agent. This scenario is rewritten in [54] as follows:

Client| Program'|| Server| PullClient | Program

reduces to:

Server| Client| Program’ || PulledClient | Program

Now the host ambient decides to pull in or push away ambients whenever re-
quired. The reduction relations for push,, n and pull,, n capabilities given in [54], [77]
are as follows:

mlpully n.P | Q] | n[R] — m[P | Q | n[R]],

where ambient m pulls n inside its boundary, and
mlpushy n.P | n[Q] | R] — m[P | R] | n[Q),

where ambient m pushes n out of its boundary.

2.2 Context Awareness

Context awareness is an emerging feature in the setting of ubiquitous and mo-
bile computing. The idea of context aware computing has been originated from
Weiser’s vision of ubiquitous computing [78]. There are various types of contexts
[31] that may be used in ubiquitous computing setting, namely physical contexts (lo-
cation, space), environmental contexts (temperature, light), human contexts (mood,
health), system contexts (network traffic) and many more. In [31] context-based in-
frastructure has been proposed that allow applications to specify different behaviours
in different contexts easily.

Poslad in his book Ubiquitous Computing: smart devices, environments and in-

teraction [50] addressed number of theoretical concepts in the context of ubiquitous
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computing. The design aspect of context-awareness is about how to know the users
state and surrounding and how to modify behaviour of the system according to the
users’ requirements. The aim of ubiquitous computing is to support context-based
ubiquity. Context-based ubiquity includes many benefits, namely to limit the re-
sources needed to deliver the ubiquitous services, limiting the choice of access from
all possible services to only useful services, avoiding overburdening the user with too
much information. A key design issue for context-aware system is to balance the
degree of user control and awareness of their environments. Contexts may exhibit a
range of spatial characteristics, alternative representations, generate huge volumes
of data and reduce the users privacy.

Pervasive computing settings allow computing devices to disappear in the back-
ground and perform computations. These computations could be mobile and context-
aware [17,[18, 52 [58, [57]. The applications executing in pervasive computing setting
need to be context sensitive so that they behave rapidly according to the changing
environment. The context aware model in [58] has been developed for ubiquitous
computing setting using first order logic. The model allows complex rules involv-
ing contexts to be written such that the applications behave rapidly in different
contexts. Siewe, Cau and Zedan proposed a Calculus of Context Aware Ambients
(CCA) [I7] which is based on the Calculus of Boxed Ambients [6]. The CCA de-
scribes the context-awareness requirements of the mobile systems. It introduces the
notion of context expression that constraints the ambient capability. The context
guarded capability has the form k7?M, where k is a context expression and M is
a capability. This capability can only be performed if the environment satisfies its
guard. The rest of the syntax of the CCA is similar to that of Boxed Ambients.

2.3 Location Modelling

This section describes the applications of location awareness in the setting of ubig-
uitous and mobile computing. Location is one of the most typical forms of con-
text. Context aware applications basically use location of people and computing
devices as their main source of contextual information so that the personalised ser-
vices are executed accordingly. Satoh has researched spatial organisation of systems
[63,62,64] [65] and concluded that technological advancements have enabled comput-
ing devices to become aware of their surroundings. Location awareness has turned
out to be useful in many applications, in particular, in determining position, nav-
igation, routing, tracking, monitoring of ubiquitous computing devices, and many

more. In [64], a general location based model is provided which is independent of
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application-specific services and particular sensors. The modelling is done in such
a way that existing services have been constructed in an ad-hoc manner; they have
been designed for particular sensing systems, namely GPSs and RFID-tags. Fur-
thermore, the main focus is on application-specific services, e.g., user navigation for
visualizing locations on maps and the information relevant to the users current loca-
tion. So far, such models have been studied and developed by many researchers but
most of the existing models cannot be used in ubiquitous computing environments
because these often need to be maintained in database systems, and ubiquitous com-
puting environments must be managed at run-time in an ad-hoc manner and cannot
always use static database systems. According to [63, 62 [64] the proposed model
can be used in ubiquitous computing environments, and the framework provides
the modelling of both physical entities and space among them. For example, when
a person enters a place, personalized services should be provided from his or her
portable terminal.

Leonhardt [33] proposed a taxonomy of location models and distinguished them
into two major categories, namely geometric and symbolic models. In geometric
models locations are represented as coordinates systems, whereas symbolic location
models use the notion of place and rely on abstract symbols, namely naming the
entities or labelling the locations. In this dissertation we use the notion of place to
model location, and represent the structure of our system by a hierarchical space
tree. The nodes represent the places, objects or computing devices, whereas the
edges represent the containment relations between objects. Each node or object is

represented by a named ambient, which may contain nested ambients.

2.4 Other Related Work

Graphs provide a simple and powerful framework for the modelling of many com-
puter science problems [26 27]. Many visual notations have been developed, in-
cluding State Diagrams, Structural Analysis, Control Flow Graphs, Architectural
Description Languages, and UML family of languages. By using these notations,
models are created that can easily be seen as graphs and thus graph transformations
are involved. Rules are defined for graphical interpretations, and implementation
techniques are done accordingly.

The notion of bigraph has been introduced by Milner in [48] with the idea of
presenting two independent structures on the same set of nodes. A bigraph is a
mathematical structure consisting of a place graph and a link graph with common

nodes. Place graph is limited to the tree structure while link graph can be hy-
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pergraph. The theory of bigraphical reactive systems [45] is based on a graphical
model of mobile computation that emphasizes both locality and connectivity. Ob-
ject locations and connections can be represented simultaneously by combing the
two graphs. A bigraphical reactive system in [46] is presented as a mobile compu-
tation model in which both location and connectivity are considered as first class
entities. The model presents a fully graphical view that involves that how bigraphs
compose (nesting of nodes that represents the locality), and location independent
nodes connectivity. Process calculi and behavioural equivalences have led to an ap-
proach in bigraph theory somewhat different from the well-known tradition of graph
rewriting [47].

Petri net [I4] is a modelling approach used to model dynamic and distributed
systems. Petri nets due to their graphical nature and expressiveness power could
be used to model many of ubiquitous computing features, namely process mobil-
ity, dynamic structures, location, interactions between components, and context-
awareness. Recently, some Petri nets models have been introduced that could be
applied to model ubiquitous computing features, namely, Elementary Object Sys-
tems are considered in [74]. They represent process mobility by means of transitions.

In recent years several models based on Petri nets have been proposed for the
modelling of ubiquitous computing features [13, 61], [75, ©60]. In [13], a simple two-
level model called Ubiquitous nets is presented for the modelling of ubiquitous sys-
tems. The model is based on traditional Petri nets, and is defined in terms of
processors that supply services, processes that request services, and the mobility of
processes. Similarly, [60] presents a dynamically amendable Petri net based model
for ubiquitous computing. The model captures both locality and mobility of soft-
ware components at different locations in a well synchronised manner. The devices
and software components are modelled as coloured Petri nets, and local communi-
cation is formalised by means of token firing from one net to another. Authors, in
[22], have modelled communication in ubiquitous computing systems based on Al-
gebraic Higher Order Nets with Individual Token [32], a special type of Petri nets.
The model has formalised both synchronous and asynchronous communication be-
tween components via shared channels and publish/subscribe scheme respectively.
Furthermore, while considering context awareness as a key feature of ubiquitous
computing, [25] discussed a number of Petri net based context modelling method-
ologies that could be applied in the setting of ubiquitous computing. These models
are [59, (5l 24].

Frank Stajano in [67] addressed some of the risks associated with the ubiquitous

computing settings. Security is crucial for most of the computer science applications.
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However, a lot of research in recent years has been directed at solving the unique
security problems raised by distributed systems. In ubiquitous computing setting
computing is omnipresent and devices that do not look like computers are endowed
with computing capabilities. However, the more difficult problem of protecting the
security of the ubiquitous-computing (like, modelling securely and possible authentic
interactions among components and with the environment) remains an open research
topic.

Some modelling ideas have been discussed in [23] to create basic infrastructure
of spatial model for location and context aware services in the setting of ubiquitous
computing. The model describes the components, their functionalities, and mobility
and interactions of the components with each other and with their environments.
It follows the hierarchical tree pattern, containment relationships, and components
migration. A comprehensive set of mathematical definitions is provided for moving
from the notion of graph to the possible tree structure. Awura is defined for each
component of the spatial model showing ranges of the corresponding entities, as
inspired by [63], and possible interactions are based on the Aura of the components.
Different notations are used to show objects and their relationships. Several trans-
formation rules are defined and conditions to the rules are given in mathematical
way. Based on these rules graph transformation is shown by describing different

scenarios against ubiquitous computing health setting (proposed case-study).



Chapter 3
Towards a Calculus of Mobility

In this chapter we review the calculus of Mobile Ambients, MA for short, [11] in-
cluding its syntax and reduction semantics. We shall reuse only the mobility part
of MA and hence call the calculus, a Calculus of Mobility (CM). We present a new
operational semantics for CM and prove that the semantics is sound with respect
to the standard reduction semantics. We then analyse the completeness of our op-
erational semantics. Completeness ensures that for every valid 7-transition of a CM
term there is a valid reduction of the term, and the targets of the 7-transitions and
the reductions are the same. We show with the help of some examples that the
operational semantics is not complete in general. These examples help us to develop
a new complete operational semantics in Chapter @l

The calculus of Mobile Ambients has been introduced by Cardelli and Gordon,
[11] as a concurrent process calculus where the notion of ambient is used to model
various structures that are distributed and mobile. MA describes two aspects of
mobility, namely (a) mobile computing that concerns physical mobility of computing
devices, and (b) mobile computation that concerns with logical mobility where code
moves between devices. Ambients are named terms of the form n[P] where n is a
name and P a process. Ambients may enter or exit named ambients by their in n
and out n capabilities. The ambient’s open capability dissolves its boundary so that
the communication may take place. Recently, a number of variants of MA have
been introduced, most notably Boxed Ambients [6], Safe Boxed Ambients [41] and
Channel Ambients [53]. These calculi inherit their primitives from MA with some
modifications. CM inherits mobility primitives, namely in and out capabilities from
MA. We drop open capability as CM proposes a new form of global communication
in Chapter [0

Our labelled transition semantics is inspired by that in [36], 37], where ambients

co-capabilities are used which are exercised by the target computation space and
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Names : m,n, k... e N

Processes:  P,Q = 0 | C.P | m[P]
| PlQ | (vm)P

Capabilities : C ::= inn | outn

Table 3.1: Syntax of CM

they help in controlling ambients mobility across the boundaries. Also [36] 37]
use concretions of the form vm(P)@ in their operational semantics, where P is the
migrating agent, ) the residual code and m is the set of shared names. Our semantics
does not have the co-capabilities, hence preserving the standard MA semantics, and
as the first attempt we have developed our transition rules without using concretions;
(see Section [Tl and [37] for the definition of concretions).

The chapter is organised as follows: We introduce CM in Section B.I] where
its syntax, structural congruence and reduction semantics are given. Section
includes the structural operational semantics for CM. In Section .3 we show that our
operational semantics is sound w.r.t reduction semantics. We analyse completeness

of the semantics in Section 3.4, and then conclude the chapter.

3.1 The Syntax of Calculus of Mobility

The syntax of CM consists of ambient names, for example, m,n, k € N, processes
P, @, and capabilities C' as presented in Table .1l The syntax is the same as in [11].
The deadlock agent 0 is the agent that does nothing. In C.P, the process P cannot
start execution until the prefix capability C' is performed. The term m[P] represents
an ambient, where m is the ambient name and P an executing process. Parallel
composition is given in terms of a binary operator, P | ). An ambient restriction
(vm)P executes process P with a private ambient named m. The capability in n
tries to move the surrounding ambients into a sibling ambient with the name n,
whereas out n moves the surrounding ambient out of its parent ambient with the

name n.

Definition 3.1. We denote the set of all names occurring free in process P by fn(P).
We define free names for CM in Table
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fn(0) E
fm(C.P)y = m(C)u (P)
famlP)  E {m}ufn(P)
P1Q)  E m(P)um(Q)
fa(vm(P)) = fa(P) — {m}
falinn) = {n}
fn(out n) aef {n}

Table 3.2: Free names

3.1.1 Structural Congruence

Structural Congruence relation, denoted as =, rearranges the term P to yield Q.

Relation = between the two agents represents that they are equal.

Definition 3.2. Structural Congruence, =, over CM processes is the smallest con-

gruence relation that satisfies the axioms:

PlQ=Q|P (Struct Par Comm)
(P|Q)|R=P|(Q|R) (Struct Par Assoc)
Plo=P (Struct Zero Par)
(vn)(vm)P = (vm)(vn)P (Struct Res Res)
(vn)0=0 (Struct Zero Res)
(vn)(P|Q)=P | (vn)Q if n ¢ fn(P)  (Struct Res Par)
(vn)(m[P]) = m[(vn)P] if n#m (Struct Res Amb)

By this definition we get the axioms and the rules for = in Table B.3. We briefly

explain them as follows:

(1-3) An agent is structurally congruent to itself. The two structurally congruent

agents possess the equivalence property of symmetry and transitivity.
(4-7) Congruence equations.

(8-9) Agents P and () are structurally congruent up-to re-ordering of parallel
compositions. The parallel composition of the two agents are commutative

and associative.

(10) The null agent can be composed in parallel with a given agent P.
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P=P (Struct Refl) (1)
P=Q=Q=P (Struct Symm) (2)
P=Q,Q=R=P=R (Struct Trans) (3)
P=Q= (vn)P = (vn)Q (Struct Res) (4)
P=Q=P|R=Q|R (Struct Par) (5)
P =@ = n[P] =n|Q] (Struct Amb) (6)
P=Q=CP=CQ (Struct Capability) (7)
PlQ=Q|P (Struct Par Comm) (8)
(P|Q)|R=P|(Q]|R) (Struct Par Assoc) (9)
Plo=P (Struct Zero Par)  (10)
(vn)(vm)P = (vm)(vn)P (Struct Res Res) (11)
(vn)0=0 (Struct Zero Res)  (12)
(vn)(P|Q)=P|(vn)Q if n ¢ fn(P)  (Struct Res Par) (13)
(vn)(m[P]) = m[(vn)P] ifn #m (Struct Res Amb)  (14)

Table 3.3: Structural congruence

(11-12) The reordering of restricted names does not effect the agents congruence.
The successive restricted names can be re-ordered. The null agent with

restricted name is equal to the null agent.

(13-14) The scope of a name n restricted over two parallel agents P and @) can
be lowered to the agent () providing that n is not a free name in P. The
scope of a name n restricted inside an ambient m can be extended outside

the ambient if the ambient name is different from the restricted name.

3.1.2 Reduction Semantics for CM

The reduction P — () says that P may evolve in one computation step to yield Q).

Definition 3.3. Reduction relation, —, over CM processes is the smallest relation

that satisfies the rules and axioms in Table B.41
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mlin n.P | Q]| n[R] = n[m[P | Q]| Rl  (Red In)
n[mlout n.P | Q] | R] — m[P | Q] | n[R]  (Red Out)
P=0Q.Q—Q, Q=P =P P (Red =)
P=5Q = (wn)P— (m)Q (Red Res)
P—Q = n[P|—nlQ] (Red Amb)
(

P-Q = P|R>Q|R Red Par)

Table 3.4: Reduction rules and axioms

We now give some examples to show reductions of simple ambients. Initially, we

assume that our agent is of the form,
mlinn.P] | n[R] | S, for some P, R and S.

In this setting the ambient m intends to enter a sibling ambient with the name n.
The successful reduction transforms m the sibling of ambient n into a child of n.
By Red In in Table B4l the term m[in n.P] | n[R] reduces to n[m[P] | R]. Now, by
Red Par we get

mlinn.P] | n[R] | S — nlm[P] | R] | S

Hence the above reductions transform m the sibling of n into a child of n, while the
process S is still executing in parallel.

Similarly, to exercise the out capability we consider a system
n[mlout n.P] | R] | S

In this setting, the prefix outn instructs the ambient m to exit its parent ambient n.
Agent R is running in parallel with ambient m, and agent S is running in parallel
with the ambient n. After a successful reduction m becomes a sibling of n. By Red
Out, the term n[m[out n.P] | R] reduces to m[P] | n[R]. Thus, by Red Par we get,

n[mlout n.P] | R] | S — m[P] | n[R] | S

The above given relation shows that the code inside m is also moved out of the
surrounding ambient n. Now the three agents m, n and S are siblings and exist at

the same level.
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Finally, we consider a system
n[(vk)(m[in k.0 | out n.0]) | P] | Q.

In this setting, we restrict the scope of private name k to agent m, and the process
P executes in parallel with m inside n. The two capabilities inside the ambient m
enable m to either leave parent ambient n or enter sibling ambient k. Since k is

restricted we assume m leaves n by out n and we get

n[(vk)(m[in k.0 | out n.0]) | P] | @
= n[vk(mlin k.0 | out n.0] | P)] | @, if k & fn(P) Struct Res Par
=vk(n[mlin k.0 | outn.0] | P)) | Q, ifk#n Struct Res Amb

Since by Red Out we get
n[mlin k.0 | out n.0] | P] — mlin k.0 | 0] | n[P)]
thus, by Red Res, we obtain
vk(nim[in k.0 | out n.0] | P]) — vk(m[in k.0 | 0] | n[P]).
Finally, by Red Par, we obtain
vk(nim[in k.0 | out n.0] | P]) | @ — vk(m[in k.0 | 0] | n[P]) | Q.

Here, after reductions, the scope of k is extended to outside m if k # n and k & fn(P).

3.2 Labelled Transition System Semantics for CM

In this section we present an operational semantics for CM.

Definition 3.4. A Labelled Transition System (LTS)is a tuple (S, L, { L vre L})

which consists of
e aset S of states (or nodes),
e aset L of (transition) labels, and
e a family of transition relations: LN CSxLxS, forlel.

The LTS for CM is as follows: the set of processes of CM is the set of states,
the set of labels ¢ as in Table is the set of transition labels, and the transition
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Ambient Prefites: = inn | outn

Labels : (= p | 7
| enterln | moveln | exitln
| enter2n | move2n | exil2n

Table 3.5: Prefixes and labels for CM

relations —— are defined by Plotkin’s SOS [55] rules in Tables B.6l and 3.7 In our
semantics P —— () represents mobility of ambients by means of their in n and
out n capabilities. In order to model mobility by 7-transitions additional labels
are used in Table B.Al These labels are: enterl n, enter2 n, exitl n, exit2 n,
movel n and move2 n. Our labelled transition semantics is inspired by that in
[36, B7, 40]. The main difference is that we do not use the co-capabilities, hence
preserving the standard Mobile Ambients semantics. Also, in [36], 37, [40] concretions
of the form vm(P)(Q are used in the LTS, whereas we have developed our transition
rules without using concretions to keep them simple.

Now we explain the transition rules in Tables and 3.7l Each transition is of
the form P 5 P’ where a process P evolves to a process P’ by performing an action
labelled /.

Act - p.P performs the action p, and then executes as process P. The ac-
tion represents ambients’ migration, namely in n and out n. These prefixes
enables ambients to move around, for example, the prefix in n induces a

capability in ambient to migrate into n.

Enterl - An ambient m[P] has an action enterl n if the process P exhibits a
capability ¢n n. This rule allows the ambient m to enter the ambient with
the name n. After the transition the moving ambient m[P] evolves to a new
state m[P’]. The resultant state m[P'] is surrounded by the parent ambient

with the name n. Here, the term m[P'] is the migrated agent.

Enter2 - The ambient m[P] has the action enter2 n, if the process P evolves to P’
after exercising the capability tnn. Here, the term 0 represents the residual
code. When ambient m[P]| migrates into ambient n, there is nothing left
behind.

Co-Enterl - The ambient n has a transition action movel n, and evolves to the

state P from n[P] without having any hypothesis. The process P represents
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Act) ————
(Act) uP 5 P
P nn P P nn P
(Enterl) en:r; ~ (Enter2) Ze?ﬂ ~
m[P] "—" m[P] m[P] "—" 0

(Co-Enterl) (Co-Enter2)

n[P] "ZA" p n[P] "5 0

movel n ~ move2 n ~
Q — ()@ Q — (r)Q"
(rIn) £ L (up) P P BT (wp) P,
T-11 pe » »
PlQ — (wp)(vg)(n[P" [ Q1] P"] Q")
P ™ p Py p
(EXltl) —tl (EXth) 2
m[P] ““=" 0 m[P] ““5" m[P/]
exitl n ~ exit2 n ~
(r-Out) P — (vm)P" P — (vm)P" ,,

n[P] = (vim)(n[P] | P")
() (fn(P) U fu(P")) N ¢ = (fu(Q) U fa(Q") NP = ¢
() (fn(P) U fn(P")) N = ¢

Table 3.6: Transition rules for CM capabilities

what must stay inside the ambient n. By this rule, the ambient n allows

other ambients to migrate in.

Co-Enter2 - An ambient n allows other ambient to move in, and involves no

7-In

hypothesis. The 0 at the right side of the conclusion represents that there

exists nothing outside the ambient n.

- Agent P wishes to enter agent () by performing inn, and agent () contains
an ambient n. We chose p and ¢ as sets of ambient names that are private
in processes P and () respectively. If there are no private names in the
given agents, then these sets are assumed to be empty. We intuitively split
the process P into two parts, one is P’ and other is P”. The process P’
represents the agent that moves in, whereas the process P” represents the
residual agent. Here vp represents that after emigration the name p is
private in the two sub-agents P’ and P”. Similarly, We split the process )
into two parts, one is )’ and other is Q”. The process )" is the receiving

agent, whereas the process )" represents what is left outside once () receives
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p 4 p

(vu)P N (vu) P’

(Res-Amb) (u ¢ fn(f))

P enterl n P

(Par-Enterl) —
PlQ — P

P movel n P
P ‘ Q movel n P

(Par-Movel)

P E (i) P
PlQ 5" (vn)(P'| Q)

(Par-Exitl)

Pl

_ ¢ / /
(Struct) P=Q @ =@ @

p -4 p

(%)

p -4 p

PlQ -5 P|Q

(*)

(Par)

p 3" pr
(Par-Enter2)

P|Q 5" P'|Q

p AT pr
PlQMA" priQ

(Par-Move2)

P (i) P
Pl1Q ™" (vim)P!

(Par-Exit2)

P - P
n[P] SN n[P’]

(7-Amb)

0 & {exitl, exit2, enterl, enter2, movel, move2}

Table 3.7: Transition rules for other operators of CM

the sibling ambient. Here, vq represents that after emigration the names ¢

are private in the two sub-agents @' and Q"

More specifically, the agent P | @ performs a 7 transition, if the process P

performs the actions enterln and enter2 n and transforms to the states P’

and P’ respectively, and the process () transforms to the states Q" and Q"

by exercising movel n and move2 n actions respectively.

Exitl - The ambient m[P] has the action exitl n if the process P evolves to P’

after exercising the capability outn. Here, the term 0 represents the residual

code, when ambient m[P] migrates out of an ambient n, there is nothing

left behind.

Exit2 - An ambient m[P] has an action exit2 n if the process P contains a

capability out n. This rule allows the ambient m to leave the ambient with

the name n. After the transition the moving ambient m[P] evolves to a new

state m[P’]. We assume that the resultant state m[P’] becomes the sibling

of an ambient with the name n. The term m[P'] represents that what must

move out of an ambient n.

7-Out - An agent n[P] performs a 7 transition, if the process P performs the

actions exitln and exit2 n to evolve the states P’ and P” respectively. More
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generally, the agent P wishes to leave the agent n by performing out n. We
chose m as the set of ambient names that is private in process P. If there
are no private names in P, then m is assumed to be empty. Furthermore, we
split the process P into P’ and P”. The process P’ represents the residual
agent after exercising the out capability, whereas P” represents the agent
that moves out. Here, vm represents that after emigration the names m are

private in the two sub-agents P’ and P”.

Res-Amb - (vu)P represents that the name w is private in P. This agent can
perform a transition if the agent P evolves to P’ by performing the same

transition providing that u ¢ fn(?).

We now show some examples that illustrate how to use the SOS rules discussed

above. Initially we consider a system
mlinn.P] | Q

The ambient m has the capability to enter an ambient with the name n, where
ambient n must exist in parallel with the moving ambient. So to exercise this
capability agent () must have the form n[Q’'] | @”, for some processes R and S. If
there is no such sibling ambient n, then m cannot move. To exercise this capability
of m, 7-In in Table is used. We assume that there are no private names in agent

P, @, R and S. The resulting transition is as follows:
mlinn.P] [ n]Q]] Q" —— n[m[P]| Q]| Q"

The inference tree that proves the validity of this transition is given in Figure 3.1l
Next, we consider a situation where agents share private names. For example,

we assuime

(vk)(mlinn.0 | in k.0] | K[P]) | n[R)]

where ambients m and k execute in parallel and they share a private name k. The
ambient m has the capabilities to either enter k or n. We consider the ability of m
to enter n which is running in parallel with m, where the two agents share no private
names. To exercise this capability of agent m, we included constructs (vp) and (vq)
in 7-In rule. These constructs maintain privacy and sharing of the restricted names
in the agents after they move around. The application of the 7-In rule specifies

how this capability of m is achieved. The resulting transition is as follows, where



(Act)

(Enterl)

inn.P 2% P

mlin n.P)| enteryn

m[P]

(Par)

(Act) .
inn.P 5% P
(Enter2) — (Co-Enterl) -
m[inn.P] “=5" 0 n[Q] "5 Q
(7-In)

mlinn.P] | n[Q] — n[m[P] | Q]| 0

(Co-Enter2)

mlinn. Pl n[QT] Q" — n[m[P] | QT 0] Q" =n[m[P]| Q]| Q"
(Struct)

mlinn.P] | n[Q]| Q" — n[m[P] | Q]| Q"

Figure 3.1: Inference tree for enter capability

n[Q] "3 o
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k¢ fn(R):
(vk)(m[inn.0 | in k.0] | k[P]) | n[R] - (vk)(vq)(n[ml[in k.0] | R] | k[P])

The inference tree that proves the validity of this transition is given in Figure[3.2]
If there exists a set of ambient names private in an agent, we avoid using another
level of restriction with a name that is already private in the agent, as given in the
inference tree for ambients’ enter capability using restriction in Figure We show

this in Lemma [B.1] as follows:

Lemma 3.1. (vk)(vk(P)) = vk(P)

Proof.

(vk)(vk(P)) = (vk)(vk(P) |0) Struct Zero Par
= vk(P) | vk(0) k& fn((vk)P) Struct Res Par
=vk(P) |0 Struct Zero Res
= vk(P) Struct Zero Par

O

Next, to exercise the out capability we propose a set of exit rules in Table [3.6l

For the application of exit rules we consider a system,
mlout n.P | Q)]

Here, the prefix out n instructs the ambient m to exit its parent ambient with the
name n. P and @) are the two agents running in parallel inside m. To exercise this
capability the ambient m must be a child of the ambient n. If the parent named n
does not exist then the ambient m cannot move out. Furthermore, we assume the
agents R, S run in parallel with the ambients m and n respectively, so our system
is of the form:

n[mlout n.P | Q] | R] | S

In this example, we assume that there are no private names in P, @), R and S. The
exit transition transforms m the child of n to a sibling of n. When this capability is
exercised, the processes inside m will also move out of the surrounding ambient n.
Now the three agents m, n and S exist at the same level. The application of 7-Out

specifies how this capability of m is achieved. The resulting transition is:
nmloutn.P | Q] | R} | S - m[P| Q]| n[R]|S

The inference tree that proves the validity of the above given transition is in Fig-



(ACt) nn

inn0 — 0

(Par) :
inn.0|ink0 =5 0]ink.0

(Enterl)

enterln
—

m[in n.0 | in k.0] m[0 | in k.0]

(Par-Enter1) —
mlinn.0 | in k.0] | k[P] “=5" m[0 | in k.0]

(Co-Enterl) R —
n[R] "4 R

( Res-Amb)

(vk)(mlin n.0 | in k.0] | k[P]) enterin (vk)(m[0 | in k.0])

(7-In)

(Act)

nmn

inn0 — 0

(Par)

(Enter2)

(Par-Enter2)

(Co-Enter2)

( Res-Amb)

inn.0|ink0 23 0|in k.0

enter2n

mlinn.0|in k0] —" 0

mlinn.0 | in k.0] | k[P] 3" 0 | k[P]

n[R] "3 0

(vk)(mlin n.0 | in k.0] | k[P]) ™3™ (vk)(0 | k[P))

(vk)(m[inn.0 | in k.0] | k[P]) | n[R] —— (vk)(vq)(n[m[0 | in k.0] | R] | 0 | k[P]) = (vk)(vq)(n[m[in k.0] | R] | k[P])

(Struct)

(vk)(mlinn.0 | in k.0] | k[P]) | n[R] —— (vk)(vq)(n[m[in k.0] | R] | k[P])

Figure 3.2: Inference tree for enter capability using restriction
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ure 3.3
(Act) ——mM8 (Act) ———M8
outn.P 2L p outn.P 2L p
(Par) (Par)
outn.P|Q 2 P|Q outn.P|Q 25 P|Q
(Exit1) : (Exit2) :
mlout n.P | Q] czithn g mlout n.P | Q] cziin m[P | Q]
(Par-Exit1) - (Par-Exit2) -
mloutn.P| Q] | R crithn g | R mloutn.P | Q] | R ezt n m[P | Q]
(7-Out) p
n[mlout n.P | Q] | R] — n[0| R] | m[P | Q]
(Par)

nfmlout n.P | QL[ R | S — n[0 | Bl [m[P Q]| S (n[0|R]|m[P|Q]|S=n[R]|m[P|Q]|S)

(Struct)

n[mloutn.P| Q]| R] | S — n[R] |m[P | Q]| S

Figure 3.3: Inference tree for exit capability

Similarly, in order to exercise the out capability we consider a setting where ambients

share private names:
(vk)(n[m[in k.0 | out n.0] | k[P]])

In this example the name £ is private and shared in the agents n,m and k. In
principle, there could be other shared and private names in agent P, but we assume
that there is no shared name that is private in the agent P. There are two capabilities
executing inside m. These capabilities instruct m to either leave parent ambient n,
or enter sibling ambient k. We assume that exit capability of m occurs. We added
vm to our 7-Out rule as discussed earlier in this section. The rule 7-Out specifies

how this capability of the agent is achieved. The resulting transition is:

(vk)(n[m[in k.0 | out n.0] | k[P]]) —— (vk)(n[k[P]] | m[in k.0])

Furthermore, we consider a system,
n[(vk)(m[in k.0 | out n.0]) | P] | @

In this example we restrict the scope of private name k to agent m. The ambient

m and an agent P executes in parallel inside ambient n, but the name £ is private



(ACt) outn
outn.0 — 0
(Par) outn
ink.0|outn0 — intk.0|0
(Exitl)

exitl n

m[in k.0 | out n.0] — 0

(Par-Exit1)

mlin k.0 | out n.0] | k[P] “Z5" 0| k[P]
(Res-Amb)

(vk)(m[in k.0 | out n.0] | k[P]) critin (vk)(0 | kK[P])

(ACt) outn
outn.0 — 0
(Par) outn
ink.0|outn0 — intk.0|0
(Exit2)

exit2n

mlin k.0 | out n.0] —= m[in k.0 | 0]

(Par-Exit2)

exit2 n

mlin k.0 | out n.0] | k[P] —= m[in k.0 | 0]

(Res-Amb) ,
exit2 n

(vk)(m[in k.0 | out n.0] | kK[P]) — (vk)(m[in k.0 | Q])

(7-Out)

T

(vk)(n[mlin k.0 | out n.0] | k[P]]) — (vk)(n[0 | k[P]] | m[in k.0 | 0])

(Struct)

(vk)(n[0 | k[P]] | m[in k.0 | 0)) = (vk)(n[k[P]] | m[in k.0))

(vk)(n[mlin k.0 | out n.0] | K[P]]) —= (vk)(n[k[P]] | m[in k.0])

Figure 3.4: Inference tree for exit capability using restriction
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(ACt) ouln (ACt) outn
outn.0 — 0 outn.0 — 0
(Par) outn (Par) outn
ink.0|outn0 — intk.0|0 ink.0|outn0 — ink.0]|0
(Exitl) - (Exit2) —
m[in k.0 | out n.0] =" 0 mlin k.0 | out n.0] =" mlin k.0 | 0]
(Res-Amb) — (Res-Amb) —
vk(mlin k.0 | out n.0]) ““=" vk(0) vk(m[in k.0 | out n.0]) ““=" vk(m[in k.0 | 0])
(Par-Exit1) — (Par-Exit2) -
vk(mlin k.0 | out n.0]) | P ““=" vk((0) | P) vk(m[in k.0 | out n.0])) | P 5" vk(m[in k.0 | 0])
(7-Out) -
nlvk(m[in k.0 | out n.0)) | P] — vk(n[0 | P] | m[in k.0 | 0])
(Par)

nlvk(m[in k.0 | out n.0]) | P] | Q —— (vk(n[0 | P] | m[in k.0 | 0]) = vk(n[P] | m[in k.0]) | Q)
(Struct)

nlvk(mfin k.0 | out n.0])) | P]| Q@ —— vk(n[vk(P)] | vk(m[in k.0])) | Q

Figure 3.5: Inference tree for exit capability using restriction example 2

fipnuqopy Jo snpnopy) v spavmay, & 4a3dny;)

8¢



Chapter 3. Towards a Calculus of Mobility 39

only in agent m. We assume that there are no private names in agents P and @),
and k & fn(P). The application of 7-Out rule specifies how the out capability of the

agent is achieved. The resulting transition is:
n[(vk)(m[in k.0 | out n.0]) | P] | Q —— (vk)(n[P] | m[in k.0]) | Q

The 7-transition shows that m which is a child of n, becomes after the transition
a sibling of n. The scope of k is extended to also include P since k ¢ fn(P). If

k € fn(P) then the above scope extrusion becomes invalid.

3.3 Soundness of Operational Semantics

Soundness ensures that for every reduction P — P’ of a CM term P, for some P’,
there is a valid 7-transition of P, namely P — @, for some @ in CM, and the target

of the 7-transition is congruent to the target of the reduction, namely @) = P’.
Theorem 3.1. VPR CM. P+ R—3Q¢c CM. P — Q=R.
Proof. We prove Theorem [3.1] by using induction on the structure of P.

1. Base case: (Constant)
We show that our statement holds when we choose the simplest term of CM,

namely the deadlocked agent 0:

0>R—0 -5 R

There is no rule defined to show the reduction of 0, so 0 — R is false, and

hence, the implication above is true.

2. Induction Hypothesis:

We assume that our theorem holds for all the sub-processes P’ of P, such that

T

if PP+ R=— P' — R, for all R.
3. Induction Step:

(a) P = (vm)P’, an ambient name m private in P’
In this case we show
(vm)P' -+ R = (vm)P' - R (3.1)

We assume (vm)P" — R.
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The only reduction rule that can be used to derive a reduction relation
of (vm)P’ is Red-Res in Table 3.4]

Since the term (vm)P’ reduces to some process R, by the reduction rule
Red-Res, so we deduce that the reduction P' — @ is also valid for some
@, such that (vm)Q = R. Since P’ — (@ is valid, so by the inductive
hypothesis we get P’ —— Q.

Since P’ — (@ is a valid transition, by transition rule Res-Amb in
Table 3.6, we deduce that the transition (vm)P’ —— (vm)Q is valid (as
m & f(7)).

Now using the structural congruence rule Struct in Table B.7] we obtain
(vm)P" ——+ (vm)Q and (vm)Q = R, as equality is the subset of our
congruence (=C=). Hence, the conclusion of the rule is valid, that is:

(vm)P" - R as required.
P = n[P'], an ambient with name n for some P’.

In this case we show

n[P] — R=n[P] — R (3.2)

To prove statement B.2] we assume n[P’] — R, for some R. There are
two reduction rules Red-Amb and Red-Out in Table [3.4] that can be
used to derive a reduction of n[P’]. So, to apply each rule separately, we

divide this case into two sub-cases.

i. Red-Amb:
Since using Red-Amb, n[P’| — R is a valid reduction, so P" — @ is
also valid for some @). By this rule the agent R is of the form n[Q)],
such as, R = n[Q]. As P’ — @ is valid, so by inductive hypothesis
we get P/ — Q.
Since P’ - (@ is a valid transition, so by transition rule 7-Amb, we
deduce that the conclusion of the rule is also valid, that is n[P’] —
n|Q].
Now by Struct, n[P'] — n[Q], and n[Q] = R. Hence, we obtain
n[P'] - R as required.

ii. Red-Out:
By using the rule Red-Out, we deduce that P is of the form m[out n.P; |
Py | @ for some Py, P, and Q. Hence, the reduction n|mfout n.P; |
Py] | Q] — R is valid by Red-Out, where R = m[P; | B | n[Q)].
We derive the —— of agent n[m[out n.P, | P5] | Q] by constructing
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the inference tree in Figure Hence, by applying the transition
rule 7-Out in Table we obtain the resulting transition

nimlout n.Py | Py | Q] —— m[P, | Ps] | n[Q)]

(Act) . (Act) ;

out n.P; oury P out n.P; oury P
(Par) (Par)

outn.Py | P> outp P | P outn.Py | P> outp P | P
(Exitl) — (Exit2) —

mlout n.Py | Py] cTthn g mlout n.Py | Pa] eritzn m[P1 | P2)
(Par-Exit1) - (Parl-Exit2) -
mout n.Py | P2 | Q ““5" 0 Q mlout n.Py | P) | Q ““3"™ m[Py | Py

(7-Out)
n[mlout n.Py | P2] | Q] == n[0| Q] | m[P1 | P] (n[0| Q]| m[P1 | P2] =n[Q] | m[P1 | P2])

(Struct)
nlmlout n.P1 | P2] | Q] — n[Q] | m[P1 | P2]

Figure 3.6: Inference tree for 7-Out transition

Now by Struct, n[mfout n.P; | P,] | Q] —— m[P, | P | n[Q] and
m[P, | P) | n[Q] = R. Hence, we obtain n[mout n.P, | P,] | Q] —

R as required.

(¢) P=P'|Q, parallel composition of the processes.

In this case we show
PlQ—R=P|Q >R (3.3)

Assume P’ | Q — R for some R.
There are two reduction rules Red-In and Red-Par in Table [3.4], that can

be used to deduce this reduction. To apply each rule separately, we divide

this case into two sub-cases.

i. Red-Par:
Since P’ | Q) — R is valid by Red-Par, we deduce that the reduction
P’ — S is valid, for some S, such that S| Q = R. Since P’ — S is
valid, so by inductive hypothesis P’ — S is valid.
Since P’ — S is valid, by the transition rule Par in Table B.7,
we deduce that the conclusion of the rule is also valid, namely P’ |

Q- S|Q.
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By Struct we have P’ | Q — S| Q and S | Q = R, hence we get
P'| Q@ - R as required.

ii. Red-In:
Assume that P’ and @ are of the form m[in n.P, | P] and n[Q]
respectively. By parallel composition of the two agents we obtain by

the reduction rule Red-In
mlin n.Py | B] | n[@Q1] — R

We further deduce that R = n[m[P; | P] | Q1]
Now we derive the — of agent m[in n.P, | Py | n[@1] by apply-
ing the SOS rule 7-In given in Table 3.6l This is supported by the

inference tree in Figure B.71 Hence, the resulting transition is

mlin n.P | Py | n[Q1] - n[m[P | P2] | Q]

(Act) ————— (Act) ————
mnP — P inn.P, — P,
(Par) - (Par) -
innP, | P, ™8 P | P, inn.P, | P, ™% P | Py
(Co—EnterQ) move2 n
n[@] =" 0
(Enterl) . enterln (Enterg) . enter2n (CO-EHteI‘l) movel n
mlinn.Py | B “=5" m[P | Py mlinn.P | P) "—" 0 n[@Q1] — @1

(7-In)

mlinn.Py | Py | n[@1] == n[m[Py | Ps] | Q1] | 0 = n[m[Py | P5] | Q4]

(Struct)

mlinn.Py | Py | n[Q] — n[m[Py | Py | Q1]

Figure 3.7: Inference tree for 7-In transition

Now by Struct, m[in n.Py | Po] | n[Qi] —— n[m[P | P] | Q1] and
n[m[P, | Py] | Q1] = R. Hence, we obtain m[inn.P, | Py | n[Q1] —

R as required.

3.4 On Completeness of Operational Semantics

Completeness ensures that transition semantics of CM can correctly match all pos-
sible reductions, namely for every valid 7-transition of a CM term there is a valid

reduction of the term, and the targets of the 7-transitions and the reductions are
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the same. The statement VP, P’ € CM. P — P' = P — P’ states that the
operational semantics of CM is consistent with the reduction semantics given in
Section [3.1.2 But this statement does not hold for some elaborate examples. For
example, consider a setting (building), where two ambients (rooms) have the same
name. Our SOS rules allow us to derive a 7-transition between two ambients such
that there is no reduction between the ambients. This is because the SOS rules do
not have the ability to distinguish between the two occurrences of the same ambient
name. In practice, this is quite unusual for the two rooms with the same name, but
to ensure completeness we consider all possible transitions.

We list four statements in Table 3.8 that need to be true to ensure completeness.
These statements do not hold in general for our current operational semantics of

CM. The following counter examples show why they do not hold.

Example 3.1. Consider the process
(m[inn.S] | mlin n.Q)) | (n[R])

In this example two ambients with the same name m want to enter ambient n by
exercising the capability in n. To exercise this capability of m, the 7-In rule in

Table is applied. The resulting transition is as follows:
(m[inn.S] | mlinn.Q]) | (n[R]) —— n[m[S] | R] | m[in n.S]

The inference tree that proves the validity of the above given transition is in Fig-
ure [3.8 There exists no reduction relation that matches this 7-transition. We show
this case as follows.

Let P = mlin n.S] | m[in n.Q)] is the agent that performs in n capability, where
P’ = m[S] is the part of P that is moved in and the agent P” = m[in n.S] | 0 is
the part of P which is left behind, after the 7-In rule is applied. Since P enterln
vp (P') and P enter2 ny vp (P"), so we need to check if the structure of P, P', P"
obtained from these transitions agrees with the structure stated in statement 2 in
Table B8 We have P = vp(m[in n.S] | m[in n.Q]), where P, = S, Py = m[in n.Q)]
and P3 = 0, where p is the empty set of names. So, P’ = m|[S] and P” = m[inn.S].
We now have P” = m[in n.Q)] by statement 2 in Table B8, and we also obtain
P" = m[in n.S] by the given example. The structures of the two agents do not

match, so the result of statement 2 in Table 3.8 is not true.
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1. VP,P'c CM. P 5 P’ where pu € {in n,out n} = 3 p, P, Pywith n & p
such that P =vp (u.P | P,) and P' = vp (Py | Py), where p is the set of amb-
ient names private in P.

2. VP, P, P" je CM. Py (P) and P 2% 5 (P7) = 3 Py, P,
Ps,m,n with n,m & p such that P =vp (m[in n.Py | P3] | Ps),
P’ =m[P, | Ps] and P” = P,, where p is the set of ambient names private in
P

3. VQ,Q,Q" € CM. Q 221 1G(Q') and Q 2222 1G(Q") = 3Q4, Q2, Qs,
n with n € ¢ such that Q = v§ (n[Q1 | Q3] | Q2), Q' = Q1 | Q3 and

Q" = @, where ¢ is the set of ambient names private in Q.

4. VPP, P"e CM. P ““&" vm(P') and P ““2" vm(P") = 3 Py, P, P,
k with n, k & m, such that P = vm (klout n.P, | ] | P3), P = P; and
P" = k[P; | P,], where m is the set of ambient names private in P.

Table 3.8: Statements to ensure completeness

Example 3.2. Consider
(mlinn.P]) | (n[S] | n[R])

In this example the ambient m has the capability to enter the ambient n, and there
exist two ambients with the same name n in parallel with the moving ambient. To
exercise this capability 7-In rule in Table is applied. The resulting transition is

as follows:
(m[inn.P)) | (n[S] | n[R]) == n[m[P]]| S] |n[S]

The inference tree that proves the validity of this 7-transition is given in Figure [3.9l
There exists no reduction relation that could match this 7-transition. We show this
case as follows:

In this example we have, @ = (n[S] | n[R]) is an agent that allows any ambient
to enter n, ) = S is the part of agent that stays inside the host ambient n and
Q" = n[S] | 0, stays outside the host ambient, after the 7-In rule is applied. Since
Q movel ny rq(Q") and Q movez n vq(Q"), so we want to check if the structure of
Q,Q', Q" obtained from these transitions agrees with the structure stated in state-
ment 2 in Table B8 We have @ = v§(n[S] | n[R]), where Q1 | Q3 = S, Q2 = n[R]
and ¢ is the empty set of names. So, @' = S and Q" = n[S]. We now have Q)" = n[R)]
by statement 3 in Table B.8, and we also obtain Q" = n[S] from this example. Since
the two agents do not match, so there is no reduction relation matching the tran-
sition (m[in n.P]) | (n[S] | n[R]) — n[m[P] | S] | n[P]. Hence, the result of
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(Co-Enter2)
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(7-In)

m[S]

(Par-Enter2)

(Co-Enterl)
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(m[inn.S] | mlinn.Q)) | (n[R]) — n[m[S] | R] | m[inn.S] |0 |0=n[m[S]| R] | m[inn.S]
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(Enterl) — (Enter2)
mlinn.P] “=5" m[P]

(m[inn.S] | mlinn.Q]) | (n[R]) —— n[m[S] | R] | m[in n.S]

Figure 3.8: Inference tree for Example [3.1]

(Co-Enterl) (Co-Enter2)

inn.p "% p n[S] "4 S n[R] "3 0

(Par-Movel) (Par-Move2)

enter2n

mlinn.P] “23" 0 (n[S] | n[R]) ™25 S (n[S] | n[R]) ™22 n[S] |0

(7-In)

(mlinn.P]) | (n[S] | n[R]) — n[m[P]

| ST1 0] n[ST|0=n[m[P]]5]]n[S]

(Struct) —
(mlinn.Pl) [ (n[S] | n[R]) — n[m[P] | S]|n[S]

Figure 3.9: Inference tree for Example [3.2]
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statement 3 in Table [3.8 is not always true.

Example 3.3. Consider
n[mlout n.S] | mlout n.T]

In this example two sibling ambients with same name m want to exit the ambient
n by exercising the capability out n. To exercise this capability, 7-Out rule given in

Table is applied. The resulting transition is as follows:
n[mfout n.S] | mlout n.T)] - n[mlout n.T]] | m[T]

The inference tree given in Figure3.I0 proves the validity of this 7-transition. There
exists no reduction relation that matches this 7-transition. We show this case as
follows:

Let P = mlout n.S]| | m[out n.T] is the agent that performs out n capability,
where P” = m]T] is the part of P that is moved out, and P’ = 0 | m[out n.T| is
the part of P which is left behind. By applying the 7-Out rule. Since P AN
vm(P’) and P QRN vm(P"), so we want to check if the structure of P, P, P”
obtained from these transitions agrees with the structure stated in statement 2 in
TableB.8 We have P = m[outn.S] | m[outn.T], where S = Py | Py, Py = mloutn.T|
and p is the empty set of names. So, P’ = m[outn.T| and P"” = m[T]. We now have
P" = m]S] by statement 4 in Table B8, and we also obtain P” = m|[T] from this
example. Since the two agents do not match, so there is no reduction relation There
is no reduction relation matching the valid transition n[m[outn.S] | m[outn.T]] —
n[mlout n.T]|] | m[T]. Hence, the result of statement 4 in Table is not always

true.

We finish this section by stating that a new complete operational semantics for

CM will be proposed in the next chapter.

3.5 Conclusion

In this chapter we have reviewed the syntax and reduction semantics of Mobile Am-
bients [I1]. We have reused only the mobility part of MA and developed a new and
simple operational semantics for CM. Therefore, we have called the calculus as, a
Calculus of Mobility (CM). We have proved that the semantics is sound with respect
to the standard reduction semantics. Our labelled transition semantics has been in-

spired by that in [36], 37]. To preserve the standard MA semantics, we have not used
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mlout n.S] | mlout n.T] — 0 | m[out n.T

(7-Out)

(Parl-Exit2)

exitln exit2n
—

mlout n.S| | mlout n.T|
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Figure 3.10: Inference tree for Example [3.3]
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the co-capabilities and concretions in our operational semantics as used in [36] 37].
We have proceeded to analyse the completeness of our operational semantics, and
discovered that the semantics is not complete for some unusual examples. We have
given three examples where the transition rules allowed us to derive T-transitions for
which we have not found any corresponding reductions. These examples will help

us to develop a new operational semantics in the next chapter.



Chapter 4

An LTS Based Operational
Semantics of a Calculus of
Mobility

In this chapter we propose a new complete operational semantics for CM. The
operational semantics given in Chapter [3]is not complete for certain unusual cases
which are possibly not very useful from a practical point of view. For example, if
two ambients with the same name which intend to perform in or out capabilities.
Then the transition rules from previous chapter allow us to derive a 7-transition

that does not have the corresponding reduction. Consider a setting
mlin n.P] | m[in n.Q] | n[R]
where two ambients named m intend to enter an ambient n. The transition
m[in n.P] | m[in n.Q] | n[R] = n[m[P]| R] | m[in n.P])

could be derived using the operational semantics from Chapter [3. We note that @
has “disappeared” from the target of the transition. The possible reductions of the

given term are
mlin n.P] | m[in n.Q] | n[R] — n[m[P] | R] | m[in n.Q]

and
mlin n.P] | m[in n.Q] | n[R] — n[m[Q] | R] | m[in n.P]

There exists no such reduction matching the right hand term of the above 7-

transition. This problem is because the SOS rules for Chapter [3] do not have the
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ability to distinguish between the ambients with same name and identical capabili-
ties. To resolve such problems, we now use concretions of the form vm(P)@ in our
new SOS rules, as inspired by [36], 37, 39, 40]. In a transition rule, concretion may
split an agent into two distinguished subagents and keep them together in a single
premise. Our SOS rules are similar to those in [36] [37] but with few differences,
namely we do not use the co-capabilities and passwords in our semantics, hence
preserving the standard MA semantics. Completeness ensures that the operational
semantics of the calculus is consistent with the standard reduction semantics. We
prove that our new operational semantics coincides with the standard reduction
semantics.

The following section includes the syntax and new operational structural oper-
ational semantics for CM. In Section we show that the structural operational
semantics of CM coincides with the standard reduction semantics. Section [4.3] con-

cludes the chapter.

4.1 The Syntax and SOS Rules of CM

The syntax of CM processes is the same as in Chapter[8l The SOS rules are presented
in Tables and [£.3] and use auxiliary actions, namely enter n, move n and exit n
which are defined in Table ET1

In our new labelled transition semantics P = () represents ambients’ mobility
by means of their in n and out n capabilities. In order to model mobility by
T-transitions additional labels and auxiliary terms are used, namely labels A and
concretions K in Table [l So we will need auxiliary transitions P EN O, where P
is a process, A is a label and O represents an outcome in Table [4.1], which is either a
process or concretion of the form (vm)(P)Q as introduced by Milner [44] and used
by Merro and Hennessy [30], 37]. We adopt the following convention after [37]. If K is
the concretion vm(P)Q, then vuK stands for vm(P)ru(Q), if u & fn(P), otherwise
v(um)(P)Q. A similar convention is followed for A-Par in Table L3l We define
K | P as the concretion vm(P)(Q | P') where, using a-conversion if necessary, m
is selected in such a way that fn(P") Nm = 0.

Transitions P 2> O are not first class transitions; they are only helpful in SOS
rules that define 7-transitions of processes corresponding to the movement by the
i n and out n capabilities.

We consider some examples to show some reductions and, at the same time,

explain how auxiliary labels in Table 1] and transition rules in Tables and [4.3]
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are used in defining mobility transitions. We assume
mlinn.P]| Q) | n[R] for some P, Q, R.

The ambient m has the capability to enter the ambient n. By Red In axiom in

Table B.4] we have
mlinn.P] | Q| n[R] — n[m[P]| R] | Q

We now derive the 7-transition of m[inn.P] | @ | n[R] by 7-In rule in Table [£.2
For simplicity, we assume that there are no private names in ) and R. We have
in n.P % P. When the migration occurs, we must identify the moving ambient
m, and the agent that is left behind. To model these two agents we use concretion
vm(P)(Q, where P is the agent that moves, while ) is the agent that stays behind,
and m is the set of private names shared by P and (). We introduce a new action
enter n and have

m[inn.P] 5" (m[P])0

By A-Par in Table [4.3] we obtain
ml[inn.P]| Q entern (m[P])@Q

Next, to achieve the 7-transition there must exist a sibling ambient n. We define a

new action move n for n to complete this interaction. By 7-In we get
mlinn.P]| Q| n[R] — n[m[P]| R] | Q

After the transition the ambient m, becomes a child of n.
Next, we explain emigration capability by considering m[nout m.P] | Q], for
some P and ) where () has no private names. The ambient n may emigrate from

m by its out m capability. By Red Out we have

m[nlout m.P] | Q] — n[P] | m|Q)]

We derive the 7-transition of m[n[out m.P] | Q] by 7-Out. We define a new action

exit m, and by Exit in Table .21 we get

nlout m.P] " (n[P])0
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Ambient Prefizes: p == inn | outn
Ambient Actions: X\ == entern | moven | exitn | u
Labels : 1 i | A | 7
Outcomes : O == P | K
Concretions : K == (vm)(P)Q
Table 4.1: Prefixes, labels, outcomes and concretions
Act) ——
(Act) wP 5 P
P p
(Enter) — (Co-Enter) —
m[P] "= " (m[P’])0 n[P] "= (P)0

(i) PO GRPIPT Q MET (v))(Q)Q"
P1Q % wp)(ra) ([P | Q1| P"| Q")

(Exit) P Oﬂ" P (7-Out) l ei‘l}" (?m)<P’)P” o)
m[P] ““" (m[P'])0 n[P] = (vm)(P" | n[P"])

() (fn(P") U fn(P")) N q = (fu(Q) U (@) Np =10
() (fn(P) U fu(P")) N = 0

Table 4.2: Transition rules for mobility

By A\-Par we get
nlout m.P] | Q exit (n[P])Q,

which shows that when this capability is exercised n[P] moves out, while the process

(@ remains inside m. By 7-Out we have
m[n[out m.P] | Q] — n[P] | m[Q]

After the transition the ambient n, becomes a sibling of m.

Next, we consider examples where agents share private names and show that
ambients mobility extends the scope of its restricted names beyond their boundaries.
We assume

(wk)(mlin n.0 [ in kO] | k[P]) | (n[Q] | R),

where ambients m and k execute in parallel and they share a private name k. The
ambient m has the capabilities to either enter k or n. We consider the ability of m

to enter n which is running in parallel sharing no private names with the moving
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(\Par) — D=0 (A-Res) P30 (4g )
PlQ30|Q (vu)P > (vu)O

(7-Amb) P % P (Struct) P=Q @ Q Q=P
nP] — n[P’] P _l> P’

(x%)The definition of X is extended to include also a 7

Table 4.3: Transition rules for other operators of CM

ambient. To exercise this capability of agent m, we use (vp) and (rq) in 7-In rule.
These constructs maintain privacy and sharing of the restricted names in the agents
after they move around. We also assume that there are no private names in agents
@ and R, and k &€ fn(Q, R).

The application of the 7-In rule specifies how this capability of the agent m is

achieved. The resulting transition is:
(vk)(mlin n.0 | in k.0] | k[P)) | (n[Q]| R) = (vk)(vq)(k[P] | n[mlin k.0] | Q]| R)

In this transition we observe that scope of k is extended to outside m, since k & fn(Q)
or fn(R). The inference tree that shows the validity of above given transition is given
in Figure [£.11

Similarly, we consider a system
n[vk(m[in k.0 | out n.0]) | P]

In this example we restrict the scope of private name k to agent m, and process P
executes in parallel with m inside n. We assume that there is no private names in

P, and k ¢ fn(P). The application of 7-Out gives the resulting transition as follows:
nlvk(mlin k.0 | out n.0]) | P] —— vk(mlin k.0] | n[P])

Here, after exercising the out capability, the scope of k is extended to include P
since k ¢ fn(P), and m which is a child of n, becomes a sibling of n. If k € fn(P)
then the above scope extrusion is not valid. The inference tree for the above given
transition is in Figure
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inn.0 =% 0

(Par) . . mn .
inn.0|ink.0 = 0|ink.0
(Enter)
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Par n( R
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(vk)(m[inn.0 | in k.0] | k[P]) “™S™ (vk)(m[0 | in k.0])0 | k[P] = (vk)(m[0 | in k.0])0 | k[P]
(7-In)
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(vk)(mlin n.0 | in k.0] | k[P]) | (n[Q] | R) = (vk)(v@)(n[mlin k.0] | Q] | k[P]| R)

Figure 4.1: Inference tree for enter capability
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(Act) -
outn.0 2% 0
(\-Par) -
in k.0 | outn.0 “5" in k.00
(Exit) ”
m[in k.0 | out n.0] == (m[in k.0 | 0])0
(Res-Amb) ”
vk(mlin k.0 | out n.0]) == vk((mlin k.0 | 0])0)
(A-Par) : P : - (k & fn(P))
vk(m[in k.0 | out n.0]) | P — vk({m[in k.0 | 0])0) | P = vk((m[in k.0 | 0])(0 | P)))
(7-Out) =
n[vk(mlin k.0 | out n.0]) | P] — vk(mlin k.0 | 0] | n[0 | P]) = vk(mlin k.0] | n[P])
(Struct)

nlvk(m[in k.0 | out n.0]) | P] —— vk(m[in k.0] | n[P])

Figure 4.2: Inference tree for exit capability

4.2 Correspondence of Transition Semantics and

Reduction Semantics

In this section we show that our transition semantics coincides with the reduction

semantics of CM. There are “soundness” and “completeness” parts of this result.

4.2.1 Soundness

Soundness ensures that for every reduction of a term of CM there is a valid 7-
transition of the term, and the target of the 7-transition is congruent to the target

of the reduction.
Theorem 4.1. VP, R CM.P + R=—=3Q cCM. P 5 Q =R.

Proof. We prove Theorem [A.1] by structural induction where we consider cases of

reductions of P depending on the structure of P.

1. Base case: (Constant)
We show that our statement holds when we choose the simplest term of CM,

namely the deadlocked agent 0:

0>R=—053R

There is no rule defined to show the reduction of 0, so 0 — R is false, and

hence, the implication above is true.
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2. Induction Hypothesis:

We assume that our theorem holds for all the sub-processes P’ of P, such that
if P - R=— P’ 5 R, for all R.

3. Induction Step:

(a)

P = (vm) P’ for some P’. In this case we show
(vm)P' - R = (vm)P' & R (4.1)
We assume (vm)P" — R.

The only reduction rule that can be used to derive a reduction relation
of (vm)P’ is Red Res in Table B4l Since the term (vm)P’ reduces to
some process R, by the reduction rule Red Res, so we deduce that the
reduction P’ — @) is also valid for some @), such that (vm)Q = R. Since

P’ — @ is valid, so by the inductive hypothesis we get P' = Q.

Since P’ 5 ( is valid, so by transition rule A-Res in Table .3}, we deduce
that the transition (vm)P’ = (vm)Q is valid. Since m ¢ fn(7)(= 0).

Now using the structural congruence rule Struct in Table d.3] we ob-
T

tain (vm)P’ = (vm)Q and (vm)Q = R. Hence,we obtain (vm)P’ = R

as required.

P = n[P'] for some P" and n.

In this case we show

n[P] - R=n[P] > R (4.2)

To prove statement [1.2] we assume n[P’] — R, for some R. There are
two reduction rules Red Amb and Red Out in Table B4, that can be
used to derive a reduction of n[P’]. So, to apply each rule separately, we

divide this case into two sub-cases.

i. Red Amb:
Since using Red Amb, n[P'] — R is a valid reduction, so P' — @ is
also valid for some @). By this rule the agent R is of the form n[Q)],
namely R = n[Q]. As P’ — @ is a valid reduction, so by inductive
hypothesis we get P’ 5 Q. Since P’ 5 Q is a valid transition so,
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(Act) -
outn.P; =25 P
(A-Par) -
Outn.Pl‘PQOu—)nP1|P2
(Exit)

mlout n.Py | Py] “L (m[Py | P))0

(\-Par) ”
mlout n.Py | By | Q == (m[Py | B])0 | Q = (m[Py | P2)(0 ] Q)

(7-Out)

nlmlout n.Py | Py] | Q] — m[Py | Po] | n[0| Q] = m[Py | Py] | n[Q]

Figure 4.3: Inference tree for 7-Out transition

by transition rule 7-Amb in Table[3.4] we deduce that the conclusion
of the rule is also valid, that is n[P'] = n[Q].

Now by Struct rule, n[P'] = n[Q] and n[Q] = R. Hence, n[P'] = R

as required.

ii. Red Out:

By using the rule Red Out, we derive that P’ is of the form m[out n.P;
Py] | Q for some Pj, P, and (). Hence, the reduction n[mout n.P; |
Py] | Q] — R is valid by Red Out, where R = m[P; | P | n[Q)].

In principle there could be private names in agents Py, P, and Q.
However, using a-conversion if necessary, we can assume without
loss of generality (wlog) that there are no private names. We derive
the = of agent n[mfout n.P, | P] | Q] by applying the transition
rule 7-Out in Table (with the empty set of private names). This
is supported by inference tree in Figure 43 Hence, the resulting

transition is
nimlout n.P, | By | Q] = m[P; | P | n]Q]

Now using Struct in Table EE3, we obtain n[m[out n.P; | P5] | Q] =
m[Py | B] | n[@Q] and m[Py | P2] | n[Q] = R, as equality is the subset
of our congruence (=C=). Hence, njmfout n.P, | P,] | Q] = R as

required.

(¢) P=P'|Q, parallel composition of the processes.

In this case we show
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PlQ—=R=P|Q>R (4.3)

Assume P’ | Q — R for some R.
There are two reduction rules Red In and Red Par in Table 3.4l that

can be used to deduce this reduction. To apply each rule separately, we

divide this case into two sub-cases.

1.

11.

Red Par:

Since P’ | @ — R is valid by Red Par, we deduce that the reduction
P’ — S is valid, for some S, such that S | Q = R. Since P’ — S is
valid, so by inductive hypothesis P/ = S is valid.

Since P’ 5 S is valid, by the transition rule A-Par in Table E3,
we deduce that P’ | Q@ = S| Q is valid. Since R = S | Q, we get
P'| Q@ = R as required.

Red In :

Assume that P’ and @ are of the form m[in n.P, | P] and n[Q]
respectively. In principle there could be shared and private names in
agents Py, P, and ;. However, using a-conversion if necessary, we
assume wlog that there are no shared and private names. By parallel

composition of the two agents we obtain by reduction rule Red In
mlin n.P, | B] | n[@Q1] — R

We further deduce that R = n[m[P; | P»] | Q1]. Now we derive the
5 of agent mlin n.P; | P5] | n[Q1] by applying the SOS rule 7-In in
Table This is supported by inference tree in Figure 4.4l Hence,

the resulting transition is
mlinn.Py | Po] [ n[@i] = nlm[Py | P] | Q1]

Now using the congruence rule Struct, we obtain m[in n.P; | Py |
n[@Q:] = n[m[P | P] | Q1] and n[m[P, | P] | Q1] = R. Hence,
mlinn.P, | P] | n[Q1] = R as required.
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(Act) :
inn.Pp 28 P,
(\-Par) A
inn.P1|P2m—;LP1|P2

(Enter) — (Co-Enter) —

mlinn.Py | Py] ““5" (m[Py | P,))0 n[Q] "— (Q)0
()\—Par) enter n (A_Par) move n

mlinn.P, | B) | S 5" (m[P | P))(0]S) n[Q | T "—" (@Q)(0]T)
7-In

mlinn.Py| P [ S n[Q] | T — nlm[Py [ P][ Q0[S ][0T =n[m[Pr | P | Q)

Figure 4.4: Inference tree for 7-In transition

4.2.2 Completeness

Completeness ensures that for every valid 7-transition of a CM term there is a valid
reduction of the term, and the targets of the 7-transitions and the reductions are

the same.

Lemma 4.1.
1.YPe CM. P 5 O, where pn € {inn,out n} = 3p, P, P, withn & p
such that P =vp (u.Py | P2) and O =vp (P, | P2), where p is a set of private

ambient names in P.

2.VP,P',P" € CM. P ™S vp (P'\P" = 3 P\, Ps, Py, k withn & p such
that P =vp (k[lin n.Py | Py] | P3), P' = k[P, | P»] and P" = Pj, where p

s a set of private ambient names in P.

3.VQ, Q, Q" e CM.Q "=" v (QNQ" = T Q1,Qs, withn & § such that

Q=vq(n[Q1] | Q2),Q = Q1 and Q" = Q,, where  is a set of private ambi-
ent names in Q.

it n
4 exi

VP, P, P"e CM. P =" vin (PYP" =3 P, P, P5, k withn ¢ m such
that P = vm (klout n.Py | Ps] | P3), P' = k[P, | P] and P" = Ps, where

m is a set of private ambient names in P.
Proof. By transition induction.

1. There are three transition rules, namely Act in Table 4.2l and A\-Res and \-Par
in Table [£.3] that can be used to prove part 1 of Lemma [£.1l So, we consider

three cases. Let p =1in n.

(a) Act
In this case P is of the form in n.R. Since in n.R m—f R is a valid

transition by Act. Therefore, P L0 s a valid transition, where P =
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in n.R. Hence, P = vp(u.P; | Py), where p is the empty set of names,
and P, = R and P, = 0. Similarly, O = R and hence, O = vp(P, | P,),

where P, = 0 and p is the empty set of ambient names in P.

A-Par

In this case we assume that P is of the form R | S, for some R and S.
So, for = in n, the transition R | S 0 | S is valid by A-Par, hence,
the premise R 4" O of the rule is also valid.

Since B " O is a valid transition, so by inductive hypothesis R =
vi (u.Ry | Ry) and O = vi (R | Ry), for some Ry, Ry and 7, where 7 is
the set of private names. By a-conversion, if necessary, we can select 7

in such a way that fn(S) N7 = 0. So, we get

= vi((u.Ry | Ra) | S) (Struct Res Par)
= vi(p.Ri | (R |S)) (Struct Par Assoc)

Similarly, by the rule A\-Par, O | S is of the form v7"(R; | Ry) | S. We

obtain

0ls

Uf(Rl | RQ) ‘ S
vi((Ry | R2) | S) (Struct Res Par)
vi(Ry | (R2 | 9)) (Struct Par Assoc),

Hence, we obtain P = vp(u.Py | P), and O = p(P; | P), where
p=r,P =Ry and P, = Ry | S as required.

A-Res

In this case we assume that P = (vu)R, for some R. We get the transition
(vu)R ™35 (vu)O, where O is an outcome and u # n. As this is a valid
transition by rule A\-Res in Table [4.3] hence, the premises R ™8O of the

rule is also valid.

As B ™' O is a valid transition, so by inductive hypothesis R =

vp (u.Ry | Ry) and O = vp (Ry | Ry), for some Ry, Ry and p, where,

p is a set of private names in R . So, we get vu(R) = vu(vp(p.Ry |
/

R»)), and vu(O) = vu(vp(Ry | Rz)). The new restriction is vp’ = v(up);
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and v is added to the set of existing restricted names vp. Now we get

vu(R) vu(vp(u.Ry | Ra))
(vu)(vp)(p-Ry | Ra)
v(up)(p-By | Ro)

= vp/(u-Ry | Ry)

Similarly,

vu(O) = vu(vp(Ry | R))
= (UU)(Vﬁ)(Rl | RQ)
= v(up)(Ry | Ry)
= I/];I(Rl | Rz)
Hence, we obtain P = vp/(u.Py | P,) and O = vp/(P, | P,), where P, =

Ry, P, = Ry and 15/ is the set of private ambient names in P.

The proof for the three cases for ;1 = out n is very similar to the proof for

[ =1in n, so it is omitted.

2. There are three transition rules namely Enter in Table 1.2 and A-Par and
A-Res in Table [4.3] that can be used to prove this lemma. Depending on the

structure of agent P, we consider three cases.

(a) Enter
In this case we assume that P = m[R], for some R.
Since m[R] ““5" (m[R'])0 is valid by Enter in Table L2 so the premise

of the rule R 23 R/ , for some R’ is also valid. By part 1 of Lemma [Z.1],
R has the form vr(in n.Ry | Ry), for some Ry, Ry and 7.

Consider m[R] and assume wlog that m ¢ 7. We have

mlvr(in n.Ry | Re)] = (vi)m[in n.Ry | Ry ifm¢r
= (vi)(mlinn.Ry | Ry] | 0)

Since by Enter rule, m[in n.Ry | Ro] | 0 ““5" (m[Ry | Ra])0, so by
Struct rule we get
(vF)(mlin n.Ry | Ro] | 0) ™5™ vir((m[Ry | Ra])0 | 0)
= yf(m[Rl | R2]>O

Hence, we obtain P = vi(mlin n.R; | Ra] | 0), P'=m[Ry | Rs], P" =0.
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(b)

A-Par
In this case we assume that P = R | (). So we get the transition of the

form R | @ et 0 | @, for some O.
Since R | @ L O | @ is a valid transition by rule A\-Par in Table [4.3]

enter n

the premise of the rule, namely R — O, is also valid.

enter n

Since R "—" O is valid, so by inductive hypothesis R = vr(mlin n.R; |
Ry] | R3), R = m[Ry | Ry], R” = R3 and 7 is a set of private names in R,
for some Rj, Ry and R3. Here, O = vi(m|[R; | Rs])R3. By a-conversion,

if necessary, we can select 7 in such a way that fn(Q) N7 = 0. So, we get

R|Q = vi(m[linn.Ri| R | Rs) | Q
= vi(mlinn.Ry | Ry] | R3 | Q)

Similarly by A-Par, O | @ is defined as concretion of the form v7(m[R; |
Ry])R3 | Q, and we get

O|Q = viim[R, | Ra))R3| Q
= vi(m[R | Ry])(Rs | Q)

Hence, we obtain P = vi(m[in n.Ry | Rs] | Rz | Q), P’ = m[R; | Ry,

P” = R3 | Q and 7 is the set of private names in P as required.

A-Res

In this case we assume that P = (vu)R. So we get the transition of the

enter n enter n

form, (vu)R "—" (vu)O, for some O. Since (vu)R — (vu)O is valid

enter n

by A-Res in Table [4.3] the premise of the rule, namely R —" O, is also

valid.
Since R emﬁﬁ O is valid, so by inductive hypothesis R = vp(m[in n.R; |
Ry] | R3), R = m[R; | Ry] and R” = Rjs, for some p,m, Ry, Ry and Rs.

Now, we get vu(R) = vu(vp (mfin n.Ry | Rs] | R3)). The new restriction
is vp! = v(up); and u is added to the set of existing restricted names vp.
We obtain

(vu)R = vu(vp(mlin n.Ry | Ro] | R3))
= (vu)(vp)(mlin n.Ry | Ry} | Rs)
= v(up)(mlin n.Ry | Ra] | R3)
= (vp)(mlin n.Ry | Ry] | Ry)

Next, the outcome O = vp(m[R; | Ry])R3, and hence (vu)O = vp(m[R, |
Rol)vuRs if uw € fn(Ry | Rs), else we get the concretion of the form
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v(up)(m[Ry | Ra])Rs. In the second case we have

(ru)O = v(up)(m[Ry | Rs])R3
(vu)(vp)(m[R: | Ro])Rs)
v(up)((m[Ry | Rs])Rs)

)
= (wp)((m[Ry | Ry])Rs)

For this case we obtain P = vp/ (mfin n.Ry | Rs] | R3), P’ = m[R; | Ry

and P” = R,, and p' is the set of private ambient names.

In the first case, i-e. if u & fn(R; | Rs), we get

(vu)R = wvu(vp(mlin n.Ry | Rs] | Rs3))
= (vp)(vu)(m[in n.Ry | R) | R3)
= (vp)(m[in n.Ry | Rs] | (vu)R3)

Similarly,
(vu)O = vu(vp(m[R | Ro])Rs)

= Vﬁ(m[Rl | RQ])(I/U)Rg, u Q’fn(Rl | RQ)

Overall we obtain P = vp(m[in n.Ry | Ro] | (vu)R3), P = m[Ry | Ry

and P" = (vu)Rs, and p is the set of private ambient names.

3. The proof for the Lemma (1] part 3 is very similar to the proof for part 2, so

it is omitted.

4. There are three transition rules, namely Exit, A\-Par, A-Res given in Tables
and [4.3] that can be used to prove this lemma. Depending on the structure of

agent P, we consider three cases.

(a) Exit
In this case we assume that P = m[R], for some R, and hence we get
the transition of the form m[R] (m[R'])0, for some R'. Since
m[R] iy (m[R'])0 is valid by Exit in Table d2] so the premise of
the rule, namely R UL R s also valid. By part 1 of Lemma [£1] R has

exit n
S

the form v7(out n.R;y | Ry), for some Ry, Ry and 7 where n ¢ 7.

Consider m[R] and assume wlog that m ¢ 7. We have
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mlvr(out n.Ry | Rs)]

(vr)mlout n.Ry | Ry ifmér
(vF)(mfout n.Ry | Ry] | 0)

exit n

Since by Exit rule, mfout n.Ry | Ra] | 0 — (m[R; | R2])0, so by Struct

rule we get

exit n

(vr)(mlout n.Ry | Ro] | 0) — vr({m[Ry | Rs])0 | 0)
= 1/7:<m[R1 | R2]>O

Hence, we obtain P = vi(mfout n.Ry | Ro] | 0), P’ = m[Ry | Ry}, P" =

and p = 7 is the set of private names in P.

A-Par

In this case we assume that P = R | Q). So we get the transition of the
form R | @ ez O | @, for some O. Since R | Q ez O] Qisa
valid transition by A-Par in Table 4.2 the premise of the rule, namely
R ‘A" 0, is also valid.

Since R ““3" O is valid, so by inductive hypothesis R = v#(mlout n.R; |
Ry] | R3), R = m[Ry | Ra], R”" = R3 and 7 is a set of private names in R,
for some Rj, Ry and R3. Here, O = vi(m[R; | Rs])R3. By a-conversion,

if necessary, we can select 7 in such a way that fn(Q) N7 = (. So, we get

R|Q = vr(mlout n.Ry | Ry] | Rs) | @
= vi(mlout n.Ry | Ry] | R3 | Q)

Similarly by A-Par, O | @ is defined as concretion of the form v (m[R; |
Ro)Rs | @, and we get

O|Q =vi(m[R | Ry|)R3 | Q
= vi{m[R, | Ra)(Rs | Q)

Hence, we obtain P = vr(mfout n.R; | Ry] | Rz | @), P = m[R; | Ry,

P” = R3 | Q and 7 is the set of private names in P as required.

A-Res

In this case we assume that P = (vu)R. So we get the transition of the

exit n exit n

form, (vu)R — (vu)O, for some O. Since (vu)R — (vu)O is valid

exit n

by A-Res in Table [£3] the premise of the rule, namely R — O, is also

valid.
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Since R “' O is valid, so by inductive hypothesis R = vp(mlout n.Ry |
Ry] | R3), R = m[Ry | Ry] and R” = Rj, for some p,m, Ry, Ry and
Rs. Now, we get vu(R) = vu(vp (mlout n.Ry | Ry] | R3)). The new
restriction is vp/ = v(up); and u is added to the set of existing restricted

names vp. We obtain

(vu)R = wvu(vp(mlout n.Ry | Ry] | R3))
= (vu)up)mlout n.Ry | By] | Ry)
= v(up)(mlout n.Ry | Ro] | Rs3)
= (vp/)(mlout n.Ry | Ry] | Rs)

Next, the outcome O = vp(m[R; | Ry])R3, and hence (vu)O = vp(m[R, |
Rol)vuRs if uw € fn(Ry | Rs), else we get the concretion of the form
v(up)(m[Ry | Ra])Rs. In the second case we have

(ru)O = (vu)(vp(m[Ry | Ro]) Rs)
= (vu)(wp)(By | Ro)Rs)
= v(up)((m[Ry | Ry])Rs)
= (vp)(m[Ry | R])Ry

For this case we obtain P = vp’ (m[out n.Ry | Ry] | R3), P’ = m[R; | Ry

and P” = R;, and p/ is the set of private ambient names in P.

ru)\v

In the first case, i-e. if u & fn(R; | Rs), we get

(vu)R = wvu(vp(mlout n.Ry | Rs] | R3))
= (vp)(vu)(mlout n.Ry | Ro] | Rs)
= (vp)(mlout n.Ry | Ro] | (vu)R3)

Similarly,

(ru)O = vu(vp(m|R; | Ra])R3)
= vp(m[Ry | Ra])(vu)Rs, u & fn(Ry | Rs)

Overall we obtain P = vp(mout n.Ry | Ry] | (vu)Rs), P = m[Ry | Rs]

and P"” = (vu)Rs, and p is the set of private ambient names.

This completes the proof of Lemma [Tl
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Finally, we are ready to prove the completeness result.

Theorem 4.2. VS,ReCM. S > R— S — R.

Proof. By transition induction where we consider cases of transitions of S depending

on the structure of the term.

1. Base case: (Constant)

We show that our statement holds when we choose the simplest term of CM,

namely the deadlocked agent 0:

05 R=—0—>R

There is no rule defined to show the transition of 0, so the T-transition for 0

is not possible. Thus, the transition 0 = R is false, hence, the implication

above is true.

2. Induction Hypothesis:

In this step we assume that our Theorem holds for all the sub-processes P of

S, such that if P = R then P — R, for all R.

3. Induction Step:

(a)

S = C.P for some P, where the prefix C' is an ambient capability, namely

in n and out n with an ambient name n.

We consider the ambient’s entering capability, and show that
inn.P 5 R—inn.P - R

The only transition for in n.P is in n.P nep by applying the rule Act
in Table 4.2l Since there is no other rule defined that could be applied
to derive the transition, the 7-transition for in n.P is not possible. Thus,
the transition in n.P = R is not valid and, hence, the implication above
is true.

The proof for out n capability is very similar to the proof for in n capa-

bility, so its is omitted.

S = n[P], for some P and n.

In this case we show that

n[P] % R= n[P] — R (4.4)
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We assume n[P] = R for some R.

There are two transition rules 7-Out and 7-Amb in Tables and [4.3]

that can be used to derive a T-transition of n[P]. So, to apply each rule

separately, we divide this case into two sub-cases.

1. 7-Out

11.

Since n[P] = R is valid by the transition rule 7-Out in Table 2] so
we deduce that the premise of the rule, namely P ““%" v (P')P",
for some P’ and P”, is also valid. Here, m is the set of private
ambient names in process P, and ((fn(P’) U fn(P")) N {m}) = 0.
Since by 7-Out, the process R is of the form (vm)(n[P”] | P'), namely
R = (vm)(n[P'] | P"). Hence, we obtain

n[P] = (vim)(n[P"] | P')

Now using part 4 of Lemma 1] we get P = vm (k[out n.Py | Ps) |
Ps), PP = k[P, | P,] and P" = P, for some P;, P,, P3 and k, where

n &€ m. Hence, we deduce that,

n[P] = nlvm (klout n.P, | By] | Ps)]
= vm (n[klout n.Py | By] | P3]) (Struct Res Amb)

(where it is assumed wlog that n & m)

By Red Out n[klout n.Py | Pa) | Ps] — n[Ps] | k[Py | Ps),

so vm (nlklout n.P; | Py] | P3]) rewrites as follows:

— vm (n[Ps] | k[P1 | Ps)) (Red Res)

= vm (n[P"] | k[P, | P»])  (Struct Amb)

= vm (n[P"] | P') (Struct Amb)
Now using rule Red = in TableB.4] we obtain n[P] — vm (n[P"] | P’)
and vm (n[P"] | P') = R, as equality is the subset of our congruence
(=C=). Hence, the conclusion of the rule is valid, that is: n[P] — R
as required.
7-Amb
Since n[P] = R, for some process R is valid by the transition rule
7-Amb in Table @3, we deduce that the premise P = P’ is valid for
some P'. By 7-Amb the agent R = n[P’]. Since P - P’ is valid,
so by the inductive hypothesis we get P — P’. Since the reduction
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()

P — P'is valid, so by reduction rule Red Amb in Table B.4] we get
n[P] — n[P']. Since R = n[P'] we obtain n[P] — R as required.

S = (vm)P, an ambient name m private in P.

In this case we show that
(vm)P & R= (vm)P — R (4.5)

We assume (vm)P = R.

The only transition rule that can be used to derive a transition of (vm)P
is A-Res in Table 3. Since (vm)P - R, for some process R is valid
by the transition rule A-Res, we deduce that the premise P - P’ is
valid for some P’. By A-Res the agent R is of the form (vm)P’, that is
R = (vm)P'. Since P > P’ is valid, so by the inductive hypothesis we
get P — P’. Since the reduction P — P’ is valid, so by reduction rule
Red Res in Table B4 we get ymP — vmP’. Since R = vmP’ we obtain

vmP — R as required.

S = P | @, parallel composition of the processes.

In this case we show
PlQ53R=P|Q — R (4.6)

We assume P | Q = R for some R.

There are only two transition rules \-Par and 7-In in Tables and (4.2
that can be used to derive a 7-transition of P | (). So, to apply each rule

separately, we divide this case into two sub-cases.

i. A-Par
Since P | @ > R is valid by A-Par, we deduce that the premise of
the rule, namely P = P’ is valid for some P’. By A-Par, the agent
R is of the form P’ | @, namely R = P’ | Q.
Since P = P’ is valid, so by inductive hypothesis we obtain P —
P
Since the reduction P — P’ is valid, so by reduction rule Red Par in
Table B4l we get P | Q — P’ | @, where @ is given in the beginning
of this case. Since R = P' | Q we get P | Q — R as required.

ii. 7-In
Since P | Q = R is valid by 7-In rule, we deduce that the premises

of the rule are also valid. These premises are P "5 " vp(P')P”, for
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PlaQ

—

some P’ and P”, and Q "% " vG(Q")Q", for some Q" and Q”. Here p

and ¢ are the sets of private ambient names in P and () respectively,

and (fn(P") U fa(P")) 0 {q} = (fn(Q) U fn(Q")) N {p} = 0. By 7-In
the agent R is of the form (vp)(vq)(n[P' | Q'] | P" | @Q"), namely
R = (vp)(vq)(n[P"| Q'] | P"| Q"). Hence, the resulting transition is

PlQ = (wp)(vd)(n[P'| Q]| P"| Q")
Now, by using Lemma [A.1] part 2, we obtain
P=vp (mlinn.P, | B] | P5), PP=m[P, | P5] and P’ = P,

We further obtain by part 3 of Lemma (A1l

Q=rvqnQ: | Q| Q), @=Q1]Qsand Q" = Qy Hence, we
deduce that

PlQ = wp(mlinn.Py| P | P2)|vq (n]Q|@s] | Q)

Since members of ¢ are not free names in vp (mfin n.P, | Ps] | P),

and members of p are not free names in (n[Q); | @3] | Q2), we obtain

Struct Res Par)

N
K
£
O
L
N

<
=
=

~.

S

S
S
&S
&

Struct Par Comm)
Struct Res Par
Struct Res Par

Struct Res Par

(
(
( )
( )
( )
(Struct Res Par)
vpvq (nfm[Py | Ps] | Q1] | P2 | Q2) (Red In)
vpvq (n[P"| Q1| P" Q")

Now using the structural congruence rule Red= in Table 3.4l we obtain

P1Q—=vprq [P [ QTP Q")

and R = vp vg (n[P' | Q'] | P" | Q"), as equality is the subset of our

congruence (=C=). Hence, P | Q — R as required.
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4.3 Conclusion

In this chapter we have presented a new transition semantics for the Calculus of Mo-
bility defined in the previous chapter. The operational semantics given in Chapter [3]
is not complete for certain unusual cases where ambients with the same name intend
to perform in or out capabilities. SOS rules developed in previous chapter do not
have the ability to distinguish between the ambients with same name performing
the identical capabilities. Such problems have been resolved in this chapter by using
concretions vm(P)Q in our SOS rules. We then have showed that the transition
semantics of CM is sound and complete with respect to the standard reduction se-
mantics. In the next chapter we will add a new form of global communication to
CM.



Chapter 5

The Calculus of Mobility and

Communication

In this chapter we introduce the Calculus of Mobility and Communication (CMC)
for the modelling of mobile agents that may communicate globally in the setting of
ubiquitous and mobile computing. The mobility feature of the calculus is modelled
using in and out capabilities of Cardelli and Gordon’s MA [11], [10]. We introduce
a new form of global communication in CMC inspired by Milner’s CCS [43]. The
usefulness of the calculus is illustrated by two case studies and a number of small
examples. The first case study illustrates the usefulness of the calculus by calculating
a path between two locations, and allowing the mobile ambient to navigate from
one location to another inside a building. The second case study enables services
to follow ambients in an intelligent hospital setting. A new notion of behavioural
equivalence is introduced by defining two forms of barbs; one for ambients and
another for ambients’ capabilities. We prove that the congruence relations of the
two forms of barbs agree.

The inspiration for this work comes from several mobile ambient and process
calculi based on MA that have proved useful in the modelling of mobility, communi-
cation and concurrent systems. The calculus of Mobile Ambients and its variants do
not support a direct interaction of an agent with a subagent inside another agent.
Communication can only happen between the two adjacent agents, namely commu-
nication between parent and child or between siblings.

In ubiquitous computing settings it is beneficial to model interactions among
agents that communicate globally. Communication in such settings could be global,
which means that agents may interact with subagents inside other agents. For ex-
ample, consider an agent server that instructs a mobile ambient client to move from

location m to n inside a building. We assume that client receives information from
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server via a mobile device dev. Such a setting is represented as follows:

server | building | m |client |dev | P. || P || n

Then after receiving a message from server, client physically moves from m to

n holding dev. The new setting is

I

server | building | m | n| client| dev | P.

Mobility, locations and global communication are the main features in such exam-

ples. Therefore, in order to model locations and mobility, MA is a suitable calculus.
MA helps in modelling both mobile physical mobility of devices as well as logical
mobility where code moves between devices. Ambients’ open capability in combi-
nation with in and out capabilities models local communication between agents. In
CMC we introduce a new form of direct and global communication so we drop the
open capability. Recently, a number of variants of MA have been introduced. In
particular Boxed Ambients, BA for short, [6] inherits mobility primitives, namely
in and out capabilities from MA and drops open capability to avoid certain risks.
BA proposes a new communication mechanism where the additional communica-
tion primitives complement the existing constructs of MA in an effective manner.
Several variants of BA have been introduced in order to improve the existing cal-
culus. For example, Safe Boxed Ambients [41] uses ambients co-capabilities that
help in controlling ambients access across the boundaries. Channel Ambients [53] is
an extension of BA where ambients are allowed to move in and out over channels.
Our definition of ambient is different from the ambients calculi discussed above. We
extend the syntax of CM by introducing a new set of ports/channels A to ambient
structure which shall be useful for the new form of global communication among
agents. The ambients calculi discussed above do not support a direct interaction of
an agent with a subagent inside another agent. Communication can only happen
between the two adjacent agents, namely communication between parent and child
or between siblings. We introduce a direct method of communication in CMC, as
in Milner’s CCS. To achieve this we extend the syntax of MA by introducing a new
set of port names A to ambient structure. We define ambients m4[P], where m is
the name of the ambient, A is the set of ports that m is allowed to communicate
on, and P is an executing agent.

In past few years, several operational semantics have been developed for Mo-

bile Ambients and its variants as, for example, in [36, 37, 40, 38]. The authors
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Names : ma,ng, kc... €N

Actions : a,fB,... € Act = AU AU {7}

Variables : x,Y,... € X

Processes:  P,Q:= D | C.P | a(z).P | a(x).P
| malP)] | P+Q | P|Q [ (vma)P
| WP | P[]

Capabilities : C = «x | w | € | C.C’

Table 5.1: Syntax of CMC

in [36], [37] introduce a label transition system based operational semantics, and a
labelled bisimulation equivalence which is proved to coincide with reduction barbed
congruence. We also develop a new notion of behavioural equivalence for CMC,
and formulate the equivalence in terms of a-transitions and observation predicate,
inspired by [11], 136, [37].

The chapter is organised as follows. We introduce CMC in Section5.Il. A labelled
transition semantics for CMC is given in Section Section [B.3] presents two case
studies that illustrate the usefulness of CMC. In Section [5.4] we develop behavioural

semantics for CMC and Section contains conclusions.

5.1 The Syntax of CMC

The syntax of CMC is given in Tables 5.1l and 5.2 In CMC we use the syntax of
both CM as discussed in Chapters [l and @], and the syntax of Milner’s CCS [43].

We assume that A is an infinite set of port names, which is ranged over by a, b, c,
and the set of co-names, denoted by A is ranged over by @,b,¢. We set £L =AU A
and we let A, B, C range over it. An infinite set Act comprises all possible actions
that an agent can perform and «, § range over it. Act also includes 7, which is a
single completed action of composite agents. So Act = £ U {7}, and the typical
subsets of o are A, B. The set of agent constants K is ranged over by D and E, and
the deadlocked agent 0 is a member of . In our syntax the variable z in a(z).P and
in @(z).P can be replaced by a value from a set V', which may contain the capabilities
as defined in Table Bl

We further assume an infinite set of ambient names N that is ranged over by
ma,np and k¢, where A, B,C C AUA. Ambients are terms m4[P], where m is the

name of the ambient, A is the set of ports that ambient m is allowed to communicate
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Ambient Prefives : = inng | outng
Action Prefives :  a = a(z) | b(2) T
Ambient Action : X = enter ng | moveng

|  exitng | w
Labels : (= i | «

| |7
Outcomes : O:= P | K
Concretions : K:= (vm)(P)Q

Table 5.2: Prefixes, labels, concretions and outcomes

on, and P is an executing agent. When ambients allow communication on all visible
ports then we shall write m[P] instead of m4[P]. Other ambient constructs that
are inherited from MA are (vmy4)P, C.P and C.C’. An ambient restriction (vmy4)P
executes process P with a private ambient named m 4. In C.P, the process P cannot
start execution until the prefix capability C'is performed. The capability p in Tables
6.1 and allows ambients to perform certain actions, namely in ng and out np,
for some B, whereas C.C" represents a sequence of capabilities (path) when input
variable represents one or more of these capabilities. The empty path is represented
by e.

We further borrow the constructs for agent constants, action prefixing, parallel
composition, summation and action restriction from Milner’s CCS or the m-calculus
[43, 44]. The agent constant D has a unique equation of the form D Y P where
P is an agent that may contain agent constants. The agent constants can also be
defined in terms of each other. @(x) and a(z).P sends or receives a message on port
a and a respectively, and then execute P. The received message can be any value
v € V, and is bound to the variable z in P. Parallel composition is given in terms
of a binary operator, P | (), and summation is given by the choice operator P + @
that allows either process P or process @ to execute. In (vl)P the port labels [ or
[ are restricted in P, where [ € £. In a relabelling P[f], P is a process with the
relabelling function f applied to its action labels. Finally, we have the set of terms
T(3,V), where V is the set of process variables, and T'(X), the set of closed terms

(agents or processes) ranged over by P, Q).

Free names (revisions and additions)

The addition of communication mechanism changes the ambient definition to m4[P],
where we tag ambient m with a set of ports A. We also add new communication

primitives, and therefore revise the definition of free names as given in Table 5.3
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def
€) = 0
ccy Y meyume)

fn(0) 2

fC.P) = fa(C)U fn(P)
f(a(z).P) Z fa(P)U{a}
fb(z).P) = fa(P) U {b}
fa(malP)) = {m}UAUf(P)
mP1Q)  E m(P)umQ)
f(i(P)) = f(P)-f{ly (el
fa(vma(P)) < fu(P) — ({m} U A)
Pl = f(n(p)

folz) £

fa(inng) def {n}UB

fn(out np) aef {n}UB

fal

Sl

Table 5.3: Free names

5.1.1 Reduction Semantics of CMC

The reduction semantics is formalised by two concepts: the structural congruence

relation, =, and the reduction relation —. We follow the definitions in [37].

Definition 5.1. A relation R over processes in a process calculus is contextual if it

is preserved by all the operators in the process calculus.

Definition 5.2. A relation R over processes in a process calculus is partially con-
textual, or p-contextual, w.r.t a set of operators Op if it is preserved by all the

operators in the set Op.

The relation =, in Definition [3.2] is contextual for CM since it satisfies axioms
4, 5,7, 8 in Table [5.4] for the four of its operators. However, = is not contextual for
CMC since it doesn’t satisfy the axiom P = @ infer P + R = () + R. So, we need

to define when only some operators of a process calculus preserve a relation R.

Definition 5.3. Structural Congruence, =, over CMC processes is the least p-

contextual equivalence relation w.r.t the set of operators Op, = {v, |, [f], nal ], C., a.}
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that satisfies the axioms:

PlR=Q|P
(P1Q)R=P[(Q]R)
Pl0O=P

P+Q=Q+P
(P+Q)+R=P+(Q+R)
P+0=P

(Struct Par Comm)
(Struct Par Assoc)
(Struct Zero Par)
(Struct Sum Comm)
(Struct Sum Assoc)
(Struct Zero Identity)
(vn)(P | Q)=P | (vn)Q ifn¢ fm(P) (Struct Res Par)
(vnp)(mal[P]) = mal(vng)P] if n# m (Struct Res Amb)
(Struct Res Res)
(Struct Zero Res)
(Struct Const)
(Epsilon)

By this definition we get the axioms and the rules for = in Table 5.4

Definition 5.4. Reduction relation, —, over CMC processes is the least p-contextual
relation w.r.t the set of operators Opy = {v,|,n4] |} that satisfies the rule and ax-
ioms in Table

malin ng.P | Q] | ng[R] = ng[ma[P | Q] | R] (Red In)

nglmalout ng.P | Q] | R] = ma[P | Q] | ng[R]  (Red Out)

P=0Q, Q—-Q,Q =P =P—FP (Red =)

Table 5.5: Reduction rules

By this definition we get the axioms and rules for —, same as in Table [3.4l

5.2 Transition Semantics for CMC

The labelled transition system for CMC is given as follows: The set of CMC processes
is the set of states, the set of labels a as in Table is the set of transition labels,
and the transition relations — are defined by Plotkin’s SOS [55] rules in Tables
5.7 and 5.8 These rules are the same as in Chapter @l In our semantics P = Q
represents not only binary communication of processes as in CCS but also mobility

of ambients by means of their in ng and out np capabilities. In order to model
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P=P (Struct Refl) (1)
P=Q=Q=P (Struct Symm) (2)
P=Q,Q=R=P=R (Struct Trans) (3)
P=Q= (vn)P = (vn)Q (Struct Res) (4)
P=Q=P|R=Q|R (Struct Par) (5)
P =Q = P[f] = Q[f] (Struct Rel) (6)
P=Q = nalP]|=nalQ)] (Struct Amb) (7)
P=Q=CP=CQ (Struct Capability) (8)
P=Q=aP=a@ (Struct Action) 9)
PlQ=Q|P (Struct Par Comm) (10)
P+Q=Q+P (Struct Sum Comm)  (11)
(P|Q)|R=P|(Q|R) (Struct Par Assoc) (12)
(P+Q)+R=P+(Q+R) (Struct Sum Assoc) (13)
P+0=P (Struct Zero Identity ) (14)
PlO0=P (Struct Zero Par) (15)
(vn)(vm)P = (vm)(vn)P (Struct Res Res) (16)
(vn)0=0 (Struct Zero Res) (17)
(vn)(P | Q) =P | (vn)Qif n & fn(P) (Struct Res Par) (18)
(vnp)(mal[P]) = mal(vng)Plifn #m  (Struct Res Amb) (19)
A=P if A “Yp (Struct Const def) (20)
eP=P (Epsilon) (21)

Table 5.4: Structural Congruence

mobility by 7-transitions additional labels and auxiliary terms are used, namely
labels A and concretions K as discussed in Section (.1l

Communication in CMC is defined as in CCS, so in addition to the SOS rules in
Tables B.7] and 5.8, we have the SOS rules for the communication part of CMC in
Table (.6l as discussed in Section 2111



Chapter 5. The Calculus of Mobility and Communication 78

(Input) (veV) (Output) —
a(z).P Y Plu/ ax).P ™ p
Res A PSP . P = P
(Res-Act) (va)P % (va)P' (@ ¢ fale)) ( um)P+Q 5P
a(x) -, a(x) -, P ﬂ> P
(Par-Com) ACENAR, (Par C)P|Qﬂ>P’|Q
P p P& P def
(Rel) (Const) — (A= P)
P P AS P
— l / J— /
(Struct) P=Q © _; @ =P
P — P
(Global-Com) P % il (if (a = a(z) or a« = a(x)) then a € A)

Table 5.6: Transition rules for communication

The SOS rules in Table are similar to those in [43], except that we have an
additional Global-Com rule that allows ambients to communicate globally only on
ports a € A. Recall that when ambients allow communication on all visible channels

then we write m[P] instead of m[P).

(A\-Par) P50 (*) (A-Res) P50 (u & fn(\))
P|QA>O|Q (VU)PA(I/U
7 / — L ! ! — pI
(7-Amb) D ? P (Struct) P=Q Q> Q=P
nalPl = na[P] P4 p

The definition of X is extended to include also a 7.

Table 5.8: Transition rules for other operators of CMC

5.3 Applications of CMC

In this section we present two case studies that illustrate the usefulness of CMC. In

the first case study, a system calculates a path between two locations which is later
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(Act) wP 5 P
(Enter) P;%B P (Co-Enter) U TS
ma[P] 5" (ma[P'])0 nplP] = (P)0
iy P02 GRPIPT QST v (@)@
Pl1Q = (vp)(vq)(ns[P | Q]| P"| Q")
(Exit) - t_>B r (r-Out) —— _> i EVm)<P/>P” )
ma[P] S (m[P)0 ng[P] = (vin) (P | np[P"])

() (fn(P") U fn(P")) N q

= (@)U (@) NP = 0.
() (fn(P") U fr(P")) N0 =

0.

Table 5.7: Transition rules for mobility

sent to a mobile agent to relocate from a source location to some target location. The
second case study shows that services follow a mobile ambient, namely we consider
an intelligent hospital setting where a doctor moves around a building and receives

services on the appropriate screens located in the building.

5.3.1 Calculating Path Between Two Locations

We assume a system sys that takes the source and target locations, and calculates a
path between the two locations. Next, the system outputs the path as a message to
the moving ambient. The path is a sequence of capabilities which allow the ambient

to move from the source location to the destination location. We assume a setting
v abe (sysla(n).b(z,y).c(path(T,z,y))] | k[mi[mala(w).b(my,u).c(2).2.0]] | ni[n[0]]])

The graphical representation of the above expression is given in Figure G.11

o)
<
»

m nl

miliee

Figure 5.1: Path: source tree
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In this figure, ambient k is a building with three rooms m4,n; and n, where n
is inside ny, and a,b,c € A. The ambient m, for some A, is a moving agent. We
assume an independent system sys that informs m 4 to move from its current loca-
tion my to n. The above given expression shows the sequence of actions between the
system sys and the moving ambient m,. The interaction steps between the agents

are:
e a(n): The system sys sends the target location n on a.

e a(u): The moving agent m4 is ready to receive a value on port a, in this case

it receives the target location n.
e b(my,u): my sends the source and target locations on b.

e b(x,y): The system sys is ready to receive the two values, in this case m; and

n as source and target locations respectively.

e path(T,z,y) is a function that calculates a path between the source node z

and the target node y in a given tree T.

e ¢(path(T,x,y)): Using path(T,x,y) the system calculates a path between the

source and the target values received and delivers it to m4 on c.

e ¢(2).2.0: The agent my receives a value on port ¢ and binds it to variable
z. In this particular case the value received is the sequence of capabilities

representing the path between the source and the target ambients.

We have defined several functions (as given in Appendix [A]) that are used to
calculate a path between two locations. The general expression to calculate a path
from a source location s to a target location ¢ in a tree T' is as follows:

path(T, s, t) = o

Sequence(Moves(Join(Path(s,T"), Path(t,T'), Index(Path(s,T"), Path(¢,7)))))

In this example the path from m; to n is out my.in ni.in n. The sequence of tran-

sitions that completes the communication between the two agents is:

vabe(sysfa(n).b(z, y).e(path(T, z,y))] | k[mi[mala(u).b(mq, u).c(y).y.0]] | ni[n[0]]])

vabe(sys[b(x, y).c(path(T, x,y))] | k[ma[ma[b(my,n).c(y).y.0]] | ni[n[0]]]) =

vabe(sys[e(path(T, my,n))] | k[mi[malc(y).y.0]] | na[n[0]]]) =
(

vabe(sys[0] | k[mq[ma[out my.in ny.in n.0]] | nqa[n]0]]]).

T

—
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The last expression contains a sequence of ambient capabilities. The ambient m 4

moves from m; to n by out my.in ni.in n as shown by the following transitions:

T

vabe(sys[0] | k[ma[malout my.inny.in n.0]] | ni[n[0]]]) =
vabe(sys[0] | k[ma[0] | malin ny.in n.0] | mn[0]]]) =
vabe(sys[0] | klma[0] [ ny[malinn.0] | n[0]]]) =
vabe(sys[0] | k[ma[0] | ni[n[m4[0] | O]}]).

The final setting is given in Figure 5.2

Figure 5.2: Path: target tree

5.3.2 Services Follow Doctor

This section presents a scenario where services follow a doctor. We consider a
hospital setting, where doctor moves around the building and deals with patients.
While dealing with patients, he may need to use information displayed on the screens
that are fixed around the building. The doctor can only read the information on an
appropriate screen. We assume that an independent server communicates globally
with the doctor and with the screens around the building. The server supplies the
services to a screen provided that the doctor is in the same room as the screen.

In this scenario an ambient k represents the building. The ambient k contains
ambients dryx and wy, which represent the doctor’s room and the ward respectively.
K and L are sets of communication ports, where b,c; € K and b,co € L. This
means that the ambient drg can communicate at least on ports a and ¢; and the
ambient w; can communicate at least on ports a and ¢;. Furthermore, there are
two fixed screens scry, and scra, in drg and wy, respectively. A; and A, are the
sets of communication ports, where ¢; € Ay and ¢y € As, but ¢; € Ay and ¢y & A;.
Finally, the doctor is represented as an ambient dg for some B with a,b € B.

Initially, the ambient dpg is in the doctor’s room drg and is using services on the
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screen scry,. He then moves to the ward wy, and continues using the previously left
services on the screen scry, in wy. The graphical representation of our setting is
given in Figure 5.3l The ambients are represented by boxes, whereas dashed lines

represent the communication channels.

Figure 5.3: Hospital setting: services follow doctor

Next, we show communication among the four agents, namely the doctor, the
two screens, and the server. The agents are defined as follows:
Agents Server and S are as follows, where [ is a finite sequence of values

V1, Vg, ..., Uy for some k:

Server(v:1) = b(zx). if (v = drg then ¢1(v).Server(l)
else if v = wy, then ¢3(v).Server(l) else Server(v : 1))
Server(e) “ s s[Server(l)]

Agents Screen,, and Scr,, for m € {1,2}, are defined as follows:

Screen,y, (ﬁcm(x).ﬁ(x).Screenm Ser, < scra,, [Screeny,)

The agent Scrya,, receives an input x from the server on ¢, and outputs = on a.
Since a € B, the agent Doc, defined below, is able to view z via port a.

Finally, we define agents Doctor and Doc as follows:
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Doctor(p, 1) = b(p).a(x1).Doctor(p, z, : 1)

Doctor(p,z; : 1) o b(p).a(xy). Doctor(p, zo : 1 : 1)
+ out p.b(k).in r.b(r).a(xy). Doctor (r, zy : 1 : 1)
if (p,r € {drg,wr} and r # p)

Doc Y dy [Doctor(dr, €)]

We use p to represent the initial location of Doc, here p = drg. He receives the first
piece of information via port a in drg. Now there are two possibilities, either to
receive the second piece of information or move out of dryx and view the remaining
information on scry, in wy. When Doc leaves p by performing out p capability,
his new location becomes k. He now may enter r by in r, and send his location to
Server. In this particular situation, r = wy, since r # p and p = drg.

The hospital setting is represented by the parallel composition of the server and
the building, which contains doctor’s room, ward, the doctor and two screens as

follows:

S | kldri[Doc | Scry] | wp[Sers] |

For simplicity we assume that the server S sends two values, namely | = vy : vy : €
for some vy, ve. Initially Doc is in drg and S wants to send the values v; and vy to
Doc via either Scry or Scry. There are two possible sequences of execution of this

setting.

(’L) Tb(dr) Tcl(vg) Ta(v!) Tb(dr) Tcl(vg) Ta(vg‘)
(i4) To(dr) Tc1<v;> Ta(vy) Toug Tb(kg Tin Tb(w; T@(ug) Ta(vg)

In the first sequence, Doc sends its location drg to S on port b, the server in
response sends v1 to Scrp on port ¢q, and then Doc views v; via port a. He then waits
for vy via the same port after sending his current location to S. These interactions
are indicated by appropriate labels that annotate the 7s of this sequence.

In the second case Doc sends its location drx to S on port b, the server in
response sends v; to Scr; on port ¢;, after viewing v; via port a Doc leaves the
dry and enters the ward by its out drx and in wy, capabilities. It sends its current
location to S on port b after executing every move capability. The server in response
sends vy to the Scry on port o, and then the screen displays vs to Doc on port a.

The possible interaction steps among the above given agents are as follows:

b(p): The agent Doc sends p as its current location to the server s via b. In this
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particular case, p = drg.
b(x): Server S is ready to receive a value at port b.

¢1(v).Server,(l): The server S outputs a value v to a screen. Since we assumed
p = drg, so S sends the value to Ser; via ¢;, whereas ¢;(x;) shows that

Scry is ready to receive the value on ¢.

a(z1): Now Ser; displays the value at port a, and a(z1) shows that Doc is ready

to view it at the same port.

Once Doc receives v, there are two possible sequences of execution of this set-
ting. The choice operator “+” allows the agent Doc to either read the remaining
information on the same screen or to leave dry by its capability out dry. As we have
assumed earlier that Doc moves to the ward w;, and reads the remaining information

on the screen there, so the interaction steps are:

out p.b(k): The ambient dp leaves the doctor room dry by out p, where p = dry,

and sends its new location k to S.

n T.E(w): Now dp enters the ward wj, by its capability in r, where r = wy, since

r # p and p = drg, and sends its new location wy, to S.

C3(v).Server,(l): Once the server receives wy, it sends a value at ¢y, whereas,
co(x9).a(xe) shows that Scry is ready to receive the value from S at ¢y, and

display via a.

a(xs): Finally, Doc reads the information via a.
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The sequence (ii) of T-transitions is as follows:

vabeyca(s[b(x). if (x = drg then c1(vy).Server(vq : €) else if x = wy, then ¢3(vy).
Server(e) else Server(vy : vy : €))] | k[dri[dp[b(drg).a(z).(b(drk).a(xs).
Doctor(zs : x1 1 €) + out d'r’K.b k).in wr.b(wy).a(xs).Doctor(xs : xy : €))] |

sera, el (xl).a(:pl).Screenl] | | wi[sera,[ca(my).a(zs).Sereeny] 1]) =

vabeico(s| if (drix = drg then ¢(vy).Server(vq : €) else if drig = wy, then T3(vs).
Server(e) else Server(vy : vy @ €))] | k[dri[dpla(z).(b(drk).a(xs).
Doctor(zy : 1 : €) + out dTK b(k).in wr.b(wy).a(zs).Doctor(xs : x1 : €))] |

scrAl[cl(xl).a(:pl).Screenl] | | wi[sera,[ca(me).@(zs).Sereeny] 1]) = =

vabeico(s[b(x). if (x = drg then ¢1(vq).Server(e) else if x = wy, then ¢3(vs).
Server(e) flse Server_(vg ce))] | kldrg|dpla(zy).(b(drg).a(zy). Doctor(zy : 2 : €)
+ out drg.b(k).in wy.b(wg).a(xs).Doctor(xg : 1 : €))] | scra,[a(vy).Sereeny] | |

wy[scra,[ea(xo).a@(xy).Screensy) |]) =

vabeyca(s[b(x). if (x = drig then c1(ve).Server(e) else if x = wy, then ¢3(vq).
Server(e) else Server(vy : €))] | k[drg[dg[(b(drk).a(xs). Doctor(xy : vy : €)
+ out drg.b(k).in wr.b(wy).a(xs). Doctor(zs : vy : €))] | scra, [Sereeny] ] |

wr[scra,lca(xa).a(xs).Sereens] | )

Here, Doc has received vy, he then next leaves drg by out drg and enters wy by
i wy, and receives vy via Scro there. We show all possible transitions in Figure
6.4l and define agents’ states in Table in terms of CCS expressions. We show

the resulting transitions where Doc moves towards wj and continues reading the
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remaining information as follows:

vabeico(sb(x). if (x = dry then ¢1(vq).Server(e) else if x = wy, then ¢3(vs).
Server(e) else Server(vy : €))] | kldrg|dp[(b(drk).a(zs).Doctor(xs : vy : €)

+ out drg.b(k).in wy.b(wg).a(xs).Doctor(xs : vy : €))] | sera,[Screeny] | |

wr[sera,[ca(xs).@(xs).Sereens) | ]) =

vabeico(s[b(x). if (x = dry then ¢1(vq).Server(e) else if x = wy, then ¢3(vs).
Server(e) else Server(vy : €))] | kldrg[sera,[Screeni] | | dg[b(k).in wy.

b(wp).a(xs).Doctor(xs : vy : €))] | wy[scra,[ca(xa).a@(ws).Sereensy] | ]) =

vabeico(s| if (k = drg then ¢(ve).Server(e) else if k = wy, then ¢3(vy).Server(e)

else Server(vy : €))] | k[dr[scra,[Screeny] | | dplin wr.b(wy).a(xs).

Doctor(xs : vy : €))] | wi[sera,[ca(ws).@(zs).Sereeny] 1)) = =

vabeico(s[b(x). if (x = drg then ¢1(vq).Server(e) else if x = wy, then ¢3(vs).

Server(e) else Server(vy : €))] | k[drg[scra,[Screeny| | | wi[dg[b(wy).a(xs).

T

Doctor(xs : vy :€))] | sera,[ca(xs).a(xs).Sereens) | ]) —

vabeico(s| if (wy, = dry then ¢i(ve).Server(e) else if wy, = wy, then T3(vy).Server(e)
else Server(vy : €))] | k[drg[scra,[Screeny] | | wildpla(zs).Doctor(zs : vy : €))]

| scr a,[cols).@(xs).Sereens) 1) =

vabeico(s|Server(€)] | kldri[scra,[Screeni] | | wildp[a(xs).Doctor(xs : vy : €))]

| scra,[a(vy).Screens] | ]) =

vabeico(s|Server(€)] | k[dri[scra,[Screeni] | | wildg[Doctor(ve : vy : €))]

| scra,[Screens] | ]).

The CCS expressions representing various states of the four agents, the doctor,

the server and the two screens, are defined in Table (.9
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Doctor(e) o b(dr).Doctorl(e)

Doctorl(e) o a(vy).Doctor2(v; : €)

Doctor2(v; : ¢€) o b(dr).Doctor8(v, : €) + out dr.Doctor3(v; : €)
Doctor8(v; : ¢€) o a(ve).DoctorT (vy : vy : €)
Doctor3(v; : ¢€) “ b(k).Doctor4(v, : ¢

Doctord(v; : €) Y oin w.Doctorb(vy : €)

Doctorb(v; : ¢€) & b(w).Doctor6(v; : €)

Doctor6(v; : €) =4 a(vg).DoctorT(ve : vy : €)
Screen; Yo (x).Screen)

Screen o a(x).Screen,

Screens o co(x).Screen,

Screen o a(x).Screeny

S(vy :vg :€) o b(dr).S1(vy : vg : €)

S1(vy :vg @ €) <4 C1(v1).592(vg  €)

S2(vs : €) Y b(dr).S3(vs : €) + b(k).S3 (vs : €)
S3(vy : €) Y & (vs).S4(e)

S3(vy : €) Y b(w).S3"(vs : €)

S3"(vs : €) Y & (vs).S4/(e)

Table 5.9: CCS expressions for doctor, server and screens
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(v abcyco) (S| kldri[dg[Doctor] | Scry] | wr[Sers]])
To(dr)
(v abcycg)(S1 | k[dri|dg[Doctorl] | Scry] | wr[Sers]])
Tcl(vl)

(v abcyc2)(S2 | k[drk|dg[Doctorl] | Ser] | wi[Sers]])

Ta(v1)

(v abcyc2)(S2 | k[dri|dp[Doctor2] | Sery] | wi[Sers]])

To(dr) Tout
(v aberes)(S3 | kdri] (v abeica)(S2 | kldrg[Ser]
dg|Doctor8] | Sery] | wp[Sers))) | dg[Doctor3] | wi[Scrs]])
T01(v2) Tb(k)
(v abeyco)(S4 | k[drg[dg[Doctor8] (v abcyco)(S3' | kldrg[Ser]
| Sery] [ wi[Sers]]) | dg[Doctord] | wi[Scrs]])
Ta(v2) Tin
(v abcyco)(S4 | k[dri[dp[DoctorT (v abcyeg)(S3' | kldrg[Ser]
| Ser] | wg[Ser]]) | wi[dg[Doctorb] | Scrs)])
To(w)
(v abcyeg)(S4 | kldrg[Ser] (v abeica)(S3"| kldrg[Ser:]
| wldg[DoctorT] | Sers]]) | we[dp[DoctorC] | Scrol])

\-a(m) / Tea(v2)

(v abcyco)(S4 | kldrg[Ser]
| wi[dg[Doctor6] | Serb]])

Figure 5.4: Services follow doctor: transition diagram

This case study clearly illustrates the expressiveness of the calculus in the given
problem domain, where the primitives for mobility and communication are quite
relevant. Agents’ mobility and global communication features are modelled in a

scenario where services follow mobile ambients, and server supplies services globally
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to appropriate device provided that the receiving ambient is at the same location as
the device.

Initially, the agent Doc globally communicates with .S and then S interacts glob-
ally with Scry at location drg. The agent Doc receives one part of the information
via a in the doctor room dry on screen scry,. Here, we intuitively move Doc from
drg to the ward wy, to show the continuation of the services from the point it was
left previously. Now S sends the remaining part of information to Doc on Scro
which is inside wy. The transition system representing the above scenario is given
in Figure 5.4l

5.4 Behavioural Semantics

In this section we develop an appropriate notion of behavioural equivalence for
CMC. All processes and context mentioned in this section are from our calcu-
lus CMC. We formulate the equivalence in terms of a-transitions (<), for a €
a(z),b(2),in my, out ma, 7, as usual, for all a,b, m, A, and observation predicate as
in [11], B7]. In MA observation predicate is used to detect the presence of top-level
ambient. We write P |,, to denote the presence of ambient ny at the top level,
in the other words process P may interact with the environment via ny. We write
P |,,, if after some number of T-transitions, the process P exhibits n4 at the top

level. The two predicates are defined as follows:
Pl “'p= vm(na[P1] | P2), where ny & m for somePy, Py

P, Ypi Q and @ J,, for some @)
A relation R over process P, () is barb preserving if it is preserved by observation
predicates, namely if P may interact with environment via ambient n, then
may also interact via the ambient n4 after a number of 7-transitions. Observation

predicates of the two process P, (@ are invariant under any contexts C[-].

Definition 5.5. (Barb Preserving)

A relation R over processes is said to be barb preserving if P R () and P |,,, implies

Qdn,-
Definition 5.6. (Context)

A context C[-] is a process with zero or more holes [-]. A hole [-] in a context C
is replaced by at most one occurrence of a process. A context C[-] with a hole [-]

replaced by a process P is denoted by C[P].
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Definition 5.7. (Contextual Equivalence)
Processes P, ) are contextual equivalent, denoted by P ~ @), if for all contexts C[]

and ambient names n4, C[P] |,, implies C[Q] .,

Since we are considering weak equivalence we provide the notion of weak actions
as follows. We write a € Act (recall that 7 € Act). We write = for the reflexive
and transitive closure of =, where — specifies exactly the 7-transition. = specifies
at least a 7 transition. & is a sequence obtained by deleting all occurrences of 7
actions, note that 7 = e. Furthermore, 2 s =, an empty sequence of T-transitions,
and = is = fora # 7.

We define two forms of barbs; one at ambient level whereas another for ambients
capabilities. They give rise to (a) barbed bisimulation and congruence, and (b)
capability barbed bisimulation and congruence. We then show that the respective
congruence relations imply each other. Two processes are barbed congruent if when

they are placed into any context then the context processes are barbed bisimilar.

Definition 5.8. (Barbed Bisimulation and Congruence)
A relation S is a barbed bisimulation, if it is symmetric and if (P, Q) € S then for

all a € {a(2),b(2),in ma, out ma},
S P % Pthen Q & @ and (P, Q') € S;
- it P,, then Q{,,.

Processes P and () are barbed bisimilar, P ~ @, if (P,Q) € S for some barbed
bisimulation S. P and @ are barbed congruent, P = @, if for all contexts C[],
C[P] = ClQ).

We now show a barbed bisimulation relation between CMC processes. Consider, for

example two agents

P Y malnglout ma.0 | in ke.0]] | kel0]

de .
Q Y malnglout ma.in ke.0] | 0] | ke[0]
We show that the agents are equivalent according to barbed bisimulation. We will
construct a barbed bisimulation S by checking Definition 5.8l There is only one

possible sequence of transitions for each agent:

ma[nglout ma.0 | in kc.0]] | ke[0] = mal0] | nplin ke.0] | kel0] =
mal0] | kclnp[0] | 0].

T T

malnglout ma.in kc.0] | 0] | kc[0] = mal0] | nplin ke.0] | kc[0] —
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ma[0] | kc[ns[0] | 0].

The first 7-transitions of both P and @) arise for the capability out m,4. This is
the only transition that P can start with, whereas () can start with the same tran-
sition. This is followed by the 7-transitions that that arise for the capability in k¢.
Since the sequence of transitions of P and () matches each other, therefore it is

verified that the two agents are equivalent. We obtain S as follows:

S = {(ma[nplout m4.0 | in kc.0]] | kc[0], ma[nglout ma.in kc.0] | 0] | ka[0]), (mal0] |
nplin kc.0] | kc[0],ma[0] | nplin kc.0] | kc[0]), (mal0] | kclng[0] | 0], mal0] |
kcns[0] | 0])}

which shows that the two agents P and () are barbed bisimilar. At various stages
of checking barbed bisimulation, we observe that the barbs also match.

We now show the equivalence between two mobile agents that may communicate

globally. Consider, agents P and () defined below.

P = va(malnglout ma0 | a.0 | in ke.0]] | ke[@o]), where a € A, B,C.

Q o va(ma[nglout my.in kc.0] | a.0] | kcla.0]), for a € A, B, C.
To help the reader, we also present transition graphs for P and () in Figure 5.5
The transition graphs show that whatever transitions the agent P performs the
corresponding transitions of agent () match them, and correspondingly if the agents

are swapped. Similarly, at various stages of checking, the barbs also match.
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P < va(malnglout ma.0 | a.0 | in ke.0]] | kc[a.0]), where a € A, B,C

va(ma[nglout m4.0 | a.0 | in kc.0]] | ke[a.0])

Toutm A 7Ta

va(npla.0 | in kc.0] | ma[0] | kc[a.0]) va(malnglout ma.0 | in kc.0]] | kc[0])

Tin ke / \Ta lToutm A

va(ma[0] | va(nglin kc.0] va(nglin ko0l | ma ’
kelnpla.0] | @.0]) malo] | koo 22mlin ke-01 mal0] | kc[0])

Tin ko
Ta Tin ko

va(mal0] | ke[ng[0] | 0])

Q o va(ma[nglout ma.in kc.0] | a.0] | kc[a.0]), where a € A, B, C.

va(ma[nglout my.in ke.0] | a.0] | kela.0))

TO’LLth / &

va(nglin kc.0] | mala.0] | ke[a.0]) va(malnglout ma.in ke.0)] | ke[0])

Tin ke / \Ta lTouth

va(mala.0] | va(nglin kc.0] | va(nglin kc.0] | ma[0] | kc[0])
kelnsl0] | @.0]) ma[0] | kc[0])

Tin ko
Ta Tin ko

va(mal0] [ ko[ng[0] | 0])
Figure 5.5: Transition graphs

Furthermore, we consider two agents

a(ma[nplout m.0 | a.0 | in kc.0]] | kc[a.0]), fora € B,C and a ¢ A, and

va(malnglout ma.in kc.0] | a.0] | kela.0]), fora € B,C and a € A

and show that they are not equivalent. The first possible 7-transitions of both P
and () are

a(malnglout m4.0 | a.0 | in kc.0]] | ke[@.0]) = va(npla.0 | in ko.0] | mal0] | kc[@.0]),

va(ma[nglout ma.in ke.0] | a.0] | kela.0]) = va(nglin k.0 | mala.0] | kc[@.0])
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where T-actions arise for the capability out m 4.
Then next, the resulting term va(ngla.0 | in kc.0] | ma[0] | ke[@.0]) of the first

agent may execute as follows.
va(ngla.0 | in kc.0] | mal0] | kela.0]) = va(nglin kc.0] | ma[0] | kc[0])

where 7, action corresponds to communication between ng and ko via a. The
resulting term va(nglin kc.0] | mafa.0] | kcl@.0]) of the second agent can not
match this transition, since a € A which does not allow my4 of the second agent to

communicate via a. This is shown as below:
va(nglin kc.0] | mala.0] | kc[@.0]) 2 .
Definition 5.9. We write P |3 if P Py P for some P’ where 8 € {in n4, out nu,

enter na, move ny,exit ng}. We write P {5 if P = P’ % P for some P’ and P”.

We now define S-barb bisimulation, where barb congruence between two process

remains invariant when they are placed into any context.

Definition 5.10. (Capability Barbed Bisimulation)
Let L = {in na,out na,enter na, move na,exit na}, and let § € L. A relation
R is a (-barbed bisimulation, if R is symmetric and if (P,Q) € R then for all

a € {a(2),b(2),in na, out ny}:
Cif P % P'then Q 2 @ and (P, Q') € R;
-if P ig then Q U’ﬁ-

P and @ are -barbed bisimilar, P ~3 @, if (P, Q) € R for some [-barbed bisimula-
tion R. P and @) are barbed congruent, P =3 @), if for all contexts C[-], C[P] =5 C[Q)].

A well-known result that comes from [37] is given in Lemma [5.11
Lemma 5.1. If P =5 () then

LoP A, iff Q U,y

2. PSP implies that there is Q) such that Q &N Q' and P' =5 Q'.

In preparation for the main result given in Theorem (.1l Lemmas and (.3

are required.

Lemma 5.2. For my and k¢ fresh in an agent R, R Ymove ng Uff C1[R] Y ,-
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Proof. We prove the left to right implication first:

R Umove ng lmphes Cl [R] UmA

By Definition B.9, B dmove np iff 1 T, R DBy RV for some R',R”. Since
R move ny 1s valid, we obtain R =5 R 22215 R/

We now consider R ™"2, R” By part 3 of Lemma &I if R’ %8
vr{Q)Q" then R' = vi(ng[Ry] | Ry) and R = vi(Q")Q", where Q' = R; and Q" =

Ry. We now have,

Cl [R,] = Cl [Vf(nB[Rl] | Rg)] =

vma(vr(np[R1] | Re2)) | va(kclin np.out ng.a.0] | a.ma[P])

Since by (%) in 7-In, the members of 7* are not free names in va(kc[in ng.out ng.a.0] |
a.ma[P]), and a & fa(vma(vi(ng[Ry] | R2))), the process Ci[vi(ng[R1] | Ra)] exe-

cutes as follows

5 vavi(vma(nglkclout np.@.0] | Ri] | Ry) | a.ma[P)),

(ko #m4 and ko € 7) and (a € fa(Ry) and 7 N fa(P) =) (7-In)
5 vavi(vma(np[Ri] | Rz | ko[a.0]) | a.ma[P)) (7-Out)
5 vavi(vma(np[Ri] | Ry | kc[0]) | malP]) (Global-Com)

We need to show Ci[R] {,,, which by our predicate definition, means C;[R] N

[
Ci[R] dm,, and C1[R'] |, means Ci[R] = vin(ma|P1] | P,) for some Pi, Py, m.
When P, = vma(ng[Ri] | R2 | kc[0]), ma[P1] = ma[P] and m = vavr, then we
obtain C;[R'] = vavr(vma(np[R1] | R2 | kc[0]) | ma[P]), which implies Cy[R’] |-
Since R =5 R’ we obtain C; [R] AN [R']. Since C[R] ¢ [R'] and Cy[R'[{m,, we
obtain Ci[R] {,,,, as required.

We now show the right to left implication of Lemma [5.2] namely
C1[R] Y, implies R Ymove np
Since C;[R] {m, means Cy[R)] oo [R'] }m, for some R’, we have
C1[R] = vma(R) | va(kclin ng.out ng.a.0] | a.ma[P])

Here, C;[R] may interact with the environment via the ambient my only if, after

some T-transitions, m, exists at the top level. To bring m,4 at the top level the
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process R must contain ng, so R — R’ |, , and we obtain
vma(R') | va(kclin np.out np.a.0] | a.ma[P])

Since we define predicate (R’ |,,,) as R/ ianéf R =vi(ng|Q1] | Q2) for some Q1, Qa,
and ng ¢ ¢, we obtain

vma(R') | va(kc[in ng.out np.a.0] | a.ma[P]) =

vma(R') | va(kc[a.0] | a.ma[P]) =

vma(R') | va(kc[0] | ma[P]).

Since after a number of T-transitions we have m4 at the top level of context C;, so

C1[R'] may interact with environment via m,4 and we obtain C;[R'] ..,

Since C1[R] = C1[R'] and C1[R'] L, We obtain Ci[R] lhm,.

move ng

Since we have R’ = v§(np[Q1] | Q2), we show ——— as follows:

Co-Enter

\_Par np(Q1] TR (nplQ1])0

nplQ1] | Q2 "= (nplQi])(0] Q2)

A-Res move np - - (@ ]
Struct vi(np[@i] | Q2) — vg(ng[Q1])(0 | Q) = v§(np[Q1])Q2 @r#a
vi(npQi] | Q2) "= va(ng[Q1])Qs
O

Lemma 5.3. For kc and ng fresh in an agent R, R 4, iff C1[R] Ymove np -
Proof. Since the proof is very similar to the proof of Lemma it is omitted. [

We now prove that two congruence relations, namely barbed bisimulation con-
gruence and capability barbed bisimulation congruence for 8 = move ng, imply each

other. Our definition of barbed bisimulation and congruence remains unchanged for

[-barb.
Theorem 5.1. Let P,() € CMC. Then, P = Q iff P =, 0veny @ for all np.

Proof. The only difference between the two forms of the barbs is the level at which
each barb is defined, namely the definition at ambient level and the definition at the
capability level. We show that the two forms of barbs imply each other.

Firstly, we show that P = Q) implies P =,y n, @ for all P, Q) and np.
Assume that P = @Q and P {0pe ny, and we will show Q Uimove njps -

We define a context C;]-] as follows:

Cil] & vma([-]) | va(kelin np.out ng.a.0] | a.m4[P]), with a ¢ B and a € C
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This context allows the ambient m 4 to interact with the environment after the
communication on a has happened. Also, k¢ may execute its in ng and out ng
capabilities only if np exists in parallel with ko. Therefore, any process replacing
the context hole [-] must contain ng. Then k¢, after executing its capabilities, may
communicate on a, which enables the context C; [-] to interact with the environment
via my4.

Global communication is very useful in the definition of context C;[-]. It acts
as a guard and the context may interact with the environment via corresponding
guarded ambient if the guard is satisfied.

Since P move ny We get, by Lemma (5.2 C;[P] {.,,. Since P = @, we obtain
C1[P] = (C1]Q], for context Ci[-]. Then since Ci[P] = C1[Q], C1[P] {m, gives us
C1]Q] ¥m,- Finally, by Lemma 52 C;[Q] {1, implies Q Ymove np as required.

Next, we show the right to left implication, namely
P = oveny @ = P =(Q for all P,Q).

Assume that P =50 n, @ and P |, ,, and we will show Q) {,,,.

We define the context Cy[-] as follows:
Cal] o vng([]) | va(kclin ma.out ma.a.0] | ang[P]), with a ¢ A and a € C.

Since P {,,, Lemma B3] gives us Co[P] Jmove ng- Since P = eny @, we
obtain Ca[P] Zoveny C2[Q] for context Cy[-]. Next, since Cao|P] Zmovens C2[Q),
Ca[P] Vmove np gives us Ca|Q] Vmove ny- Hence, by LemmaB5.3, Co[Q] {move ny implies

Q 4, as required. O

Conjecture 5.1. We conjecture that Theorem [5.1] will hold for the other capabili-

ties, namely enter ng and exit ng of CMC.

The notion of behavioural equivalence and the proof method for establishing the
equivalence is inspired by that in [36], [37]. The authors in [36, B7], use co-actions
and passwords that help them in proving their results, whereas the use of global

communication is fundamental in proving the above results.

5.5 Conclusion

We have presented CMC for the modelling of mobility and communication in the
setting of ubiquitous computing. The notion of ambients mobility has been modelled
in CMC by the in ng and out np capabilities [11]. A new form of global commu-
nication has been introduced in CMC which is similar to that in Milner’'s CCS.

Ambient’s name has been tagged with the set of ports which are functioning as a
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restriction on global communication, specified at the level of ambients. A labelled
transition system semantics has been developed for CMC, where P = (@ represents
not only a binary communication of processes as in CCS but also the ambients’ mo-
bility steps by means of their in ng and out np capabilities. This has been achieved
by additional labels and specialised transitions from processes to the so-called out-
comes which are either processes or concretions. We have illustrated the usefulness
of the calculus by presenting path between two locations and intelligent hospital case
studies. New forms of behavioural equivalences for CMC has been introduced. We
have defined barbed bisimulation and congruence, and capability barbed bisimula-
tion and congruence and have showed that the respective congruence relations of the
two forms of barbs coincide. In the following two chapters we extend our calculus

by adding passive mobility features and context-awareness mechanism.



Chapter 6

Operational Semantics for Push
and Pull Ambient Calculus

In this chapter we extend CMC by introducing passive mobility feature to it. We add
additional mobility primitives, namely the push and pull capabilities of Push and
Pull Ambient Calculus (PAC), by Phillips and Vigliotti [54, [77]. The basic idea of
PAC relies on ambients’ push,,, n and pull,, n capabilities instead of the in and out
capabilities of Cardelli and Gordon’s Mobile Ambients. We define a new transition
operational semantics, and the first such operational semantics to the best of our
knowledge, for the push and pull capabilities. We prove that the new operational
semantics coincides with the standard reduction semantics. The usefulness of the
extended calculus is illustrated by modelling example scenarios.

In the ubiquitous computing setting it is beneficial to consider both active and
passive mobile structures. Active mobile structures are those that could move on
their own, while passive mobile structures may only move around when active struc-
tures carry them. In this chapter we aim at modelling both active and passive mobile
structures.

We now show the usefulness of passive mobility primitives with the help of an

example. Consider a setting, where a ¢ A for some A,
userala(x). P, | P!l | device[a(v).Py]

ambient device wants to send a value to ambient usery via port a. Ambient usery
is unable to receive the value on a since a € A. In this case user, can communicate
with device if device is inside the scope of users. The behaviour of passive mobile
structures is easily expressed in PAC. By PAC syntax an agent can easily push a

non-useful child out from its scope. Similarly, an agent can pull any other sibling
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inside whenever needed. We use push(ma) np and pull(my) ng capabilities, where
A, B C L, to move passive ambients around. The capability push(m4) ng allows
an ambient my4 to push an ambient ng out of its boundary, whereas pull(ma) np
allows m4 to pull in np into its scope. Therefore, to make communication possible

we modify our setting as follows:
user ala(x). P, | pull(user4) device.P!'] | device[a(v).Py]

Now, the capability pull(user,) device enables the user to pull the device into its
scope and a communication may take place.

This chapter is organised as follows: We introduce the extended calculus in Sec-
tion [6.1] where we add new mobility primitives to model passive mobile structures.
In Section reduction semantics for push and pull is given, which is followed by
their operational semantics. We then show usefulness of the calculus with small
examples in Section In Section we show the correspondence between the

two semantics and Section contains conclusions.

6.1 The Syntax of CMCp

In Chapter [l the operational semantics of CMC has been defined in terms of ambi-
ents entering or exiting other ambients, whereas we now aim to use the capabilities
of PAC to formulate the behaviour of passive mobile structures. We extend CMC
with the push and pull capabilities to obtain the calculus CMCp.

The syntax of CMCp processes is similar to that in Table 5.1l except that we
extend the definition of x4 in Table[6.1]to also include push(m) ng and pulllma) np
for all A and B. Furthermore, the definition of A in Table is extended to also
include ambient auxiliary actions pushed(ma) ng, pulled(m ) ng and move(ma) ng
for all m,n and A and B (note that move(m) np actions are different from move ng
actions of CMC). The capabilities pull(m) np and push(my) ng are used to move
passive ambients around, push(m,) ng allows an ambient m,4 to push an ambient
np out of its boundary, whereas pull(m ) np allows m4 to pull in np into its scope.
Since most of the syntax is identical to the syntax in Chapter [, we omit the detailed

explanation.
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Ambient Prefizes : p:= inng | outng
| push(ma) ng | pull(ma) ng
Action Prefizes : o= a(z) | b(z) | 7
Ambient Action : X = enter ng | exitng | moveng
| pulled(ma) ng | pushed(ma) ng | move(ma) np
"
Labels : (o= p | «
A |
Outcomes : O:= P | K
Concretions : K == (vm)(P)Q

Table 6.1: Prefixes, labels, concretions and outcomes

6.2 Reduction Semantics of CMCp

The reduction semantics of CMCp is given in terms of structural congruence, =,
and the reduction relation, —. The additional reduction rules for the push and pull

capabilities are given in Table [6.2]
malpush(ma) ng.P | Q| np[R]] = ma[P | Q] | ng[R] (Red Push)

malpull(ma) ng.P | Q] | ng[R] — ma[P | Q | ng[R]] (Red Pull)
Table 6.2: Reduction axioms for push and pull

Structural congruence, =, for CMCp processes is as in Definition where
capabilities C' include additionally push(m,) ng and pulllma) np for all A and B.
The reduction relation, —, for CMCp processes is as in Definition B.3] except that
it satisfies additionally the reductions in Table

The reductions in Table do not allow any ambient to enter or exit other
ambient, rather being pulled inside or being pushed away by another ambient, as is

illustrated by an example inspired by [54].

Example 6.1. We consider an ambient client that controls its mobility and can
freely enter or leave an ambient named server by exercising its in server and

out server capabilities, namely

client[in server.P] | server[Q], reduces to server|client[P] | @] and
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server|client[out serverP] | @], reduces to client[P] | server|Q)].

Here, server cannot avoid client to enter even if it knows that client is an harmful

agent. We rewrite the same scenario using push and pull capabilities as follows:
client[P] | server|pull(server) client.QQ] — server|client[P] | Q] and

server|[push(server) client.Q) | client|P]| — client|P] | server|Q)]

Now, server controls clients’s mobility across its boundary and can pull it in when-
ever needed and push away the unwanted client by its pull(server) client and

push(server) client capabilities.

6.3 Transition Semantics for Push and Pull

The SOS rules for the push and pull capabilities are given in Tables[6.3] [6.4], and we
also use SOS rules in Table .3l As before, we use concretions vm(P)(@ in our rules.
In order to illustrate reductions and transitions associated with the pull capability,
consider the agent

malpull(ma) np.Pi| | np[Ps]

for some P, and P,, where P, has no private names. The ambient m 4 runs in parallel
with the ambient ng; m4 pulls ambient np in by its pull(ma) ng capability. By
Red Pull in Table we obtain

mA[pull(mA) TLB.Pl] | TLB[PQ] — mA[P1 | nB[PQ]]

Next, we derive the T-transition of ma[pull(ma)np.P;] | ng|[P,] that corresponds
to the reduction above by using 7-Pull rule in Table

1
pulllma) ns, P,. When the actual movement happens, we

We have pull(ma) ng.Py
must identify the agent that is pulled in, and the agents that remain behind. To
model this, we use concretions of the form vn(P)@Q, where P represents the agent
which is pulled in, while ) stays behind and 7 is the set of private names shared by

P and (). We introduce a new action pulled(m4) ng and by the rule Pull we obtain

]pulled(mA) npg <

malpull(ma) ng. Py P)0

This shows that when pull(m4) np is exercised the agent P; remains inside the
pulling ambient m 4. Then next to achieve the 7-transition there must exist a sib-

ling ambient ng. We define a new action move(ma) np for ng to complete this
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(Act-Pull)

pull(ma) ng.P pullma)vs, p

pull(ma) np
(Pull) — P ——— P

pulled(ma) np
e

ma[P] (P")0

(Move) —
np[P] === (np[P])0

p pull(ma) np p

(Res-Pull) (u#ng)

(vu)P pulllma) na, (vu) P’

p pull(ma) np P

(Par-Pull) TN
PlQ————FP|Q

pulled(ma) np move(ma) np

P wp)(P)P"  Q (vq)(Q")Q"

PQ = vprg(malP' | Q1| P"| Q")
() (fn(P) U fu(P")) N ¢ = (f(Q') U fn(Q")) Np =10

Table 6.3: SOS rules for pull

(7-Pull) ()

interaction, by the rule Move we obtain

] move(mag) np <

nB[PQ TLB[PQDO

Now 7-Pull gives us
mA[pull(mA) TLB.Pl] | TLB[PQ] ;) mA[P1 | nB[PQ]]

The 7-transition shows that ng, the sibling of m,4, becomes after the transition a
child of my.

Next, we illustrate the use of 7-Push in Table by considering the agent
malpush(ma) ng.P | Q | ng|R]]

for some P, Q and R, where m, has the capability to push out its child ambient
np. For simplicity, we assume that ) and R have no private names. By the axiom
Red Push in Table we obtain

malpush(ma) ng.P | Q | ng[R]] — ma[P | Q] | np[R]
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(Act-Push)

push(ma) ng.P pushma) n,

(Pushed)

np[P] 2B L PT)O

push(ma) np

B (u+#nsp)
(vu) P’

(Res-Push) i
(vu)P

push(ma) np

push(ma) np
(Par-Push) P P'

p ‘ Q push(ma) np p | Q

pushed(ma) np

I/ﬁ(P/>P”/ p" pUSh(mA)"B; P
malP] = vp(malP"] | P')

P
(%)

(7-Push)

(xx)(fn(PYU M(P")Nnm =10
Table 6.4: SOS rules for push

The application of 7-Push for the agent gives the following transition

malpush(ma) ng.P | Q| npR]] —— malP | Q]| ng[R)]

The 7-Push rule uses the notion of lookahead as, for example, in [68, 69]. In order
to derive a T-transition of m4[P] we need to ensure that P contains an np ambient.
This is achieved by P pushedima) no, vp(P"YP" where P’ is this ng ambient. The
remaining ambient P” must then be able to perform the pushing: P" push(ma) v
P”. Hence P is used both on the right-hand side and on the left-hand side of the

premises in 7-Push, so 7-Push has a lookahead.

6.3.1 Applications of Push and Pull Capabilities

We consider scenarios where both active and passive mobile structures interact with

each other and communicate globally.

Example 6.2. We consider a setting where a mobile device Personal Digital Assis-
tant (PDA) sends a message to its user. The user cannot view the message unless

he picks up the device. The system is
user a[pull(user ) pda.P, | a(z).P.] | pda[a(v).Ppqa)

where the ambient user4, with a € A, runs in parallel with the PDA which is repre-
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sented by the ambient pda. The ambient pda sends a value v on port a. Inside the
ambient user,, a communication on a and the pull capability are concurrent. The
user 4 may pull pda by its pull(user,) pda capability, but it cannot receive input on
a since a € A. The 7-transition for the pull capability is as follows:

T

va(pda[a(v).Ppaa) | usera[pull(users) pda.P, | a(x).P)]) —
va(usera|P, | a(z).P) | pda[a(v).Ppaa)]]

It makes the pda, which is initially the sibling of usery, a child of user,. Now

communication on a can take place:
va(usera[P, | a(x).P. | pdala(v).Poua)]] — va(usera[P, | P/{v/x} | pda[Ppa)]]

Example 6.3. We consider a setting where a server serv communicates globally
with an active mobile agent m 4, for some A, via a device devg for some B. Here,
devp is a passive mobile agent. The server serv sends services to the appropriate
device provided that an authorised user is holding it, in this case ambient m 4. Also,
only m4 may turn on devp to activate services. serv instructs the mobile agent to
move from its current location to room n, and the agent m 4 views the instructions
from server on the device devg. The graphical representation of the above given

setting is given in Figure

k
c
Fmm i ———
1 === Bl
1 ] 11
serv 1 my 1 nq
bl 11
! l/\ll
: 1 11
I my | |devp n
1 1 L |
1 | I--____l||
A W J)
ke e e e e - - - - - -
a

Figure 6.1: Global communication, active and passive mobility
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We define formally the component processes of our setting as follows:

MobileAmb pull(my) devg.om.a(u).d(my,u).a(2).2.0

def

MA = ma|[Mobile Amb]

Device Y on.ci (z).a(x).d(y, x).b(y, z).c1(2).a(z).0
D Y devy [Device]

Server o c1(n).b(y, z).c1(path(T,y, x)).0

S « serv[Server]

The system is the parallel composition of the component processes with appropriate

channels of communication restricted:

v(on abed)(S| MA | D) = v(on abed)(serv|er(n).b(y, x).¢(path(T,y, x)).0]
| malpull(mya) devg.om.a(u).d(my, u).a(z).2.0]
| devglon.ci(z).a(x).d(y, z).b(y, z).c1(2).a(2).0])

The interaction steps among the three agents are :

pull(my) devg: The active mobile agent m 4 initiates the interaction by picking
up the device devg by its pull capability and switching the device on via port

on. The device is now ready to be interacted by the main server serv.

¢1(n), c1(x): The server serv sends the target location n on ¢; to devg, whereas

c1(x) allows devg to receive the value n.
a(z), a(u): The device then sends the target location n to m4 via a.

d(my,u),d(y,z): After receiving a value on a, m, sends its source(m;) and

target locations on d to devp.

b(y, z),b(y, z): The device then sends the two values received from m4 to the
server. The server is ready to receive the two values, in this case m; and n as

source and target locations respectively.

¢(path(T,y,z)): The server sends the path on port ¢ to the device, which is
calculated by using the function path(T,y, ).

a(z),a(z).z.0: The device displays the path to the ambient m 4 on port a, and

ambient m 4 binds it to z. In this case the value received is the sequence of
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capabilities representing the path between the source and the target ambients.
In this particular case the path sent by server is out my.in ny.in n.0, which

followed by m 4 to move from m; to n.

The only possible sequence of execution of v(on abed)(S | MA | D) is

Tpull T Te Ta T4 Tp Tc1 T4 Toutm Tin n T
pu on 1 a d b 1 a 1 1 inn !/
- S

S T L L NN for some S’.

We list the individual transition of this execution below:

Z(on abe)(serv(er(n).b(y, z).c1(path(T, y, x)).0] | k;[ml[mi;[pull(mA) devp.om.a(u).

d(my,u).a(z).2.0]] | n1[n[0]]] | devplon.ci(z).a(x).d(y, z).b(y, z).c1(z).a(2).0]) =

v(on abe)(serv[er(n).b(y, x).cr(path(T,y, x)).0] | k[mi[malon.a(u).d(my,u).a(z).2.0
| devglon.ci(z).@(x).d(y, z).b(y, z).c1(2).a(2).0]]] | ni[n[0]]]) =

v(on abc)(serv[b(gi, z).e(path(T,y, x)).0] | klmi[mala(u).d(mi,u).a(z).2.0 |

devgla(n).d(y, z).b(y, z).c1(2).a(2).0]]] | ni[n]0]]) =

v(on abe)(serv[b(y, z).c1(path(T,y, x)).0] |
devg[d(y, z).b(y, z).c1(2).a(2).0]]] | n1[n[0]]

) =
v(on abe)(serv[b(y, x).c1(path(T, y, x)).0] | k[mi[mala(z).2.0 |
devp[b(my,n).ci(z).a(2).0]]] | na[n[0]]]) =

v(on abe)(serv[er(path(T, my,n)).0] | k[mi[mala(z2).2.0 | devglci(z).a(z).0]]]

T

| na[n[0]1]) =

T

v(on abe)(serv[0] | klmi[mala(2).2.0 | devgla(out my.in ny.inn).0]]] | ni[n[0]]]) —

v(on abe)(serv[0] | k[myi[malout my.in ny.inn.0 | devg[0]]] | n1[n[0]]]).

In this example we show that serv starts communicating m, via devg when my

switches on devg. Following the sequence of capabilities shared by serv, m hold-
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ing devg moves from m; to n. Thus the system evolves to
serv[0] | k[ma[0] [ na[n[maldevs[O]]]]],

which is represented graphically in Figure below.

AN

n

Serv m

/

ma devp

Figure 6.2: Resulting system: global communication, active and passive mobility

6.4 Correspondence of Semantics

In this section we show the correspondence of the reduction semantics and the tran-
sition semantics for CMCp. Let 7" be a sub-calculus of CMCp that consists of
all operators of CMCp apart from the prefixing with actions (including 7) opera-
tors, the choice operator and the relabelling operator. There are “soundness” and

“completeness” parts of this correspondence.

6.4.1 Soundness

Soundness ensures that for every reduction of a 7" term there is a valid 7-transition
of the term, and the target of the 7-transition is congruent to the target of the
reduction. We easily have the soundness part of this correspondence between the

two semantics:
Theorem 6.1. VP, R€T'".P - R—=3QcT.P 5 Q=R.

Proof. By structural induction where we consider cases of reductions of P depending

on the structure of P.

1. Base case: (Constant)
We show that our statement holds when we choose the simplest term of 77,

namely the deadlocked agent 0:
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0>R=—053 R

There is no rule defined to show the reduction of 0, so the reduction 0 — R is

false, and hence, the implication above is true.

2. Induction Hypothesis:

We assume that our statement holds for all the sub-processes P’ of P, namely
if P — R then P’ 5 R, for all R.

3. Induction Step:

(a) P = (vm)P’, for some P'.

In this case we show that
(vm)P' - R = (vm)P' & R (6.1)

We assume, (vm)P’ — R.

The reduction of (vm)P’ can be derived by using the Red Res given in
Table 3.4l

Since the term (vm)P’ reduces to some process R, by the reduction rule
Red Res, so we deduce that the reduction P’ — @ is also valid for some
@, such that (vm)Q = R. Since P’ — (@ is proved valid, so by the
inductive hypothesis we obtain P’ = Q.

Since P’ 5 Q is valid, so by the rule A\-Res in Table 3] (vm)P" =
(vm)Q is a valid transition.

Next, by Struct in Table &3, (vm)P = (vm)Q and (vm)Q = R. Hence,

we obtain (vm)P - R as required.

P = ny[P’], for some P’ and n,.

In this case we show that
nA[P'] — R— TLA[P/] l) R (62)

To prove statement [6.2, we assume n4[P'] — R, for some R.

There are three reduction rules, namely Red Amb and Red Out in Ta-
ble[3.4] and Red Push in Table[6.2 that can be used to derive a reduction
transition of n4[P’]. Since the proofs for Red Amb and Red Out are iden-
tical to the proofs of the corresponding cases given in Subsection 4.2.1]

they are omitted.
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i. Red Push:

By using the rule Red Push, we deduce that P’ is of the form
push(ny) mp.Py | Py | mp[Q] for some Py, P, and Q). Hence, the
reduction nalpush(na) mp.Py | P» | mg[@]] — R is valid by Red
Push, where R is of the form nu[P; | P] | mp[@], that is R =
nalPy | o] | mplQ].

In principle there could be shared and private names in agents P,
P, and ). However, using a-conversion if necessary, we can as-
sume without loss of generality that there are no shared and private
names among Py, P, and ). We derive the 7 transition of agent
nalpush(na) mg.Py | Py | mp|Q]] by applying 7-Push in Table 641
This is supported by inference tree in Figure Hence, the resulting

transition is as follows:

nalpush(na) mp.Py | Py | mp|Q]] = na[Py | Py] | mp[Q)]

Now by Struct, since
nalpush(na) mp.P. | Py | mp[Q]] = nalP. | P»] | mp[Q] and
R = na[P | P2] | mp[@]. Hence, we obtain nalpush(ns) mg.P; |
Py | mp[Q]] = R as required.

(¢) P=P'|Q, parallel composition of P’ and Q.

In this case we show that
PlQ—-R=P|Q>R (6.3)

Assume P’ | Q — R for some R.

There are three reduction rules, namely Red Par and Red In in Table [3.4],
and Red Pull in Table [6.2] that can be used to derive a reduction of
P’ | Q. The proofs for Red In and Red Par are identical to the proof of

the corresponding cases given in Subsection L.2.1] they are omitted.

i. Red Pull
We assume that P’ and @ are of the form ma[pull(ma) ng.Py | P
and ng[Q1] respectively for some Py, P, and ;. By the reduction

rule Red Pull, we obtain
malpull(ma) ng.Py | Py] | np[@Q1] — R

We deduce that the agent R is of the form ma[P, | Py | np[Q1]],
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namely R = mu[P, | P, | np[@1]]. In principle there could be
shared and private names in agents P;, P, and ();. However, using
a~-conversion if necessary, we assume wlog that there are no shared
and private names in P, P, and Q.

Now we derive the 7 transition of m[pull(ma) ng.Py | P3] | ng|@1]
by applying 7-Pull in Table This is supported by inference tree

in Figure Hence, the resulting transition is as follows:

malpull(ma) np. Py | Po] | nplQ1] = malPy| Py | ns|Q1]]

Now by Struct,

malpull(ma) np. Py | P) | np[@Qi] = ma[P | P> | np[Q1]] and
R = mu[P | Py | np[@Q1]]. Hence, we obtain ma[pull(ms) ng.P; |
Py | np[Q1] = R as required.



(Act) P (Pushed) hed(n )
push(ng) mg.P, 728" py mg[Q) "= (mgQ)0
(Par-Push) sh(ma) m (A-Par) ushed(ny) m
push(na) mp.Py | Py [ mg[Q] ™= Py | Py mp[Q) Pr| Py | mp[Q] "= (mp[QNO| Py | Py

7-Push

nalpush(na) mp.Py | Py [ mp[Q]] — na[Py | P2 | 0] | mp[Q] = na[Py | P2] | ms[Q)

Figure 6.3: Inference tree for 7-Push transition

(Act-Pull) m
pull(ng) mg. P, 728" py
(Par-Pull) m
pull(ng) mp.Py | P, "8 Py | Py
(PUH) pulled(n) m (MOV@) move np
nalpull(ng) mp.Py | Py) "= ™ (P | Py)0 mplQ] "—" (mp[Q])0

7-Pull

nalpull(na) mp.Pr | Po] | mplQ] —— nalPy | Py | mp[Q)]

Figure 6.4: Inference tree for 7-Pull transition
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6.4.2 Completeness

Completeness ensures that for every valid 7-transition of a 7" term there is a valid
reduction of the term, and the targets of the 7-transitions and the reductions are

the same.
Lemma 6.1.

1. VP.P =5 O, where w € {pull(m) ng, push(my) ng} = 3 p, P\, P», with
ma,ng & p such that P =vp (n.Py | Py) and O = vp (P, | P»), where p is a

set of ambient names private in P.

2. vP, P, pr.p "N 5y (PP — 3 PPy Py, with ma,ng € p such
that P = vp (malpull(ms) ng.Py | Bs) | P3), P" = P, | P, and P" = P;,
where p is a set of ambient names private in P.

move(my) np

5.VQ,Q,Q".Q v(q) (Q)NQ" = 3 Q1, Q2 with ma,np & G such that
Q =vq (ngl@Q1] | Q2),Q = ng|Q1] and Q" = Q,, where G is a set of ambient
names private in Q.

pushed(m 4) push(ma) np

J. VP,P',P" P". P "B (yp) (P'YP" and P" P =
3 Py, Py, Py, with ma,ng & p, such that P = vp (push(my) ng.Py | Py |
ng|Ps]), P' = ng|Ps], P" = push(my) ng.Py | Py and P" = Py | P, where p

s a set of ambient names private in P.

Proof. By transition induction.

The proofs of Parts [l 2l and Bl of Lemma are very similar to the proofs
of the corresponding parts of Lemma [£1l For example, enter ng action part 2 of
Lemma @ Tstates that if P 5" v (P")P" then P has the form vp (kalin ng.P; |
Py] | Ps) for some Py, Py, P3, ks with npg ¢ p. Similarly, for pulled(m,) ng action,
part 2 of Lemma [6.1] states that if P pulledima) s (vp)(P')P" then P has the form
vp (malpull(ma) ng.Py | Ps] | P3) for some Pi, Py, P3, with ma,ng ¢ p. The only
difference between the two statements is that in the first case the capability is
exercised by the moving ambient, whereas in the second case the target ambient
exercises the pull capability to move an ambient in. The difference is clearly stated
by the SOS rules Enter and Pulled in Tables and for the corresponding
actions.

Due to the close similarities between Lemma and Lemma L] the proofs for
the first three parts of Lemma are omitted.

The proof for the part 4 is as follows:
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Assume p Zetedtma) s, (vp) (P")P" and P" P 1B, pi g1 some P, P,

P" P". There are three cases (a) — (¢) below for P pushedma) na, (vp) (P")P"
depending on the structure of P. Since the transitions of this part of the

lemma use lookahead each case consists of a number of nested sub-cases:

(a) Pushed (P = k¢[R))
(b) A-Par (P=R | Q)
(¢) A-Res (P =vug (R))

(a) Pushed
In this case we assume P = k.[R] for some ko and R. Hence we get
the transition k¢ |[R] (kc[R])0 if k¢ = np. Since there is
no SOS rule for transitions of 0, so 0 M) R" is false for all R".
Hence k¢|R] pushedna) s, (kc[R])0 and 0 pushlma) ns, pir i false, so the

implication of part 4 is true.

pushed(ma) np
_—

(b) A-Par
In this case we assume that P = R | ). So we get the transition of the
form R | @ pushedima) v | @ for some O. Since R | Q)
O | @ is a valid transition by A-Par in Table [4.3] the premise of the rule,
pushed(ma) ns O, is also valid where O = v (R)R" for some

7, R, R" and ma,ng € 7. So we have

pushed(ma) np
—

namely R

pushed(ma) np
—

R vi{RYR"
Now by a-conversion, if necessary, 7 is selected in such a way that fn(Q)N

7 = (), so we now have

pushed(ma) np
—

R[Q vi(R)(R" | Q)

. push(ma) np
Next we consider three sub-cases for R (—>

the structure of R” in R" | Q.

R" depending on

i. R" = push(ma) ng.S, for some S, ma,ng.
ii. R” =5, |S,, for some S, S,
iii. R"vs(S), for some s and S

i. In this case R"” has the form push(my) np.S.

The transition push(my) ng.S PeshmAI B G s valid by Act-Push,
where R"” = push(my) np.S and R" = S.
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ii.

pushed(ma) np
—

Since R vi(R)YR" and R" pushmg) ns g , so by in-
ductive hypothesis R = vi(push(ma) ng.Ry | Re | ng[Rs]), R =
np[Rs], R” = push(ma) ng.Ry | Ry, R = Ry | Ry and 7 is a set
of private names in R, for some R;, Ry and R3. By a-conversion, if
necessary, we can select 7 in such a way that fn(Q) N7 = 0. So, we

get

R|Q = vr(push(ma)ng.Ri | Ry | nglR3)) | @
vi(push(ma) np.Ry | Re | np[Rs] | Q)

Similarly,

olQ

r(np[Rs]) (push(ma) ng.Ry | Ra) | @
7(np[Rs]) (push(ma) ng.Ry | Ry | Q)

Hence, we obtain P = vi(push(ma) ng.Ry | ng[Rs] | Re | Q),
P’ = ng[R3], P = push(ms) ng.R1 | R2 | Q, P" = Ry | Ry | Q and
7 is the set of private names in P as required.

In this case R” has the form S; | Sy, namely R” = S; | So. By Par-
Push Sy | Ss pushimg) s Si | Sg for some S7 is valid. The premise

S pushling) ns S} is also valid.

Since R P A e vr(R')R" and R" pushimy) v St | Sy are valid,

by inductive hypothesis there exist Ry, Ry, R3 such that,

R = vr(push(ma) ng.Ry | R | ng|R3)),

R' = ng[R3], R” = push(ma) ng.Ry | Ry and R” = R; | Ry. So,
S1 = push(ma) ng.Ry, So = Ry and R’ = ng[R3).

Now by a-conversion, if necessary, 7 is selected in such a way that

(@) N7 =10, and we get

R|IQ = vi(Si| S| nplRs]) | Q
= vi(S1] 52 | nplRs] | Q)
Similarly,
O1Q =ving[Rs])(S1]52) [ Q
= vi{np[Rs])(S1 | S2 | Q)
Hence, we obtain P = vi(S; | Sy | nglR3] | Q), P’ = np[Rs],
P"=55|Q, P"=5]]5 | Q and 7 is the set of private names

in P as required.
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iii. In this case R” has the form vs(S) for some name s private in S.
The transition vs(S) pushimg) s
Res-Push. The premise of the rule, S S’, is also valid.
Since R PteAma) e vi{RY)R" and R" pushima) ns vs(S") are valid,
where vs(S’) = R”, by inductive hypothesis there exist Ry, Rs, R3

such that

vs(S’), where s # ng, is valid by

push(ma) np
—)

R = vi(push(ma) ng.Ry | Ry | np[R3]), R = np[R3],

R" = push(ma) np.Ry | Re and R” = Ry | R;. We now have,
vs(S) = push(ma) np.Ry and vs(S’) = Ry, Ry = 0 since we have
assumed R” = vs(S) at the beginning of this case, and R’ = ng[R3].

Now,

RIQ = vi(vs(9) | Re | np[Rs)]) | Q
= vi(vs(S | Ry | np[Rs))) | Q@ s & fn(Rs)
= v(s,")(S| Re [ np[Rs] | Q) fr(Q) N (s, 7) =0

Similarly,

O|Q =vi(nplRs])(vs(S) | Rz) | @
= vi{np[R3)vs(S | Rz | Q)
(s € fn(Rs) and fn(Q) N (s,7) = 0)
= v(s,7)(np[Rs)) (S| B2 | Q) s € fn(Rs)

Hence we obtain, P = v(s,7)(S | Re | ng[Rs] | @), where Ry =
S, Ry = 0 and R3 is in ng[R3], P’ = ng[R3]P" = vs(S) and P" =
vs(S').
(¢) A-Res
In this case we assume that P = vu(R), where name u is private in R.
So we get the transition of the form vu(R) pushedma) s
O. Since vu(R vu(O) for u # np, is a valid transition by
A-Res in Table [4.3] the premise of the rule, namely R pUShEd—mf‘) " 0is
also valid, where O = vr(R)R" for some 7, R', R” and ma,ng & 7. So

we have

vu(O), for some
) pusheal(_m>A) ng

pushed(ma) np

R vi(R)R"

R" push(ma) np R

Next we consider three sub-cases for for some R”

depending on the structure of R"”.

i. R” = push(ma) np.S, for some S
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11.
iii.

1.

11.

R" = 5, | Sy, for some Sy, S5

R"vs(S), for ambient name s private in S

In this case R” has the form push(ma) np.S. By Act-Push in Ta-
ble 64 push(ma) ng.S pushima) ns
R" = push(ma) ng.S and R" = S.
Since R A vi(RYR" and R" pushmg) ns g , so by in-
ductive hypothesis R = vi(push(ma) ng.Ry | Re | ng[Rs]), R =
np|Rs], R” = push(mya) ng.Ry | Ry, R = Ry | Ry and 7 is a set
of private names in R, for some Ry, Ry and R3. So S = Ry, Ry = 0,

S is valid, where

)

since we assumed R"” = push(ma) np.S at the beginning of this

case. So we have

vu(R) = wvu(vr(push(ma) ng.S | 0| ng[Rs]))
= vu(vi(push(my) np.S | ng[Rs))) (Struct Zero Par)
= v(u,7)(push(ma) np.S | np[Rs)) u & fn(R3)
Similarly,
O1Q =vu(vi(ng|Rs])push(ma) ng.S | Rz)

vi(ng|Rs|)vu(push(ma) ng.Ry | Re) if u & fn(S)
= v(u,7)(ng|Rs])push(ma) ng.Ry | R2) if u € fn(S)

Hence, we obtain P = v(u,7)(push(ma) ng.S | Rs | np[Rs]), P’ =
np[Rs], P" = push(my,) ng.S and P” = S, where S = R; and
Ry =0, and v(u, 7) the private names in P as required.

In this case R” has the form S | Sz, namely R” = S; | Sy for some
S1,Ss. By Par-Push S | Sy pUShW—’4>) " S7 | S for some S is valid.
Since R A e vi(R')R" and R" pushimg) ns S | Sy are valid,
by inductive hypothesis there exists Ry, Ry, R3 such that

R = vi(push(ma) np.Ry | Ry | np[R3]), R = np[R3],

R" = push(ma) ng.R; | Ry and R” = R; | R2. So we now have
S1 = push(ma) ng.Ry. So = Ry and R’ = ng|[R3]. We now have

vu(R) = vu(vr(Sy | Se | nglRs)))
= vi(S | Sa [ np[Rs] | Q) fm(Q)NT =0,

where new restriction is v’ = v(u, 7), so we get

vu(R) = vi'(S1 ]Sy | np[Rs))
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1il.

Similarly,

vu(O) = vu(vr{ng[Rs])S1 | Sa)
= v(u, v7)(np[R3])(S1 | S2)
= vi(ng[Rs]) (vu) (St | S2)
(u & fn(R3) and fn(Ss) N (u,7) = 0)

Hence, we obtain P = vr(S; | Sy | nglR3] | Q), P’ = np[Rs],
P"=8,15|Q,P"=5]]5|Q and 7 is the set of private names

in P as required.

In this case R” has the form vs(S), where name s is private in S.
The transition vs(S) pushimg) ns
Res-Push.

Since R Ptedm) e vi(R)R" and R" push(mg) v vs(S') are valid

for s € 7, where vs(S’) = R”, by inductive hypothesis

R = vr(push(ma) ng.Ry | Ry | ng|R3)), R’ = ng|R3),

R" = push(my) ng.Ry | Ry and R” = Ry | Ry for some Ry, Rs, Rs.
So we have vs(S) = push(ma) ng.Ry and vs(S") = Ry, Ry = 0 and
R’ = np[Rs].

Now,

vs(S’), where s # np is valid by

vu(R)

vu(vi(vs(S) | Ry | ng[R3)))
vu(vi(vs(S | Ry | ng[R3]))) s # np
= v(u,s,7)(S| Ry | np[Rs]),

here, new restriction v7” = v(u, s,7) and we obtain
vu(R) =vi"(S | Ry | np[R3))
Similarly,

vu(O) = vu(vi{ng|Rs])(vs(S) | R2))
= vu(vi{ng[R3])vs(S | Ry))
(s & fr(Rs) and fn(R2) N (s, T) = 0)
= v(u,7)(ng|Rs))vs(S | Rs)
= v(u,s,7)(ng[R3])(S | R2) s € fn(Rs)
— (™) (s [Rs))(S | Ro)

Hence we obtain, P = v(#")(S | Ry | ng[Rs]), where Ry = S, Ry =0
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and Ry is in ng[R3), P’ = ng[Rs], P = vs(S) and P" = vs(S').

Theorem 6.2. VS, R T".S —+ R— S = R.

The proof of Theorem 6.2 relies on several auxiliary statements given in Lemmal[6.11

For example, for 7-Push rule, we require that

if g Pehedma) s vp(P") P" then
(a) P’ has the form ng[Q] for some @, and

(b) if P"” P RE P then P has a sub-term push(m)ng.Q)' for some @’

possibly nested within a parallel and restriction context.

Proof. By transition induction where we consider the most significant cases of tran-
sitions of T” terms. We have omitted the proofs of cases which are identical to the

proofs of the corresponding cases of Theorem

1. § = C.P, where the prefix C' is an ambient capability, namely in ng, out ng,

pull(ma) ng and push(ma) np.

We consider the ambient’s pull capability, and show that

pull(ma) ng.P - R = pull(ma) ng.P — R

The only transition for pull(ma) ng.P is pull(my) np.P pullma) vs, - p by

applying the rule Act-Pull in Table[6.3l Since there is no other rule defined that
could be applied to derive the transition, the 7-transition for pull(ma) ng.P
is not possible. Thus, the transition pull(m,) ng.P — R is not valid, and

hence, the implication above is true.
The proofs for in ng, out np, and push(ma) np capabilities are very similar

to the proof for pull(ma) ng, they are omitted.

2. S = my[P], an ambient with name my4 and body P.

In this case we show that

We assume my[P] — R, for some R.

There are three transition rules 7-Out, 7-Amb and 7-Push in Tables [4.2] [4.3]

and [6.4] respectively, that can be used to derive a 7-transition of m4[P]. Since
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the proofs for 7-Out and 7-Amb are identical to the proofs of the corresponding

cases of Theorem [£.2] they are omitted.

(a) 7-Push
Since ma[P] — R is valid by 7-Push in Table[6.4] so we deduce that the
vm(Q)S” and S” Whm) "

hed
premises of the rule, namely P " ed(ma) np

S’, for some m, S, S”, ) are also valid.
Here, m is the set of private ambient names in process P, and ((fn(Q") U
(S") Nn{m}) = 0. Since by 7-Push, R = (vm)(ma[S’] | @), hence we
have
malP] — (vim)(mal9] | Q)
Now using part 4 of Lemma [6.1], we have
P =vm(push(ma) npg.Py | ng[Ps] | Py),
Q = np[P3], S" = push(ma) ng.Py | P», S'= Py | P», for some P, Ps,

and P3 where m4 ¢ m, we now have

ma|P] malvm(push(may) np.Py | Py | ng|Ps))]

= vm(malpush(ma) ng.Py | Py | np[Ps]]) (Struct Res Amb)

( where it is assumed wlog that m4 & m)

By Red Push ma[push(ma) ng.Py | Py | np[Ps]] = malPy | P) | np[Ps),

so vm (malpush(ma) npg.Py | Ps | np[Ps]]) rewrites as follows:

— vm (malPy | P2] | ng[Ps])  (Red Res)

v (ma[S'] | ng[Ps]) (Struct Amb)

= vm (mal9']| Q) (Struct Amb)

Now using the structural congruence rule Red = in Table B.4] we have
malP] — vim (malS'] | @), since v (m4[S'] | Q) = R, hence we obtain

malS] — R as required.

3. S = (vma)P, an ambient name m, private in P.

In this case we show that

(vm)P - R= (vm)P — R (6.5)
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We assume (vm)P — R.

Since (vm)P — R, for some process R is valid by the transition rule A-Res in
Table @3], so we deduce that the premises namely P — P’ of the transition
rule is valid for some P’. By the rule Res-Amb the agent R is of the form
(vm)P', that is R = (vm)P’. Since P — P’ is valid, so by the inductive
hypothesis we get P — P’.

Since the reduction P — P’ is valid, so by reduction rule Red Res in Ta-

ble 3.4l we obtain (vm)P — (vm)P’.

Now using the structural congruence rule (Red =) in Table B4 we have

vmP — vmP’, since R = vmP’, hence we obtain vmP — R as required.

4. S = P | Q, parallel composition of P and Q.

In this case we show

P|Q-~>R=P|Q — R (6.6)

We assume P | Q — R for some R.

There are three transition rules 7-In, A-Par and 7-Pull in Tables and [6.3],
that can be used to derive a 7-transition of P | Q. So, to apply each rule

separately, we divide this case into two sub-cases.

There are three transition rules 7-In, A-Par and 7-Pull in Tables[Z.2] [13]and
respectively, that can be used to derive P | Q — R. Since the proofs for 7-In
and A-Par are identical to the proofs of the corresponding cases of Theorem [4.2],
they are omitted.

(a) 7-Pull
Since P | @ ——+ R is valid by 7-Pull rule, so we deduce that the premises
of the rule are also valid. These premises are P vp(P") P"
for some P’ and P”, and Q movelmy) ne vg(Q")Q" for some @ and Q"
where p and ¢ are the sets of ambient names that are private in P and @)

respectively. Here, condition (x) holds, which says that (fn(P")Ufn(P"))N

pulled(ma) np
—

g = (m(Q"Um(Q")Np = 0. We use m4 and ng for some ambient names.
The agent R is of the form (vp)(vq)(ma[P’ | @] | P" | Q"), hence the

resulting transition is

PlQ — (wp)(vg)(malP'| QT P"| Q")
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Now, by part 2 of Lemma there exists P;, P, P3, such that
P =vp (malpull(ms) ng.Py | By] | P3), PP= P, | P, and P" = Ps

Furthermore, by part 3 of Lemma there exists (Q1, D2, and we have

Q = v (npl@Q1] | Q2), Q= np|@] and Q" = Qo.

Hence, we deduce that

P1Q =vp (malpulllma) np.Pr | Po] | Ps) | vq (np[Q1] | Q2)
Since by (*), members of ¢ are not free names in vp (ma[pull(ma) np.Py |
Py] | P3), and members of p are not free names in (ng[@1] | Q2), by Struct

Res Par we obtain

PlQ

(p)(vq) (malpull(ma) np.Pr | Po] | Py [ np[Qi] | @2)
—vpvq (malPy | Po| np[@]] | P3| Q2) (Red In)
vp vq (malP" | QT P" [ Q")

Now by Red = in Table B.4], we obtain P | Q — vp vq (np[P' | Q'] | P" |
Q") and vp v (ng[P' | Q'] | P"| Q") = R, hence P | QQ — R as required.

O

6.5 Conclusion

In this chapter CMC has been extended with additional mobility primitives, namely
push and pull capabilities are introduced to model passive and active mobile struc-
tures in the setting of ubiquitous computing, giving us CMCp. We have proposed
transition operational semantics for CMCp and proved that the semantics is sound
and complete with respect to the standard reduction semantics. The operational
semantics has used the notion of lookahead in the SOS rules. The usefulness of

CMCp has been exemplified by presenting case studies and examples.



Chapter 7

Context-Awareness: Location and

Surrounding

In this chapter we add a context-awareness mechanism to CMCp. We address very
basic aspects of context-awareness, where agents are aware of their current locations
and surroundings. This is done by adding two operators to the existing syntax of
CMCp thus obtaining CMCpca. These operators are (a) ploc(x) for parent location
that queries the name of the parent of an ambient, and (b) sloc(x) for sibling location
that queries the sibling’s name of an ambient.

In smart indoor settings, location is considered an important entity for provid-
ing communication among various portable and static structures. We consider a
scenario where an agent serwver instructs a mobile ambient client to move from its
current location to some other location. The agent server takes source and target
locations to calculate a path between the two locations, and outputs the path as a

message to client. Such a setting is represented as follows:

server |a(ng).b(x,y).c(path(T, z,y)).Ps| |

ko | ma |client |a(u).b(ma,u).c(2).2.P. || Py || ng

where server instructs client to move from m4 to npg, inside a building ko. Here,
the moving agent client sends the parent’s name m 4 to server whenever requested.
The server in response calculates a path between the two locations. If client moves
around the structure, its location may not be known. So, we need an operator to
find out the current location of an ambient. We rewrite the same scenario by using

the construct ploc(z), which queries its parent’s name as follows:
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server |a(ng).b(x,y).c(path(T, z,y)).Ps| |

ko | my |client |a(u).ploc(x).b(x, u).c(2).2.P. || Py, |nB

Now, client obtains the name of its parent by using ploc(x). A more detailed
explanation of how ploc and sloc operators work, is presented by example scenarios
in Section [Z.3.11

We now review the related work. The inspiration for the work presented in
this chapter comes initially from [62, [63] [64], where Satoh has researched spatial
organisation of systems and concluded that technological advancements have enabled
computing devices to become aware of their surroundings. Location awareness has
turned out to be useful in many applications, in particular, in determining position,
navigation, tracking, and monitoring of ubiquitous computing devices.

Leonhardt [33] classified location models into two major categories, namely ge-
ometric and symbolic models. In geometric models locations are represented as
coordinates systems, whereas symbolic location models use the notion of place and
labelling the locations. We use the notion of place to model location, and represent
the structure of our system by a hierarchical space tree. The nodes represent the
places, objects or computing devices, whereas the edges represent the containment
relations between objects. Each node or object is represented by named ambient,
which may contain nested ambients inside [10].

The Calculus of Context Aware Ambients (CCA) [I§] describes the context-
awareness requirements of the mobile systems. It introduces the notion of context
expression that constraints the capabilities. This makes the computations context
dependent. It introduces the notion of context expression that constraints the am-
bient capability. The context guarded capability has the form k?M, where k is a
context expression and M is a capability. This capability can only be performed if
the environment satisfies its guard k7. We also add basic forms of context awareness
mechanism to our calculus. The new capabilities ploc(z).P and sloc(z).P allow an
ambient to acquire the name of its parent and sibling respectively, and pass it as x
to P.

Conversation Calculus 76, [9] is a process calculus designed for expressing and
analysing service based systems. It proposes a spatial communication topology
where conversation contexts are used as message exchange patterns. The coordi-
nating participants may join or leave a conversation dynamically. In our CMC we
do not have any such contextual communication but the agents communicate glob-

ally using ports as in CCS [76]. The construct here(z) that allows access to the
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conversation medium in Conversation Calculus is similar to the ploc(z) and sloc(z)
constructs of our calculus. The capabilities ploc(xz) and sloc(xz) enable ambients to
be aware of their current locations and surroundings respectively, these are not pre-
cisely used for only communication, whereas in Conversation Calculus conversation
contexts are proposed as communication medium that controls information sharing
among processes.

This chapter is organised as follows. We give the extended calculus CMCpcp in
Section [T.Il, where two new location awareness constructs are introduced. In Section
[T.2lreduction semantics for ploc and sloc is given, which is followed by their transition
semantics. The usefulness of the extended calculus is illustrated with small examples
in Section [7.3l Section [7.4] we conjecture that the transition semantics is sound
and complete with respect to the standard reduction semantics. The application of
CMCpcp is presented by in two case studies of interactive shopping mall and devices
automatically switching their modes in Section [Z.5l Finally, Section concludes
the chapter.

7.1 Context Awareness Primitives

We start by presenting the existing syntax of CMCp in Table[[ 1] in addition we in-
troduce new constructs, namely ploc(x) for parent location that queries the parent’s
name of an ambient, as well as sloc(z) for sibling’s location that queries the sibling
name of an ambient. We extend the definition of x4 in Table to include further
ploc(z) and sloc(xz). Also, the definition of A in Table is extended to include
further auxiliary labels ploc1(z), sloc1(x) and amb ng. CMCp extended with the

ploc(z) and sloc(z) primitives becomes the calculus CMCpca .

Names : ma,ng, ko... €N
Actions : a, B, ... € Act
Variables : x,Y,... € X

Processes:  P,Q:= D | C.P | a(z).P | a(x).P
Pl | P+Q | PIQ | (vma)P
P | Pl

Capabilities : C = «x | w | € | C.C’

Table 7.1: Syntax of CMCpca
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Ambient Prefizes : p:= inng | outng
| push(ma) ng | pull(ma) np
| ploc(x) | sloc(x)
Action Prefizes :  «a = a(z2) | b(z) | 7
Ambient Action : X == enterng | exitng | moveng
| pulled(ma) ng | pushed(ma) ng | move(ma) np
| plocl(z) | slocl(z) |
Labels : (o= p | «
A |
Outcomes : O:= P | K
Concretions : K = (m)(P)Q

Table 7.2: Prefixes, labels, concretions and outcomes

7.2 Reduction Semantics for CMCpcp

The reduction semantics of CMCpca is given in terms of structural congruence, =,

and the reduction relation, —. The reductions for ploc(x) and sloc(z) are given in

Table [7.3
ma[ng[ploc(x).P | Q]| R] = ma[np[P{zx < ma} | Q]| R] (Red Ploc)

ma[P] | ng[sloc(y).Q | S] = ma[P] | ng|Q{y < ma} | 5] (Red Sloc)

Table 7.3: Reduction axioms for ploc and sloc

Structural congruence, =, for CMCpca processes is as in Section where ca-
pabilities C' include additionally ploc(z) and sloc(z). The reduction relation, —, for
CMCpga processes is as in Section except that it satisfies the additional axioms
in Table[7.3l To show some basic reduction computations, assume that our agent is

of the form

ng[malploc(z).P | Q] | R]

In this setting ambient m 4 is the child of ambient ng. The construct ploc(x) enables
m4 to gain the knowledge of its parent’s name. ploc(z) acts as an action guarding
P. By the reduction rule Red Ploc, the term ng[malploc(x).P | Q] | R] reduces
to ng[ma[P{zx < np} | Q] | R], where P{x < np} denotes process P with all

occurrences of variable x replaced by ambient np.
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Next, assume that our agent is of the form

malsloc(y).P | Q] | np[R]

In this setting two ambients my4 and np exists in parallel. The construct sloc(y)
enables the ambient m4 to find out its sibling’s name. sloc(y) acts as an action
guarding P. By the reduction rule Red Sloc, the term ma[sloc(y).P | Q] | np[R]
reduces to mu[P{y < np} | Q| | ng[R], where P{y <— np} denotes process P with

all occurrences of variable y replaced by ambient ng.

7.3 Transition Semantics for Ploc and Sloc

We develop an operational semantics for the ploc and sloc primitives of CMCpca.
The SOS rules for the extended calculus are presented in Tables[7.4] [7.5 and we also
use SOS rules in Table 4.3l This extension allows ambients (i) to have a knowledge
of their location (parent ambient name) by the virtue of ploc(x) construct, and (ii)
to have a knowledge of their surroundings (sibling ambient name) by the virtue of
sloc(zx) construct. In 7-Ploc and 7-Sloc rules we have used look-ahead terms as in
[68, 69] and concretions of the form vp(P')P" as in [44 [36], 37].

We consider some examples showing the usefulness of ploc(x) and sloc(z) con-
structs and, at the same time explain the SOS rules for them given in Tables [7.4]
[7.5 and 4.3

Firstly, we explain the use of 7-Ploc by considering the agent

vp(malnplploc(z).Py | ] | Q])

In this example an ambient ng executes in parallel with an agent () inside an ambient
my, and p is the set of private ambient names. Processes P; and P, are executing in
parallel inside ambient ng. The ambient ng queries parent’s name by the virtue of
its ploc(x) capability. Since by Red Ploc in Table [T.3] the agent m4[ng[ploc(z).P; |
Py | Q] reduces to ma[np[Pi{x < ma} | P2] | Q], so by Red Res we obtain

vp(ma[nplploc(z).Py | P] | Q) — vp(ma[np[Pi{r < ma} | P] | Q])  (7.1)

Now, we show the corresponding 7-transition of vp(malng[ploc(x).Py | Pa) | Q))
which can be derived by 7-Ploc in Table [[.4l In 7-Ploc, lookahead terms are used
that help in replacing all the occurrences of variable x by the parent ambient name

my. For actual substitution of my4 to occur we must consider two parts of our
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(Act-Ploc) o) (z doesn’t appear in P)
ploc(z).P "= P{x « 2}

p plocl(z) . p P ploc(z) pr
(T-Ploc) — Vp~< )Q —
ma[P] = (vp)ma[P"{z < ma} [ Q])
(Plocl)

malP] " (ma[P])0

ploc(z)
(Amb-Ploc) P ﬁ)) P'
TLB[P] pg TLB[P/]

ploc(z) /
(Par-Ploc) r p@) P (z ¢ fn(Q))
PlQ — P|Q

ploc(z)
(Res-Ploc) P 7) il (u # z)
(vu)P "5 (vu) P!

plocl(z)
(Par-Plocl) i el 0 (z € (Q))
PlQ olQ
plocl(z)
(Res-Plocl) P 0 (u # 2)

(vu)P ploclls) (vu)O
Table 7.4: SOS rules for ploc

ambient, namely the sub-agent where parent’s name substitutes the variable x, and
the sub-agent that remains unchanged. To model these two possibilities, we use
concretions of the form P % vp(P'YP". Here, P’ represents the agent where my4
substitutes all the occurrences of variable x, P” is the unchanged agent, and p is the
set of private ambient names in P. Now, we introduce a new action plocl(z) and
by rule Plocl in Table [7.4] we obtain

ng[ploc(z).Py | Py plocl(z) (nglploc(x).Py | P»])0
By using the Par-Plocl we have
nglploc(z).Py | B | Q "™ (nglploc(x).Pr | P))(0 | Q) (A)

where z € fn(@). The transition [Al corresponds to the first premise of 7-Ploc. By
this transition the agent nglploc(z).P; | P] enquires the name of its parent.

The simplest transition performed by ambient np in nglploc(x). Py | Py is
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ploc(x). Py plocts) Pi{z < z}. By Act-Ploc in Table[T4] z is a fresh variable that does

not appear in process Pj, and Pi{x < z} replaces all occurrences of variable = by
z in process P;. By using Par-Ploc, we have ploc(x).Py | Py riects) P{z + 2z} | P,
where z € fn(P,). By 7-Amb, we obtain

nplploc(z).Py | Po) "8 nplPi{z « 2} | By (B)

The transition [B] corresponds to the second premise of 7-Ploc.

Since we have derived [Aland [B], we obtain by the application of 7-Ploc the following:

vp(malnglploc(z).Py | P)) | Q) — vp(malnp[Pi{z < z} | P){z < ma} | Q])

Since z does not appear free in P, by rules for substitution, the target of this

transition becomes

vp(malng[ploc(z).P1 | P] | Q) —— vp(ma[ng[Pi{z < ma} | P2 | Q])

Next, we explain how ambients enquire names of their siblings with the sloc(x)

operator. Consider the process
vp(ma[sloc(x).Py | Po) | P3) | np[R]

The ambient m4 is running in parallel with the ambient np with R executing
inside. P; and P, are executing in parallel inside ambient m4 and P; executes in
parallel with m 4, and p is the set of private ambient names. The ambient m 4 queries
its sibling’s name by the sloc(z) capability.

By the axiom (Red Sloc) in Table [7.3] we obtain the following reduction for our

process
vp(malsloc(x).Py | By] | P3) | ng[R] — vp(ma[Pi{x < ng} | B] | P3) | ng[R]

We show the corresponding 7-transition of vp(malsloc(z).Py | Ps] | P3) by 7-Sloc
in Table Lookahead terms are used in 7-Sloc to successfully replace all the
occurrences of variable x in P; by the sibling’s ambient name. When this substitution
occurs we must consider two parts of our ambient, namely the sub-agent where
sibling ambient name substitutes all the occurrences of variable x, and the part of
agent that remains unchanged. To model these two situations we use concretions of
the form P % vp(P")P". Here, P’ represents the agent where variable x is replaced

by the sibling ambient name, P” is the unchanged agent and p is the set of private
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(Act-Sloc) o) (z doesn’t appear in P)
sloc(z).P "5 P{x « 2}
(SIOC1) slocl(z)
ma[P] (malP1)0
o)) pr

(Amb-Sloc) ——£— -
mA[P] sii mA[P’]

sloc(z)

(Par-Sloc) L s10c(2) P (z & f(Q))
P|lQ — P|Q

l
sloc(z)

(Res-Sloc) i l i (u # 2)
(vu)P sloclg) (vu) P’

slocl(z)
(Par-Sloct) —L— . O (¢ mQ)
PlQ olQ
slocl(z)
(Res-Slocl) P — 0 (u # 2)
(vu)P "= g (vu)O

(Sib-Amb) -
ng[P] “=5° P

ambnpg
(Par-Amb) P _>b P’
P|Q ™87 p

ambnpg
(Res-Amb) P — P (ng # u)
(vu)P “mb R pr

slocl

P z) I/ﬁ<P,>Pm P’ S%) p Q “mg”B Q/
PlQ N vp(P"{z +ng} | P") | Q
Table 7.5: SOS rules for sloc

(7-Sloc)

ambient names in P. We introduce a new action slocl(z), and by rule Slocl in
Table [Z5] we obtain

slocl(z)
] (

malsloc(z).Py | Ps malPy | Py])0

We get my[sloc(z).Py | Po) | Ps sloel(e) (

fn(Ps), and by Res-Slocl we obtain

malPy | B,])(0| P3) by Par-Slocl, where z ¢

) slocl(z)

vp(ma(sloc(x).Py | Py | P3 vp(ma[P | P])(0 | Ps), where z¢ p  (C)
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The transition [C] corresponds to the first premise of 7-Sloc. By this transition the
agent ma[sloc(z).P; | P] enquires the name of its sibling.

By Act-Sloc, the term sloc(z).P; performs an action sloc(z). By this rule z is a
fresh variable that doesn’t appear in P;, and all occurrences of variable x in P, are
replaced by z. Now, using Act-Sloc the simplest transition of sloc(z) action induced

stoc(z)

by ma in ma[sloc(x).Py | Py is sloc(x).P, — Pi{z < z}. By using Par-Sloc we

have
sloc(z)

sloc(x).Py | P, — Pi{x < z} | P2, where z & fn(FP,) (D)

The transition [Dl corresponds to the second premise of 7-Sloc. This transition shows
that when sloc(z) action is performed, all the occurrences of variable x in process
P, are replaced by z and the process P, remains unchanged because z € fn(DP).
Moreover, to achieve a 7- transition of vp(ma[sloc(z).Py | Ps] | P3) | ng[R], we

define a new action amb np for the ambient ng[R], and by Sib-Amb we obtain
np[R] “™5° R (E)

Transition [E] corresponds to the premise of 7-Sloc.

Since we have derived [C], [Dl and [E], by the application of 7-Sloc we obtain finally

vp(m[sloc(z). Py | Po] | P3) | ng[R] =
vp(ma[Pi{z < 2} | P{z <~ ng} | 5) | np[R].

Since z does not appear free in P, by rules for substitution, the target of this

transition becomes

vp(malsloc(z).P | Py] | Ps) | ng[R] = vp(ma[Pi{x < np} | P] | Ps) | ns|R]

7.3.1 Applications of Ploc and Sloc

In smart indoor settings location is considered as an important entity for providing
communication among various portable and static structures as, for example, in our
Path example given in Section [5.3.1] where a system instructs an agent to move
from its current location to some other location. The system takes the source and
target locations, and calculates a path between the two locations. In that case the
system expects to receive the source name from the moving agent. The moving agent
presumably keeps the parent’s name. We explain the usefulness of parent-awareness

and sibling-awareness features with two examples.

Example 7.1. Parent-awareness
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We illustrate the parent-awareness feature of our calculus. We extend the example
given in Section B3] by introducing a new construct ploc(x), that queries the

parent’s name of an ambient. Now, our new system is of the form:

vabe (sys[a(n).b(z,y).c(path(T, x,y))] | k[mi[mala(u).ploc(z).b(x,u).c(y).y.0]]
| na[n[0]]])

The structure of our system is similar to the structure given in Section (.31l where,
we consider ambient k as a building with three rooms my,n; and n which is inside
ny, and the agent m 4, where a,b,c € A, is a moving ambient. Furthermore, there
exists an independent system in parallel with agent k. The system sys instructs
the agent m,4 to move from its current location to the ambient n. The above given
expression shows the sequence of actions between the system sys and the moving
ambient m,4. The interaction steps between the agents are: Initially, the output
system sys sends the target location n on port/channel a to the moving agent m 4.
Next, the agent m 4 gets the name of its parent and sends it back to the server. In
this specific case, the construct ploc(z) enquires the parent’s name m; of ambient
m4. Finally, by using the function path(T,z,y) calculates the path between the
source and target values received, and sends it to the moving ambient m 4. Here, T’
represents the tree structure of the setting.

As discussed earlier the system calculates the path from the source to target
locations. To do so, we wrote several functions which are given in Appendix [Al The
general expression for the path from source location s to the target location ¢ in a

tree T is calculated by using functions given in Appendix [Al and is as follows:

path(T, s, t) o Sequence(Moves(Join(Path(s, T'), Path(t, T'), Index(Path(s, T,
Path(t,T7)))))

In this particular example, by using the above given expression the path calculated

by the system from the source location m; to the target location n is
out my.an ni.in n.

The sequence of transitions that completes the communication between the two
agents is:

v abe (sys[a(n).b(z,y).c(path(T,z,y))] | k[mi[mala(u).ploc(x).b(z, u).c(y).y.0]] |
na[n[0]]]) =

T

v abe (sys[b(x,y).c(path(T, z,y))] | k[mi[ma[ploc(x).b(x, n).c(y).y.0]] | na[[0])]) =
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7 T,

v abe (sys[b(z,y).c(path(T,z,y))| | k[mi[ma[b(mi,n).c(y).y.0]] | n[n[0]]]) —

T

v abe (sys[e(path(T, my,n))] | klmafmalc(y).y-0]] [ na[n[0]]]) —

v abe (sys[0] | klmq[malout my.in nq.inn.0]] | ny[n[0]]]).

The resulting transition gives the expression with ambient capabilities. The path
out my.in ny.in n instructs the ambient my4 to move from current location to the
target location. The transitions that show all possible ambient moves are as follows:
v abe (sys|0] | k[mi[malout my.in ny.inn.0]] | ny[n[0]]]) =

T

(
v abe (sys[0] | k[m1[0] | malin ny.in n.0] | ni[n[0]]]) —
v abe (sys[0] | k[ma[0] | ni[malinn.0] [ n[0]]])) =
v abe (sys[0] | k[ma[0] | ni[n[ma[0] | O]]]).

Now, after successful transitions, m 4 has moved from m; to n.

Example 7.2. Sibling-awareness

In this example we present a scenario where a moving agent is aware of its surround-
ing. In our setting mobile ambient inside a building expects to receive a target lo-
cation name from an independent system running outside the building. The system
is ready to transmit the required information but it needs to know the device id
or name on which the requesting ambient could view the information sent by the
server. In this particular case, ambient n is the target location that m, wants to
receive from sys via devg. To model this scenario, we extend the example given in
Section (.31 by introducing a construct sloc(z), that finds out the sibling’s name.

Now, our system is of the form:

v abe (sys[a(x).b(n).0] | k[mi[ma[sloc(z).a(z).c(y).P] | dev[b(2).€(2).0]] | ni[n[0]]]),

]| [ |

ma| |devp |_7\”L—|

Figure 7.1: Sibling awareness




Chapter 7. Context-Awareness: Location and Surrounding 133

where a,b,c € A and a,b,c € B. The structure of our system shares similarities
with the structure given in Section [5.3.1l However, certain differences exist between
the two. Firstly, an ambient devp exists in parallel with the mobile ambient m 4.
Secondly, m 4 sends its sibling’s name to the system sys. Finally, the system further
directs the requested information to devg.

The sequence of 7-transitions among three agents is:
vabe (sysla(z).b(n).0] | k[mi[malsloc(x).a(x).c(y).P] | dev[b(z).2(2).0]] |
ni[n[0]]]) =
b(n).0] | k[my[mala(dev).c(y).P] | dev[b(z).c(2).0]] | ni[n[0]]]) =

V)
<
V)
)
—~
8
~—
=l

sys[b(n).0] | k[ma[malc(y)-P] | dev[b(z).2(2).0]] | n[n[0]}]) =

sys(0] | klma[male(y).P] | dev[e(n).0)) | na[n[0)]]) —

N
IS
=
o)
—~ —~ — —

vabe (sys(0] | k[mq[ma[P] | dev[0]] | ny[n[0]]]).

Here, using sloc(z), m4 has successfully received the required information from sys

via dev.

7.4 Correspondence of Transition Semantics and

Reduction Semantics

In this section we explore if the transition semantics of CMCpgpa coincides with the
reduction semantics. We consider, as in Section [4.2] a sub-calculus 7" of CMCpca
that consists of all operators of CMCpca apart from the prefixing with actions
(including 7) operators, the choice operator and the relabelling operator. There are
“soundness” and “completeness” parts of this correspondence.

We easily have the soundness part of this correspondence between the two se-

mantics:
Theorem 7.1. VP, PP ¢ T".P - PP —=3QcT". P 5 Q=P.

Proof. By induction where we consider cases of reductions of terms depending on

the structure of the terms. O

We conjecture that the completeness part of the correspondence between the

transition semantics and reduction semantics is also valid:
Conjecture 7.1. VP, RcT".P — R— P — R.

The proof of Theorem [7.1]is similar to the proof of Theorem [6.2], and it relies on

several auxiliary statements given in the lemma below.



Chapter 7. Context-Awareness: Location and Surrounding 134

Lemma 7.1.

1. VP,P.P ploct) P’, (where variable z does not appear in P) = 3 p, Py, P»
such that P = vp (ploc(x).P, | Py) and P’ = vp (Pi{z < z} | P»), where

2z & fn(Py) and p is a set of ambient names private in P.

2. ¥R, P, P" P". P ") (w5 (PP and PP TS P — 3 P Py, Py

with ng & p such that P = vp(nglploc(x).Py | Py] | P3), P’ = ng[ploc(x).Py |
Py, P" = P; and P" = ng|Pi{x < z} | P|, where z & fn(P;) and p is a set
of ambient names private in P.

slocl(z)

5. VPP, P".P".Q,Q. P (vp) (PYP" and P' "5 P and @ "3

Q' = 3 P, Py, Ps,mu,np with (ma,ng) & p such that P = vp(ma|sloc(x).P; |
Py | P3), P = malsloc(z).P, | B, P" = mu[Pi{x < z} | B),P"” = P,

where z & fn(Py),Q = nglQand p is a set of ambient names private in P.

7.5 Applications of CMCpcp

This section illustrates the expressiveness and usefulness of CMCpcp by presenting
two case studies of interactive shopping mall and devices automatically switching
their ON and OFF modes depending on their location and the users who are using

them.

7.5.1 Interactive Shopping Mall

This case study illustrates the usefulness of global communication, push and pull,
and ploc(z) features of CMCpca. The shopping mall consists of a number of retail
outlets, clients and devices such as PDAs. To offer clients a high level of services,
there is a server that delivers services to clients on requests via PDAs which are
distributed inside the mall. The tree representation of the shopping mall is given
in Figure [[.2, where the initial setting is given on the left-hand side and the final
setting is on the right hand side. In this figure, the ambient sm is the shopping mall
with two retail outlets m and n. For simplicity we have only one client and one
PDA, represented by the ambients client and pda respectively, which are inside m.
Scenario: The client wishes to move from her current location m to a target location
n inside the mall. She picks up a pda and sends the two locations to the server and
requests for a path from m to n. The server generates this path as a sequence of

capabilities and delivers it to the client via pda.
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sm

N AN

server m n

I
|
|
: client pda
|
|

pda — client

Figure 7.2: Interactive Shopping Mall settings

We define our setting as follows where, C’, P’ and S are some processes:

vabe (sm[m|client[pull(client) pda.ploc(z).a(z,n).a(u).u.C'] |

pdala(yr, y2).b(y1, y2).c(2).@(2).P]] | n[]] | server{b(xy, 25).¢(path(T, z1, z5)).5"])
The ambient client initiates an interaction with the PDA by its pull(client) pda
capability. Here, T is the tree representation of the setting as in Figure After

the resulting T-transition, pda, the sibling of client, becomes a child of client, namely

vabe (sm[m|client]ploc(z).a@(x,n).a(u).u.C" | pdafa(yy, y2).b(y1, ys).c(2).a@(z).P']]]
| nl]] | server[b(zy, z2).¢(path(T, 1, x5)).5"])

Tploc Ta

The only possible execution sequence from this state is Joy Dby Tey Toy
S” for some S”. In this sequence client acquires parent’s name by ploc(x) and sends
her source and the target locations to server via a. The server in response calculates
the path(T,m,n) between the two locations and delivers it back to the client. In this
particular case, the path calculated from m to n is out m.in n. Now the system has

the form
S" = vabe (sm[m|clientlout m.in n.C" | pda[P']]] | n[]] | server[S’]).
After executing out m.in n the final state of the system becomes
vabe (sm[m] | | n[client[C" | pda[P']]]] | server[S']),

and is represented on the right hand side of Figure [T.2.
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7.5.2 Devices Automatically Switching Mode

In this example we consider a smart PDA that automatically switches its ON and
OFF mode depending on its location and the user who is using it. For example, the
PDA is in ON mode if the owner is holding it, and it switches to OFF mode if the
owner puts it down, or if any unknown user picks it up. Assume that agent Bob is
an authorised user of the device PDA. The device switches to ON mode when Bob
is holding it, and goes to OFF state otherwise.

We model the smart PDA as an ambient named pda as follows
PDA Y pda[Pya),
where P,4, is a process specifying the behaviour of the device PDA, namely,

Ppia ™ ploc(z).(if (x = bob) then om. Py, else off . Ppaa)

p

Ambient pda enquires for its parent ambient name by the virtue of its ploc(x) capa-

bility. We start specifying the behaviour of agent Bob as follows:

Py, = pull(bob) pda.P,,,
P, = push(bob) pda.Py,

Processes Py, and Pj,, specify the behaviour of agent Bob w.r.t its pick and drop
capabilities. The agent Bob represented as an ambient bob with its pull capability

is modelled as follows:

Bob bob| Pyo]
= bob[pull(bod) pda.P],,)

Now we define Bob' to specify the behaviour of the agent Bob along with the PDA

he is carrying with him, namely

Bot! “ bob[PL, | pda[Pyaal]

= boblpush(bob) pda.Pyy | pda|Ppaa)]

Here ambient bob may push out the ambient pda by the virtue of its push(bob) pda
capability.

Similarly, we define agent Nina as follows:
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Pina ) pull(nina) pda.P!,

P = push(nlna) pda-Pnina

nina

Here P,;,, and P!, — are process specifying the pull and push capabilities of

nina

agent Nina. The agent Nina represented as an ambient nina with its pull capability

is modelled as follows:

Nina ninalPrina]

= nina[pull(nina) pda.P),, ]

Next we define Nina’ to show the behaviour of Nina while holding the PDA.

Nind ¥ nina[Pl,.. | pda[Ppaa)]

= ninalpush(nina) pda.Pping | pda[Pyaa]
The ambient nina may push out the ambient pda by the virtue of its push(nina) pda
capability.
Overall we model the three corresponding ambients bob, nina and pda by composing

them in parallel.
Bob | PDA | Nina = bob[pull(bob) pda.P},,] | pda[Pp.) | nina[pull(nina) pda.P),, ]

The ambients bob and nina may pick the device pda by the virtue of their pull
capabilities. The device automatically switches its ON and OFF modes depending
on the user holding it. The ambient pda by the virtue of its ploc(x) capability
identifies its owner and changes its modes automatically. The transition graph

representing the parallel composition of the three agents is given in Figure [.3]

(Bob | PDA | Nina)
( Q m

(Bob' | Nina) Bob | Nind')

on 0

Figure 7.3: Devices switching ON/OFF modes automatically
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7.6 Conclusion

In this chapter we have extended further CMCp by including a basic mechanism of
context awareness via primitives that bind the name of parent or sibling ambient in
a process. We have also proposed operational semantics using the notions of concre-
tions and lookahead in the SOS rules. The operational semantics has been proved
sound with respect to the standard semantics. We conjecture that the operational
semantics is complete with respect to the standard reductions semantics. The fi-
nal calculus CMCpcp combines Mobile Ambients, Push and Pull ambient Calculus,
Context Aware Ambients and CCS. The usefulness of CMCpca has been illustrated

in a number of small case studies.



Chapter 8
Conclusion and Furture Work

This chapter summarises the work done in this thesis, which is followed by a short

evaluation of the work and some directions for future research.

8.1 Thesis Summary

This thesis presents a process calculus for specifying behaviour of mobile commu-
nicating agents. We have developed a Calculus of Communication and Mobility
(CMCpgca), for the modelling of mobility, communication and context awareness in
the setting of ubiquitous computing. The calculus contains a new form of direct and
global communication similar to that in Milner’s CCS. We have defined the notion
of equivalence for CMC in terms of observation predicate and action transitions,
and have defined two forms of barbs. We have showed that the equivalence relations
defined with the two forms of barbs imply each other. The calculus also contains
a basic form of context awareness mechanism that allows ambients to query their
location. We present reduction semantics and labelled transition system semantics
of CMC and argue that the semantics coincide. The usefulness of the calculus is
illustrated by two case studies. The main contributions of each chapter are discussed
briefly below.

In Chapter [3] we have revised the syntax and semantics of the calculus of Mobile
Ambients (MA), and reused only the mobility part of MA and called the calculus, a
Calculus of Mobility (CM). We have developed an operational semantics for CM and
have showed that the operational semantics is sound with respect to the standard
reduction semantics. We have shown in examples that the proposed operational se-
mantics are not complete with respect to the standard reduction semantics for some
unusual cases. These examples have helped us to develop a complete operational

semantics in Chapter [ where the SOS rules use concretions vm(P)@Q as introduced
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by Milner and used by [36}, 37, 40]. The correspondence of the operational semantics
and the reduction semantics for CM has been shown.

In Chapter [Bl we have introduced a direct and global style of communication in
CM, and have presented the Calculus of Mobility and Communication (CMC). The
extended calculus comprises of the in and out capabilities of MA [I1] and global
communication like in Milner’s CCS [43]. We have combined the communication
primitives and SOS rules from CCS with CM. Also, we have modified the definition
of ambient as my4[P], where m is the name of the ambient, A is the set of actions
that m is allowed to communicate on, and P is an executing agent. We have
developed a labelled transition system semantics for CMC, which inherits the SOS
rules and communication primitives from [43] with an additional SOS rule for global
communication between ambients. The usefulness of CMC is exemplified by a case
study of intelligent hospital setting where services follow doctor while he moves
around the building and deals with patients, and a number of small examples. A
new form of behavioural equivalence for CMC has been defined where we show that
the congruence relations of barbed bisimulation and capability barb bisimulation
imply each other.

In Chapter[6lwe have extended CMC by adding further mobility primitives to also
model passive mobile structures in the ubiquitous computing setting. We have added
the capabilities push and pull of Phillips and Vigliotti’s Push and Push Ambient
Calculus [54] (PAC) and thus we have obtained CMCp. A new and first operational
semantics has been developed for PAC which is proved sound and complete with
respect to the standard reduction semantics. The usefulness of CMCp is shown by
a number of small examples.

In Chapter [7 we further have extended CMCp by introducing a new form of
context awareness mechanism, thus obtaining CMCpca. We have added ploc and
sloc primitives that help ambients to have a knowledge of their parent and sib-
lings respectively. An operational semantics for the extended calculus CMCpcp has
been developed which is sound, and we conjecture that the operational semantics
is complete with respect to the reduction semantics. The usefulness of the calculus
has been illustrated by the case studies of interactive shopping mall, and devices

automatically switching their mode.

8.2 Evaluation

This section discusses the strengths of our thesis as well as some of the issues that

arose during the research. The work in this thesis is of theoretical, and we have
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started this work with the following research statements.

1. To develop a process calculus based on Mobile Ambients, its variants and other

process calculi for the modelling of ubiquitous computing features, namely

(a) physical mobility (active and passive),
(b) global communication,

(c) location or structure of systems,

)

(d) context awareness.

2. To develop operational semantics for the proposed calculus and deriving prov-
able results based on the operational semantics of the calculus, and to show

the expressiveness of the calculus.

3. To define appropriate notions of behavioural equivalences for the calculi and

to prove properties of these equivalences.

We draw the following conclusions based on the contributions of this thesis and

relate them to the research statements discussed above.

1. A Calculus of Mobility and Communication
2. Operational Semantics and Corresponding Results

a) Operational Semantics for CM

(a)

(b) Operational Semantics for CMC

(¢) Operational Semantics for Push and Pull
)

(d) Operational Semantics for Ploc and Sloc
3. Behavioural equivalences for CMC

4. Expressiveness and usefulness of CMCpga.

The above mentioned achievements are discussed as follows.

1. A Calculus of Mobility and Communication

We have developed a Calculus of Mobility and Communication (CMCpcy ),
based on ambient calculi and CCS for the modelling of mobility, global com-
munication and context awareness in the setting of ubiquitous computing. In
our calculus we have modelled the structure of system and physical mobility of

active and passive mobile structures by Mobile Ambients (MA) [I1] and Push
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and Pull Ambient Calculus (PAC) [54] after some modifications as discussed

in Section 8.l The global communication has been achieved by adding Mil-

ner’s CCS style communication in CM. Finally, we have added a new form of

context awareness feature in our calculus, inspired by [17, [I§].

2. Operational Semantics and Corresponding Results

(a)

(d)

We have developed a new and simple operational semantics for CM which
is inspired by that in [36] B7] except that they have used concretions in
their operational semantics and we have developed our transition rules
without using concretions. Our operational semantics is simple, and
sound with respect to the standard reduction semantics. We have discov-
ered that the semantics is not complete for certain unusual cases where
ambients with the same name intend to perform in or out capabilities.
The SOS rules have no ability to distinguish between the ambients with
identical name and matching capabilities. This limitation has been over-
come by developing a new operational semantics for CM using concretions
as in [36} 37]. The new operational semantics has been proved sound and

complete with respect to the standard reduction semantics.

We have also developed operational semantics for CMC, where we have
added an additional Global-Com rule. This extension allows our ambients

to communicate globally with ambients nested inside other ambients.

We have continued developing a new operational semantics for PAC that
has been used for the modelling of passive mobile structures in our cal-
culus. To the best of our knowledge this is the new and first operational
semantics that has been developed for PAC. We have also discovered that
using concretions are not enough to develop the SOS rules, therefore we
have also used the notion of lookahead. We have proved that our new
operational semantics is sound and complete with respect to the standard

reduction semantics.

We have proposed a reduction semantics as well as an operational se-
mantics for the context awareness feature of our calculus. In context
awareness, we have used ploc and sloc primitives that help ambients to
have knowledge of their parent and siblings respectively. In literature, we
have not found an operational semantics for the modelling of ambients’
location and surrounding. Our context awareness constructs ploc(z) and
sloc(z) bear similarity with the Conversation Calculus construct here(z)

[76, O] that allows a process running inside a given context to access its
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identity. In in Conversation Calculus conversation contexts are proposed
as communication medium that controls information sharing among pro-
cesses, whereas our constructs are not precisely used for only communica-
tion. Based on the information about parent or sibling name, an ambient
may communicate globally or move from one location to another in an

indoor setting.

3. Behavioural equivalences for CMC

A new form of behavioural equivalence has been introduced for CMC, where
observable behaviour of two processes are considered, this is inspired by [36,
37. We have defined barbed bisimulation and congruence, and capability
barbed bisimulation and congruence. In order to prove successfully that the
respective congruence relations of the two forms of barbs agree, the global
communication primitives are used. We have not used co-capabilities in our
calculus as in [37], and hence conclude that such results could be proved with-

out the help of co-capabilities.

4. The calculus CMCpca has been proposed with real-world applications in mind
and its expressiveness and usefulness has been illustrated in several case studies
and small examples, where various features (active and passive mobility, global
communication and location awareness) of our calculus have been modelled

using relevant constructs.

8.3 Future Work

Research is a never ending journey, it starts with a problem and solution to the
problem unlocks a new question. The work in this thesis was started with the
aim of investigating different formalisms for the modelling of ubiquitous and mobile
computing where computing devices are available throughout the physical setting.
These devices are distributed and could be mobile, and interactions among them
are concurrent and often depend on the location of the devices. The work presented
in this thesis is what has been produced within the given time constraints, where
various features of the proposed problem domain have been formalised systemati-
cally. The initially calculus CM is extended uniformly by including push, pull, ploc
and sloc to obtain the final calculus CMCpca. We now discuss several directions in
which CMCpca can be further extended.



Chapter 8. Conclusion and Furture Work 144

A. Major directions

(a) In Chapter [l we have formalised the notion of equivalence for CMC in

terms of observation predicate and action transitions (=+). We have de-
fined barbed bisimulation and capability barbed bisimulation and proved
that the congruence relations of barbed bisimulation and capability barbed
bisimulation for move ng coincide. We conjecture that the congruence
relations of the two forms of barbs for the other capabilities of CMC
agree. This needs a proof. The characterisation of barbed bisimilarity

may be achieved by defining a version of early bisimulation as in [36] [37].

To investigate a suitable methodology to integrate ubiquitous data with
CMCpca. In general, databases are fixed and static, but in the ubiqg-
uitous computing settings devices are distributed, and interactions are
concurrent and dynamic. Therefore, data is generated continuously and
there is live data streaming [20], 19, 21]. It is a challenging task to in-
vestigate a suitable formalism for modelling ubiquitous data streaming,
and combining them with the traditional Relational Database modelling

formalisms.

Some events of the ubiquitous computing systems are time sensitive and
expect responses without delay. The behaviour of such systems depends
on the instance of time at which an event is generated or input is re-
ceived from an external environment. Timed versions of various process
calculi have been presented [81] [66, B] in order to deal with time depen-
dent behaviour of systems in different ways. For example, as in Timed
CCS, TCCS for short, a real time system has been modelled by adding
time to CCS [81]. The syntax of TCCS is the same as CCS except that
the action prefix of CCS has been modified to p@t.P where ¢ is a time
variable. Timed version of Mobile Ambients have been presented in I 2]
to model efficient resource allocation and immediate responses to time
critical events. Therefore, we also envision that adding time to CMCpca
could make the calculus more realistic. It could also lead to timed versions

of behavioural equivalences.

Security is also an interesting area for future work in the setting of ubiq-
uitous computing. Some of the risks associated with the ubiquitous com-
puting settings are addressed in [67]. Security is crucial for most of the
computer science applications. However, a lot of research in recent years

has been directed at solving security problems raised by distributed sys-
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tems and in ambient calculi, as in [53]. Ubiquitous computing is an
omnipresent and devices that do not look like computers are endowed
with computing capabilities. The challenge to protect the security of the

ubiquitous computing devices is still an open research topic.

B. Minor directions

(a)

In Chapter [1 there is a conjecture that the operational semantics de-
veloped for context awareness is complete with respect to the standard

reduction semantics. This result needs a proof.

Chapter [ presents CMC, where ambients mobility is modelled by the
in ng and out ng capabilities of MA, and communication is similar to
that in Milner’s CCS. We present an LTS for CMC and show that the
operational semantics of the mobility part of the calculus is sound and
complete with respect to the standard reduction semantics. Likewise, we
conjecture that CMC not only extends MA but also CCS, namely if we
take a CMC term and assume that there are no ambients used in the

term, then the term works like a CCS agent.

In past few years, extensive theoretical discoveries on the ambient cal-
culi have been made, however there has been relatively smaller amount
of research carried out in developing real mobile applications based on
ambient calculi. We believe that the implementation of these theoreti-
cal aspects could be an interesting research direction, for example, as in
[53] a distributed abstract machine for boxed ambient calculus has been

implemented.
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A.1 Operations

In this section we present various useful operations on trees, that could be used to
calculate a path between two given nodes, such as, a path from a source node to a

target node in a given tree.

1. Parent(n, T'):
This function returns parent of node n in tree T'. If n is the root node then it

returns null node which indicates that we are navigating off the tree.

2. Root(7T):

This function returns the root node in a given tree T

3. Append(n, list):

This function appends an element n to the left of a list list.

4. Path(n, T): list :
This function returns the path from a current node n to the root in a given

tree T'. The current node can be a source node or a target node.

5. Index(ly, ls):
This function takes the two lists that is output from the function Path(n,T'),
and returns a list of two elements. The two elements point to the index of the

first common elements of the first and the second list respectively.

6. Join(listy, lists, lists):
This function takes three lists list;, list, and lists as arguments from the
functions Path(source, T'), Path(target, T') and Index(l;, l5) respectively, and
returns a complete path (list of nodes from the source node to the target node)

after joining the two lists using the index points.
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7. Moves(list):
This function takes a list as an argument from the Join function and returns

the list of nodes with appropriate in and out prefixes.

8. Sequence(list):
Takes a list of nodes as an argument from the Move function and returns a

sequence of nodes with a dot (.) between the two consecutive nodes.

A.2 Examples

Next, we present set of functions designed in terms of above given operations.

We write a function to take a tree and list the labels of all the nodes (path) from a

node n to the root of a tree T'. This function is given in figure [A.l

function Path(n, T'): list
{
Bool root Found = False;
list] ]
list = Append(n, list);
W hile(! root Found)
{
n = Parent(n, T);
if (n == root(T))
{
rootFound = True;
¥
list = Append(n, list);
}
reverse(list);

return list;

}

Figure A.1: Function returning a path from a node to the root of a tree

To show that how this works, we consider a tree structure given in figure [A.2]
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®
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Figure A.2: Tree structure

To find the path between two nodes of a tree structure we assume node (4) and node

(6) as source and target nodes respectively.

Figure A.3: Tree representing source and target nodes

The blue edges shows the path from source node (4) to the root node (1) of the
given tree, while the red edges shows the path from target node (6) to the root node

(1) of the given tree, and this is given as below:

listl = [4,3,2,1] and list2 = [6,5, 2, 1].



Appendix A 149

function Index(listl, list2) : list
{
Bool match = False;
int indexl = 0;
int index2 = 0;
list[ ];
for(int i = 0; i < listl.length — 1; i + +)
{
for(int j = 0; j < list2.length — 1; j+ +)
{
if (lis1[i] == list2[j])
{
ndexl = 1;
ndex2 = j;
match = True;

}
if (match);

{

break;

}

list = Append(indexl, Append(indez2, list));

}

return list;

}

Figure A.4: Function returning first common nodes of the two given lists

The function given in figure [A.4] returns a list of two elements representing the
indices of first common elements of the two lists. In our case indices of the first
common nodes are 2,2. The green color node with a label 2 shown in figure [A.3] is

the first common node of the two lists.
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e

Figure A.5: First common node of the two lists

In Figure we write a function that joins the two lists in such a way that it lists
the labels of all the nodes from the source (4) to the target node (6) of the given
tree T'.

function Join(listl, list2, list3) : list
{
int index1 = head(list3);
int index2 = head(tail(list));
path[ ]; /Jempty list
for(int i = 0; i < index2; i + +)
{
path = Append(list2]i], path);
}
for(int j = indexl —1; j > 0; j — —)
{
path = Append(listl]j], path);
}
return list;

}

Figure A.6: Joining two lists

In Figure [A7] we give a function that takes a list and returns the same list with

nodes prefixed by appropriate in or out moves (capabilities).
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function Moves(list) : list
{
movel [;
for(int i = 0; i < list.length — 1; i+ +)
{
if (list[i + 1] == Parent(Head(list), T))
{
move = Append(out list[i|, move);
}
else if (Head(list) == Parent(list[i + 1],T))
{
move = Append(in list[i + 1], move);
}
list = Tail(list)
}
reverse list;

return list;
¥

Figure A.7: Prefixing in and out moves
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