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Veriamos Project Motivation 22

SSD 1/0 via a DSL @ Ring 0

Mitigate:

HW / SW Mismatch

A hardware innovation invalidates the
assumptions of the software-stack-(kernel
or other) resulting i sub-optimal abstractions

Need for new abstractions and/or
domain specific fine-tuning
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SSD 1/0 via a DSL @ Ring 0
HW / SW Mismatch

Random 1/0 Random 1/O
'S expensive is cheap
Example:
) ST, o
3 970EV0

I i T 500G *

Can handle Can deliver
IOPS IOPS
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SSD 1/0 via a DSL @ Ring 0

HW / SW Mismatch

Process Process Process Process

——
M libaio and others
libaio and others
Submit 10
Submit 10

Userspace

B r
Block Layer lockiLaye

Submission/Completion

Staging (Merge, Reord., etc.)

Fairness Scheduling
10 Accounting

Request Queue Software QUeues

Hardwgare
Dispatch Queues

Block device specific driver

Block device specific diver
Status / Completion A S A—

Interrupt Status / Completion

Interrupt
Single queue (e.g. SATA) capable hardware device
Single or multi-queue capable hardware device

(CFQ, BFQ, Kyber)*, MQ-Deadline, Noop ..
Deadline, Noop .. *Trigrequivkstilusedfornon*8SD

Solved |OPS bottleneck, but MQ has
main trade-off: throughput / latency
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SSD 1/0 via a DSL @ Ring 0

HW / SW Mismatch

* Needs to optimize |/O

e Does not have kernel devs on staft

* Additional risk (faults, security) of
ad-hoc solution not acceptable

Institution
Public/Private



Briet Reminder: Deadline

Events .

/O

gueuelist

NI
NSERT

R

R

HAS WORK

MERGE
DISPATCH
REMOVE
= XIT

Deadl. logic

DL lists, used as
gueues: Sorted
by Arrival Time
+ RW / Deadline

RB Trees, used as
lists: Sorted /
Merged by sector

Elev. logic

Dispatch DL

ISt



Veriamos Project Architecture

SSD 1/0 via a DSL @ Ring 0

User-space

Case-studies (assuming workload > RAM):

* Single-purpose Server (e.g DB) * Approximate Computing (e.g Video-streaming)
* Multi-purpose Server (e.g DB / Web-server / Business Logic) * Special-cases (Read-only / Mostly-read / Mostly-write)
* Multi-container Server (e.g HW-sharing Virtual machines)

DSL: PhaistOS scripts / examples / tempates

PhaistOS

Parser/Compiler

P h d | S’[O S Generated / Dynamically

Loadable Linux Module (.c)



Veriamos Project Architecture

SSD 1/0 via a DSL @ Ring 0

Kernel

Virtual File System

MQ-Block

PhaistOS
Fluent-API

MQ-Deadl or or Kyber or BFQ or None

PhaistOS
Primitives

PhaistOS

Device drivers B
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SSD 1/0 via a DSL @ Ring 0

* Vanilla
* RAID O or 5 etc

PhaIStOS * Set-up eg: https://www.hetzner.com/




o INIT
Events ¢ INSERT
« HAS WORK

* MERGE

* DISPATCH
« REMOVE
o EXIT

WP1

deadline.phaistos

e
N



list fifo_list[2]

int read_expire = H
int write_expire =

int writes starved

int fifo b :

POLICY {
list fifo_list[2];

int fifo _expire[2];

int fifo_batch;

int writes_starved;

int batching;

int starved;

HELPERS {

int deadline check fifo(int ddir) {
request rq;
rq = next request(POLICY.fifo list[ddir]);
if(time_after_eq(jiffies, fifo_time(rq))) {
return 1;
} else {
return 0;

}
}

request deadline_ fifo_request(int ddir) {
request rq;

if(warn(ddir!=READ&&dAdir!=WRITE)) {return NULL;}
if(is_empty(POLICY.fifo list[ddir])) {return NULL;}

deadline.phaistos




list fifo_list[2]

int read expire = HZ / 2;
int write expire = 5 * HZ;
int writes starved = 2;

int fifo bateh = 16;

POLICY {
list fifo list[2];
int fifo expire[2];
int fifo batch;

int writes starved;
int batching;

int starved;

HELPERS {

int deadline check fifo(int ddir) {
request rq;
rq = next request(POLICY.fifo list[ddir]);
if(time_after _eq(jiffies, fifo_time(rq))) {
return 1;
} else {
return 0;

}
}

request deadline fifo request(int ddir) {
request rq;

if(warn(ddir!=READ&SAdir!=WRITE)) {return NULL;}
if(is empty(POLICY.fifo list[ddir])) {return NULL;}

List API

* init(list)

e append(list,request)

* remove_from_current_list
(request)

* move_to(request,request)

* next_request(list)

e is_empty(list)

* is_empty_careful(list)




EVENTS {

I_|St AP' Used |n = H:rI\Tiingﬁio{(.fifo_ust[READ]);

init(POLICY.fifo List[WRITE]);
POLICY.fifo expire[READ] = read expire;

Eve n tS + H e | p e rS : POLICY.fifo expire[WRITE] = write expire;

POLICY.fifo_batch = fifo_batch;
POLICY.writes starved = writes_starved;
POLICY.starved = 0;

POLICY.batching = 0;

}

On EXIT() do: {

° i n it( | iSt) assert(!has_requests(READ));

assert(!'has_requests(WRITE));
}

° ap pend(liSt’ req UeSt) On INSERT(request rq, int data dir) do: {

set time(rq,NOW() + POLICY.fifo expire[data dir]);

° re m Ove_f I'O m_C U rre nt_l |St append (POLICY.fifo list[data dir],rq);

}

re ueSt On HAS WORK(int data dir, bool careful) do: {
if(careful) {

return has requests careful(ddir);

* move_to(request,request) O L comests e
. }
* next_request(list) }

\ \ On DISPATCH(request rq) do: {
* |Ss_empty(list
_ bool writes;
reads = 'is empty(POLICY.fifo 1ist[READ]);

° . S_e m pty_Carefu | ( | iSt) writes = !is empty(POLICY.fifo l1ist[WRITE]);

if(!'rq & POLICY.batching < POLICY.fifo batch){
POLICY.batching++;
return rq;

}

if(reads){
if (deadline fifo request(WRITE) && POLICY.starved++ >= POLICY.
return dispatch writes();

}

list fifo_list[2] y [ e



DSL Static Analysis Goal:

Consistency of lists between API calls given the semantics of events

List APl used In
Events+Helpers:

init(list)
append(list,request)
remove_from_current_list
(request)
move_to(request,request)
next_request(list)
is_empty(list)
Is_empty_careful(list)

INIT

INSERT Fvents
HAS WORK
MERGE

DISPATCH
REMOVE
EXIT

Our framework computes execution

paths and observes execution

events for:;
e list_ia " h list
TS * execution: path lis
Ist_Id N ] * path: event list

e list iId][*] -« event: (list, op, in_loop)

Reasoning over the
ordered events with a
small query language

given a specific execution
entry point




DSL Static Analysis Goal: Wi

Consistency of lists between API calls given the semantics of events

List APl used In
for_each !policy list ids (fun 1 ->
EventS+He|perS expect paths starting from init scope (fun in p ->

(sum_out of loop 1 "init" in p = 1) &&
(excludes loop 1 "init" in_p) &&
(excludes api 1 [

* init(list) append”;
" - "next_request"”;
appen d (l lSt’ r'eq ueSt) _ “remove from current list";
* remove_from_current_list "move_to" ] in_p)
(request) !

move_to(request,request)
next_request(list)
is_empty(list)
is_empty_careful(list)

INIT

INS =31 Fvents
HAS WORK
MERGE

DISPATCH
REMOVE
EXIT

Every list should be initialized

exactly once, outside of a loop.




DSL Static Analysis Goal:

Consistency of lists between API calls given the semantics of events

List APl used In
Events+Helpers:

init(list)
append(list,request)
remove_from_current_list
(request)
move_to(request,request)
next_request(list)
is_empty(list)
Is_empty_careful(list)

INIRE

INSERT Fvents
HAS WORK
MERGE

DISPATCH
REMOVE
EXIT

for _each !policy list ids (fun 1 ->
expect paths starting from insert scope (fun in p ->
(sum of 1 "append” in p) = 1 &&
(total events "append” in p) = 1 &&
(excludes loop 1 "append" in p) &&
(excludes api 1 [
"init";
“next request”;
“remove from current list";
"“move to" ] in p)

v | = list defined in a policy
V p = execution path starting
from event

Every list should be able to be
appended exactly once and
outside of a loop. Multiple appends
of diff. lists per path are not allowed.




DSL Static Analysis Goal: HAS WORK

Consistency of lists between API calls given the semantics of events

List APl used in
for_each !'policy list ids (fun 1 ->
EV@ntS+He|pel’S expect_paths_starting from has work scope (fun in p ->

(sum_of 1 "is empty" in p) +
(sum_of 1 "is empty careful” in_p) >= 1 &&
(excludes api 1 [

* init(list) "init";

* append(list,request) P

e remove_from_current_list "remove from current list";
(request) ) "move_to" ] in_p)

* move_to(request,request) );

* next_request(list)

* is_empty(list)

Is_empty_careful(list)

o INIT

e INSERT Fvents
« HAS WORK
« MERGE

* DISPATCH
« REMOVE
o EXIT

Every list should be able to

be checked at least once.




DSL Static Analysis Goal:

Consistency of lists between API calls given the semantics of events

List APl used In
Events+Helpers:

init(list)
append(list,request)
remove_from_current_list
(request)
move_to(request,request)
next_request(list)
is_empty(list)
Is_empty_careful(list)

INIT

INSERT Fvents
HAS WORK
MERGE

DISPATCH
REMOVE
EXIT

fgp~TaeR 'policy list ids (fun 1 ->
ath_starting_from merge scope (fun in p ->
f L "move to" in p) = 1 &&
(total events "move to" in p) =1 &
(excludes loop L "move to" in p) &&

(excludes api 1 [

'init";

“append”;
“remove from current list";
“next request" ] in p)

v | = list defined in a policy
V p = execution path starting
from event

Every list should be able to
merge requests exactly once and
outside of a loop. Multiple merges

of diff. lists are not allowed.




DSL Static Analysis Goal:

Consistency of lists between API calls given the semantics of events

List APl used In
Events+Helpers:

init(list)
append(list,request)
remove_from_current_list
(request)
move_to(request,request)
next_request(list)
is_empty(list)
Is_empty_careful(list)

for each !policy list ids (fun 1 ->
exists path starting from dispatch scope (fun in p ->
let s = (sum of 1 "next request" in p) in
s > 0 && (s = (total events "next request” in p)) &&
(excludes loop L "next request" in p) &&
(excludes api 1 [

"init";

"append”;
"remove from current list";
"move to" ] in p)

)
);

v | = list defined in a policy
V p = execution path starting

from event
N |
- INSERT  Events Every list should be able to
; Has WORK handle requests at least once and
' glESJéL%H outside of a loop. Multiple requests
. EXIT from dift. lists are not allowed.




DSL Static Analysis Goal:

Consistency of lists between API calls given the semantics of events

List APl used In
Events+Helpers:

init(list)
append(list,request)
remove_from_current_|ist
(request)
move_to(request,request)
next_request(list)
is_empty(list)
Is_empty_careful(list)

INIT

INSERT Fvents
HAS WORK
MERGE

DISPATCH
REMOVE
EXIT

for each !'policy list ids (fun 1 ->
expect paths starting from remove scope (fun in p ->
(sum of 1 "remove from current list" in p) = 1 &&
(total events "remove from current list" in p) = 1 &&
(excludes loop 1 "remove from current list" in p) &&
(excludes api 1 [

'init";

“append”;

"next request”;
"move to" ] in p)

v | = list defined in a policy
V p = execution path starting
from event

Every list should be able to
remove reguests exactly once and
outside of a loop. Multiple requests

from dift. lists are not allowed.




DSL Static Analysis Goal:

EXIT

Consistency of lists between API calls given the semantics of events

List APl used In
Events+Helpers:

init(list)
append(list,request)
remove_from_current_list
(request)
move_to(request,request)
next_request(list)
is_empty(list)
Is_empty_careful(list)

INIT

INS =31 Fvents
HAS WORK
MERGE

DISPATCH
REMOVE
EXIT

for_each !policy list ids (fun 1 ->

);

expect _paths_starting from exit scope (fun in p ->
(sum of 1 "is empty" in p) +
(sum of 1 "is empty careful" in p) >= 1 &&
(excludes api 1 [
"init";
"append”;
"next _request" ] in _p)

)

Every list should be able to

be checked at least once
upon exit.
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