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A Topological Sorting Approach to Identify
Coherent Cut-sets Within Power Grids

Arash Beiranvand, Paul Cuffe, Member, IEEE

Abstract—This paper proposes a new technique to identify sets
of branches that form heavily loaded and potentially vulnerable
flowgates within power grids. To this end, a directed acyclic graph
is used to model the instantaneous state of power grids. One
of the advantages of directed acyclic graphs is they allow the
identification of where power flows are coherent e.g where power
flows in a uniform direction along a set of branches that partition
the network into two islands. This paper uses topological sorts to
identify many sets of branches having this property. Definitions
are provided for two new concepts, termed coherent cut-sets
and coherent crack-sets, which are particular sets of branches
extracted from a specific topological sort. Notably, there are
numerous possible topological sorts for a directed acyclic graph
and calculating distinctive topological sorts is challenging. In this
paper a novel optimization algorithm is proposed to find multiple,
diverse topological sorts each of which implies many cut-sets.
The effectiveness of the proposed methods for enhancing grid
observability and situational awareness is demonstrated using
two standard test networks.

Index Terms—power grids, graph theory, power flow, topolog-
ical sorts, cut-sets

I. INTRODUCTION

Real time risk observability of power flows in electrical
networks is an important issue for control room operators and
consequently has been widely investigated in the literature [1]–
[3]. While steady state power flow is one of the most important
tools to assess power grid operations [4], [5], analyzing the
behaviours of power flows during emergencies like cascading
failures can be challenging. Therefore, presenting an efficient
method to provide real-time situational awareness of flowgate
loadings in a rapidly changing system is necessary [6]. In this
paper, a new concept, termed coherent cut-sets, is defined to
offer insights into this problem. Using this new approach, sets
of branches that are critical in terms of their instantaneous
collective loading are readily identified. A coherent cut-set
is defined as a set of branches that split the network into
exactly two islands, with the restriction that all the traversing
branches have the same flow directionality. Such cut-sets
identify vulnerable bottlenecks within power grids and represent
seams or fault-lines across which islanding seems likely.

Detecting these bottlenecks where collective power flows are
loading substantial is important for network operators because
these flowgates are vulnerable when facing branch outages
and therefore, many methods have tried to make these areas
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observable for the operators in real-world networks [7]–[9].
The novel concept of coherent cut-sets enables the operators
to effectively monitor these vulnerable flowgates within power
grids in the face of rapidly changing condition e.g fluctuating
power injections from variable renewable generators.

Graph theory can be a useful approach to assess power
systems operation [8], [10], [11]. Power networks could be
considered as complex networks and therefore, graph theory
has been applied to analyze them in different aspects such as
topological vulnerabilities [12]–[15]. To analyze topological
vulnerabilities within power grids, power flow directions can be
used to model the networks as a directed acyclic graph [12]. A
directed acyclic graph refers to a directed graph which has no
cycles e.g paths connecting any node back to itself [16]–[18].
The DC power assumptions imply a directed and acyclic flow
graph for active power, which is exclusively transmitted from
nodes of higher to lower voltage angle.

Using directed acyclic graphs for power systems analysis
brings some important benefits, as these are well understood
mathematical structures [19]. One such benefit is the ability
to calculate topological sorts for the networks’ nodes. A
topological sort means assigning an integer rank to each node
in a directed acyclic graph so that, for every directed edge from
node u to node v, u must rank before v in the ordering [20]. As
one can define various assumptions for finding the topological
sorts of a directed acyclic graph (DAG), many valid topological
sorts could be obtained for a DAG [21], [22]. Indeed, recalling
the DC power assumptions, simply ordering the nodal voltage
angles from highest to lowest gives a valid topological sort for
the DAG representing a snap shot of a power system.

As the the size of a DAG increases, more and more valid
topological sorts can be found [22]. Under such circumstances,
finding all topological sorts becomes computationally infeasible.
Therefore, presenting different algorithms and methods to find
topological sorts for DAGs has been investigated [23], [24].

Concerning power grids, many studies have sought to find
the most vulnerable branches of power grids in terms of
topological centrality measures [25]–[27]. However, purely
graph-based methods may lead to misleading results in terms
of finding the most dangerous sets of branches for power
grids and this is often due to the complex behaviors of power
flows during emergencies like cascading failures [13]. In [12],
[13] the authors investigate the abilities of the methods based
on graph theory to assess cascading failure risk in electrical
networks. Broadly speaking, the results given in [12], [13] show
that purely graph-based methods embody real deficiencies for
understanding emergency power flow behaviour in electrical
networks.

For these reasons, any proposed graph-based methods must
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take account of the physical realities of electrical power flow.
A good example is [14], in which the authors seek to modify
graph-based metrics to make them more applicable for power
grids. For this purpose, some important electrical features
of power grids like real power-flow allocation over branches
and line flow limits are taken into account to update some
usual structural metrics like node degree centrality and global
efficiency. Global efficiency is one of the topological metrics
for networks which seeks to gauge the holistic ability of a grid
to transmit data (here active power) [28].

Concerning graph partitioning, many researchers have tried to
suggest an effective method to partition graphs in the literature,
either in steady state condition or dynamic state of power
grids [29]–[33]. One of the most well-known methodologies
to partition graphs is graph spectral analysis [29], [30]. These
spectral methods, which are based on the eigenvalues of the
graph Laplacian, can use the Fiedler vector [34] to partition
the nodes into approximately equally sized islands, with the
aim of minimizing the number of branches involved in the cut-
set. Spectral partitioning techniques, and many other available
methodologies in this area, do not typically aim to find many
cut-sets for a graph, and instead focus on finding one specific
cut-set in the graph, to meet some particular criteria. The
suggested method in the present paper addresses this lacuna
by proposing a new topological sorting approach that finds
many cut-sets for a DAG, which furthermore have the useful
property of coherence.

Detecting many vulnerable cut-sets in power grid can help
the operators to have an overview about the contingencies
in the grid and our method enables them to have such vital
information.

The rest of this paper is organized as follows. In section
II, the methods for finding topological sorts, coherent cut-sets
and crack-sets are explained. In sections III and IV the sample
grids and the simulation results and a discussion are presented.
Section V concludes.

II. METHODOLOGY

In this section, a novel method to find many diverse
topological sorts of a DAG is presented. These topological
sorts can then be used to find many coherent cut-sets within
the DAG. Therefore, at the first step, power grids should be
modelled as a DAG.

A. Modelling power networks as directed acyclic graphs

To model a power grid as a digraph, the prevailing active
power flows are used to set branch direction. The digraph’s
non-symmetric adjacency matrix A is built up by inserting a 1
for each pair of connected nodes i and j as follows:{

Aij = 1 ifPij > 0
Aji = 1 ifPij < 0

(1)

Where Pij is the signed active power flow along the branch
connecting i and j. These power flows could be obtained by
simulation, state estimation or direct metering. Notably, these
power flows depend on both the network’s static topology and

by the prevailing generator dispatch and load dispositions, and
so represent a specific snapshot of the system’s state.

The DC-PF power flow assumptions, recounted below,
identify bus voltage angles as being the key determinant of
active power flows through a grid:

Pi,j =
δi − δj
Xij

(2)

Where, δi and δj are the voltage angles of nodes i and j
and Xij is the reactance of the line which connects nodes i
and j. These DC-PF power flow assumptions imply that active
power exclusively flows from nodes of higher to lower voltage
angles, and therefore they preclude the possibility of active
power circulating in the network. This means that the system
digraph built using equation 1 can be assumed to be acyclic
i.e a DAG. It can be noted that simply ranking the nodes from
highest to lowest voltage angle will provide one rather natural
topological sort for the DAG. The following section describes
a method to find other, less apparent topological sorts for the
DAG.

B. Method to find distinctive topological sorts of directed
acyclic graphs

1) Definition of topological sorts and coherent cut-sets:
Consider a DAG G = (V,E). A topological sort is the
assignment of an unique integer rank to each node of G, with
the requirement that for every pair of distinct vertices vi and
vj in the ranking, if vi −→ vj is an edge in G, then Ri < Rj

[20]. Ri and Rj are the ranks of node i and j respectively.
A directed path cannot exist from a node to any node that
precedes it in the sort.

The diagram in fig. 1 shows a small DAG, for which one
could find many valid topological sorts. For example, one valid
topological sort would be {1, 3, 5, 2, 4, 6, 7, 8}, as shown in
table I. In this table, a red dashed line is shown which partitions
the DAG into two islands, containing the nodes {1, 3, 5} and
{2, 4, 6, 7, 8}. The corresponding red dashed line is overlaid
in fig. 1: this line identifies the three branches that must be
removed to enforce this partition, the cut-set. Note that each
of these branches is oriented from the upper to the lower
island, and this property is guaranteed by the definition of a
topological sort. Furthermore, every topological sort implies a
network partitioning at each of its levels (i.e the dashed line in
table I can be freely moved up and down) The many cut-sets
that can be found in this way are likely to be heavily loaded, as
their guaranteed coherence means that each branch additively
contributes to the net cross-flow.

2) Optimization methodology to find topological sorts:
This section describes a new algorithm which uses an integer
optimization formulation to find many diverse topological sorts
for a DAG. It should be noted that we emphasise the diversity of
topological sorts because, after finding many possible sorts of
a DAG using different assumptions, a lot of them could be quite
similar. As similar topological sorts will imply similar cut-sets,
this may obscure important bottlenecks in the grid. Therefore,
an important aim for an algorithm for finding topological sorts
should be obtaining heterogeneous topological sorts.
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Fig. 1. A directed acyclic graph with a particular cut-set identified

TABLE I
EXAMPLE TOPOLOGICAL SORTING FOR THE SMALL DAG

Node label Topological
ranking

1 1st

3 2nd

5 3rd

2 4th

4 5th

6 6th

7 7th

8 8th

The decision variable is Ri which denotes the ranking of
node i in the obtained topological sort. The key constraint for
finding a topological sort is that if a node i sends power to
j, then this directionality means that i must be ranked before
j. Therefore, for any DAG with V nodes and E edges, the
constraints of the problem are defined as follow:

Ri> Rj ∀Ai,j = 1 (3)

Where, Ri and Rj are the integer ranks of node i and
node j in the obtained topological sort, and the number of
these constraints is E. In the earlier example topological sort
provided in table I, we would have R5 = 3, as the node labelled
5 takes the 3rd position in this sorting.

As a topological sort requires a unique integer ranking for
each node, it is necessary to impose an alldifferent
constraint [35] on the elements of R:

alldifferent(R1 . . . RV ) (4)

The aim of the suggested method is to find numerous distinc-
tive topological sorts. To this end, for each node i, considering
the constraints mentioned in equation (1), we calculate two
objective functions. The first one tries to maximize the rank
of node i:

max (Ri) (5)

The second objective function tries to minimize its rank:

min (Ri) (6)

The solutions of each objective functions will give a topological
sort e.g. a unique ranking for every node, which will be
recorded by the algorithm.

The following pseudocode illustrates the procedure for
iteratively applying the suggested algorithm to find many
diverse topological sorts. By sequentially solving equations (5)
and (6) for each node i, 2V topological sorts are found for
each system, with each topological sort implying V cut-sets
(recall table I). Therefore, the number of coherent cut-sets that
this algorithm will identify is bounded by 2V 2, however the
actual number may be somewhat lower due to duplication and
the fact that cut-sets creating more than two islands will be
discarded for simplicity.
Input: An operational snapshot of the grid
Output: Many topological sorts of the grid’s nodes

Build directed acyclic graph :
1: Extract all branches from power system
2: Detect sending node and receiving node for each branch,

build matrix A
Build constraint set :

3: for i, j ≤ V do
4: if Ai,j = 1 then
5: add constraint Ri > Rj .
6: end if
7: end for

Repeatedly solve the optimization :
8: for i ≤ V do
9: maximize the rank of node i.

s.t. all constraints obtained by line 5
10: save sort R..
11: minimize the rank of node i.

s.t. all constraints obtained by line 5.
12: save sort R.
13: end for

Topological sorting algorithms provide various time com-
plexities depending on their methodologies. The most efficient
time complexity for calculating one topological sort in a DAG
G = (V,E) is reported in [36] as follow:

O(|V |+ |E|) (7)

However, the proposed algorithm is distinct as, for each
node i, it is searching for two specific topological sorts which
minimize and maximize the rank of node i. Therefore, we
suggest that the time complexity of the novel algorithm will
likely exceed equation (7).

Regarding the feasibility of the suggested algorithm, there is
at least one valid sort for the nodes which could be obtained
from the voltage angles of the buses, as mentioned in section
II-A. This important feature guarantees that there is at least
one solution for the problem and the optimization is feasible.

C. Coherent cut-sets

Recall the definition of a coherent cut-set as a set of branches
that split the network into two islands, with the restriction
that all traversing branches have the same flow directionality.
Returning to fig. 1, the red dash line shows a coherent cut-set
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Fig. 2. The directed and acyclic graph of case_ieee_rts_2_area

for the DAG. As the edges between these two sub-grids together
form a bridge connecting a sending and a receiving island,
their flows are deemed to be coherent. After calculating each
topological sort, it is trivial to find the coherent cut-sets it
implies at each of its ordinal levels. To maintain clarity in the
present work, only the levels in each topological sort which
split the grid into exactly two islands will be used to define
coherent cut-sets.

One can consider the two areas of a power grid separated
by a coherent cut-set as a sending island, with a net power
surplus, and a receiving island, with a net power deficit. This
means that if the cut-set branches were removed, both islands
would predictably suffer under- or over-frequency problems.
Examples of these two zones can be seen in fig. 2, coloured
green and orange, respectively. The total power carried by the
branches in a cut-set determines how much power is being
sent from the sending island to the receiving island.

To extend this analysis, we define a new normalized factor
for each cut-set which is call normalized power:

P̄ (Si) =

∑
j∈Si

Pj∑
j∈Si

Cj
(8)

Where, P̄ (Si) is the normalized power of cut-set Si, Pj

is the power transmitted by a line j within this cut-set, and
Cj is this line’s thermal capacity. This equation enables us to
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Fig. 3. The algorithm for extracting crack-sets from the cut-sets

compare between the obtained coherent cut-sets in balanced
way: it gives an aggregate percentage loading for the cut-set.
Cut-sets with a high P̄ (Si) could be considered as heavily
loaded flowgates which likely contribute to network congestion.

D. Coherent crack-sets

One useful observation stemming from the concept of
coherent cut-set is the fact that, if some of the constituent
branches of the cut-set are removed, the total transmitted power
must continue to flow over the remaining branches.

Using this insight, another new concept is defined; coherent
crack-sets. A coherent crack-set refers to the minimum set of
branches that need to be removed from a cut-set so that the
remaining branches’ capacities are less than the amount of
power which was being transmitted between the sending island
and the receiving island. These crack-sets are very important
in terms of operational vulnerability, because removing them
guarantees that the other branches of the related cut-set will
become overloaded (at least some of them) and subsequent
events will occur which will result in splitting the grid into
two separate parts, so that one side has surplus power and
the other side is suffering from the shortage of active power.
So, determining these crack-sets could help the operators to
monitor the critical bottlenecks and contingencies in the system.
To find the coherent crack-sets, the simple greedy algorithm
presented in fig. 3 is applied.

By finding the coherent crack-sets of a power grid, we find
the vulnerable sets of branches in the power grids (N −X)
securities. Removing these sets of branches will bring the grid
to a dangerous operation point in which the grid may expect
to face cascading failures.

E. Cascading failures simulation to validate the crack-sets
analysis

To validate whether the cut-sets and crack-sets are usefully
predictive of contingency power flow behaviour, cascading
failures simulations are conducted. The applied technique
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to simulate cascading failures uses a practical and simple
algorithm based on DC-PF to simulate cascading failures
so that, at each steps of the cascading failures, overloaded
branches are removed and the generation and demand balance
is kept in the resulting islands by either shedding loads or
adjusting the generation level. As the applied method takes
account of line short-term overload limits, and can adjust
generation/demand balance, its assumptions are somewhat
different to those underpinning the crack-set algorithm in fig
3, and its more realistic results can be used to validate the
crack-set potential damage estimate.

To this end, we make a comparison between two metrics
for each sample grid. The first factor is titled possible damage
which refers to the amount of power carried by the related cut-
set j of a crack-set (

∑
j∈Si

Pj). It is called possible because
it is predicted that removing the crack-set could result in a
load-shedding equals to the power carried by the cut-set in
the grid. The second factor is titled simulated damage which
refers to the amount of load shedding actually arising after
simulation of the removal of the branches in the crack-set.

III. RESULTS

A. Test Platform

To evaluate the suggested method of this study,
two sample grids are considered. These sample
grids are case_ieee_rts_2_area, and
nesta_case118_ieee from the repository at [37].
It should be noted that case_ieee_rts_2_area is built
by joining two nesta_case24_ieee_rts from the
repository at [37]. Also, the cascading failures simulation
results suggested in section II-E are obtained by MATCASC
[38]. MATCASC is an extension to MATPOWER which allows
the simulation of cascading failures as explained in section
II-E. Moreover, to obtain the distinctive topological sorts for
the sample grids, CPLEX under GAMS [39] is applied which
enables us to implement the mixed integer linear programme.

In this section, the obtained results after applying the
suggested method for the two sample grids are presented
thoroughly. Scripts and raw results are available at [40].

1) Simulation Speed and Scalability: The results in Table
II show the performance of the suggested methodology and
have been obtained using a personal desktop computer with
Intel(R) Core(TM) i7-7700. The optimization formulation was
not implemented with time performance in mind, however
techniques such as parallelization [41] may offer gains here.
Likewise, as the solver is called sequentially, the preceding
topological sort could be used as a “warm start” for the next
optimization problem.

B. Coherent cut-sets analysis

1) The results for case_ieee_rts_2_area: In fig. 2
the acyclic directed graph of case_ieee_rts_2_area
is shown under one specific operation point. The branches
determined by red colour are one coherent cut-set for the
grid. As it is clear from this figure, these red branches
are able to split the power network to two separate zones
and simultaneously, their flow directions are uniform. These

Fig. 4. The variation of ranking for each node in case_ieee_rts_2_area

Fig. 5. The variation of ranking for each node in nesta_case118_ieee

branches are transmitting 1427 MW of active power from the
sending to the receiving island.

To obtain the distinctive topological sorts of
case_ieee_rts_2_area the optimization algorithm in
equations (5) and (6) is sequentially applied.

The results in fig. 4 show the range of integer rankings
Ri achieved for each node in this grid over many different
solutions. As is obvious from this figure, the algorithm for
finding the distinctive sorts is working so that, it puts each
node at well separated maximum and minimum possible ranks
to get a wide variety of distinctive topological sorts.

The cut-set analysis for case_ieee_rts_2_area can
be found in fig. 6. This figure compares the cut-sets with each
other, in terms of their sizes (which means the number of
branches involved in each cut-set), and the outward power
(which means the amount of power transmitted by the cut-sets
from the sending island to the receiving island). This case
study does not involve any cut-set with cardinality 9 or greater.
It is notable, and perhaps relevant to a control room operator,
that some sets of just three or four branches coherently carry
over 1000 MW of active power.

The results in fig. 7 compare the normalized powers of all
cut-sets with their related outward powers. The advantage of
this figure is that the operators can observe how much each
cut-set is transmitting power and how much this amount of
power is close to the total capacities of the cut-set. This feature
is potentially useful because a high normalised power loading
may identify certain flowgates that are contributing to network
congestion and market inefficiency. Note that the physics of
power flow mean that a cut-set would typically not be able to
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TABLE II
SCALABILITY AND THE PERFORMANCE OF THE PROPOSED METHODOLOGY

Sample grids Number of
calculated

topological sorts

Number of
unique

topological sorts

Number of
detected coherent

cut-sets

Number of
unique coherent

cut-sets

The average time
to find one cut-set

(sec)

case_ieee_rts_2_area 96 93 4512 2229 0.40

nesta_case118_ieee 236 233 27612 23888 0.52

operate at near 100% of its notional capacity.
2) The results for nesta_case118_ieee: The plot in

fig. 5 shows the achieved range of ranking for each node in this
network. As is clear from this figure, the suggested method to
find distinctive topological sorts is working and putting each
node at minimum and maximum possible ranks that are quite
separate.

Results in fig. 8 shows the cut-set analysis for this grid. Each
dot is a specific cut-set. The novel method found 169 distinct
coherent cut-sets for this grid under its particular operating
point. Some of these cut-sets involved up to sixteen branches. In
comparison with fig. 6, these cut-sets were typically less heavily
loaded than those found for case_ieee_rts_2_area.

However, fig. 9 shows the normalized power analysis for
nesta_case118_ieee, which is similar to fig. 7. This
analysis indicates that cut-set thermal capacities are lower in
nesta_case118_ieee than case_ieee_rts_2_area.
Also, one can use figures 6 and 8 to detect highly congested
cut-sets in the two grids.

C. Crack-sets analysis
Returning to the example of fig. 2: one can consider the red

branches marked with X as a crack-set for this cut-set. This is
due to this fact that after removing the crack-set’s branches,
the remaining capacities would be less than the 1025 MW
transmitted, implying a power cascade will occur to the other
branches in the cut-set.

1) The results for case_ieee_rts_2_area: The first
sample grid is case_ieee_rts_2_area. The results in
fig. 10 show the obtained results. This figure indicates that
removing just two branches could interdict over 1000 MW
of power flow: whereas removing three branches can interdict
1700 MW.

To more fully explore these worrisome vulnerabilities, the
specific branches involved in the most dangerous crack-sets (the
red frontier in fig. 10) are listed in Table III. From this table
one can confirm that by simultaneously removing two branches
such as (59, 64) or (59, 65), a substantial load-shedding (1047
MW) will occur. The grid is likewise quite vulnerable to a
(N − 3) contingencies. Such important data could become
critical for maintaining situational awareness as power flows
rapidly fluctuate in the presence of variable renewable sources.

2) The results for nesta_case118_ieee: The results
in fig. 11 is the crack-sets analysis for this network. Overall,
this network appears more resilient against this type of (N−X)
contingency, in comparison with the results in fig. 10.

However, from the results presented in Table. IV, the first
crack-set, which involves only one line, could be considered

TABLE III
CRACK-SET’S ANALYSIS FOR case_ieee_rts_2_area

Contingency
type

Branches in most
damaging crack-set(s)

Possible
damage
(MW)

Possible
damage

(P.U)

(N-1) 45 69 0.02

(N-2) CS1: 59, 64 1047 0.30

CS2: 59, 65

(N-3) 53, 55, 56 1734 0.41

CS1: 52, 53, 54, 55

(N-4) CS2: 48, 50, 54, 55 1744 0.41

CS3: 48, 49, 50, 51

(N-5) 17, 55, 56, 57, 60 1519 0.36

TABLE IV
CRACK-SETS ANALYSIS FOR nesta_case118_ieee

Contingency
type

Branches in most
damaging crack-set(s)

Possible
damage
(MW)

Possible
damage

(P.U)

(N-1) 38 673 0.20

(N-2) 59, 64 494 0.16

(N-3) 31, 38, 174 673 0.20

(N-4) 93, 94, 95, 100 1011 0.32

(N-5) CS1: 90, 92, 93, 95, 100 1069 0.34

CS2: 91, 92, 93, 95, 100

as a serious vulnerability for the grid because removing just
line 38 could cause 673 MW of power flow to be interdicted.

One may deduce, using fig. 10 and fig. 11, that
case_ieee_rts_2_area is more vulnerable in compari-
son with nesta_case118_ieee. To make a fair judgement
about this problem we need the data available in the third
columns of tables III and IV. As is clear from tables III and
IV, nesta_case118_ieee could be more vulnerable than
case_ieee_rts_2_area under attacks to one line and
less vulnerable against attacks to two, three or four branches.
For removals of five branches both grids have almost similar
resilience. Therefore, the importance of the data available in
tables III and IV is notable in terms of comparing two or more
grids.
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Fig. 6. The total coherent flows for the cut-sets found in
case_ieee_rts_2_area

Fig. 7. The relationship between total and normalised power flows across the
cutsets found in case_ieee_rts_2_area

D. MATCASC results to validate to the crack-sets analysis

1) Predictive value of crack-sets analysis: As mentioned in
section.II-E, a cascading failure analysis is done to validate the
crack-set analysis. To this end, the crack-sets are removed to
calculate simulated damage, the concept presented in section
II-E, for the grids. MATCASC [38] is applied to simulate the
cascading failures and the damages. Then, simulated damages
are compared with possible damage, another new concept
defined in section II-E.

The results in figures 14 and 15 show these comparisons for
case_ieee_rts_2_area and nesta_case118_ieee
respectively. As is clear from both figures, removal of the
majority of the crack-sets in both grids is sufficient invoke
load shedding greater than, or equal to, the damages which
were predicted. Although, in some cases the proposed method
suggests crack-sets which are not dangerous as much as it is
expected. This means that the intuitive crack-sets concept can
offer meaningful insights into the complex non-linear behaviour
of line overload cascades.

2) Comparison with Bompard technique: How much is the
suggested crack-set analysis capable to detect the bottlenecks of
the grids? To answer this important question the output of the
crack-set analysis should be compared with the other available
methods to find the critical lines in power grids [15], [42]. One
of the well-known methodologies in this area is [15] which is
based on a novel line centrality measure. We have implemented
the method proposed in [15] for both sample grids of our
paper and compared the obtained results with the results of our
method presented in tables III and IV. To this end, the branches

Fig. 8. The total coherent flows for the cut-sets found in
nesta_case118_ieee

Fig. 9. The relationship between total and normalised power flows across the
cutsets found in nesta_case118_ieee

are ranked in terms of their criticality by the method of [15] and
then (N −X) contingency analysis is done by removing the
top X critical branches and calculating the amount of resulting
load-shedding. The amount of load-shedding is calculated by
MATCASC. The (N−X) contingencies implied by the Bompard
method are then compared with the (N −X) outages listed
in Tables III and IV.

Figures 12, 13 show these comparisons for both
sample grids. As is apparent, for all contingencies in
nesta_case118_ieee and for most of the contingencies
in case_ieee_rts_2_area the crack-set method has
found more dangerous contingencies. This shows that, as
an application of our method, the operator can have proper
overview regarding the grids’ vulnerabilities.

IV. DISCUSSION

A. Some novel features of the proposed method

There are some other relevant points about this new method
which should be mentioned. First of all, this new methodology
is able to consider both topological and electrical features of
power grids to assess the operation risk. This is due to this
fact that the suggested method is based on prevailing power
flows features which enable us to consider the topologies of
the grids and the operation conditions simultaneously. Another
important point is that the defined cut-sets are able to predict
dynamic issues: after removing them, frequency deviations will
arise in the sending and receiving islands.

Another point to note is the difficulty of intuitively iden-
tifying cut-sets. They may be geographically dispersed and



8

Fig. 10. The crack-sets analysis for case_ieee_rts_2_area

Fig. 11. The crack-sets analysis for nesta_case118_ieee

far away from each other, but our suggested method is able
to detect them effectively.The diagram [43] in fig. 16 shows
a sample cut-set for nesta_case118_ieee. In this figure
the red arrows are the cut-set’s branches which also show the
prevailing directions of active power flow and the two separated
parts of the grid by the cut-set are shown by green and orange.

As it is clear, the cut-set’s branches are physically far away
from each other and not mutually connected. However, they
are an important set of branches for the grid in this particular
operational state and our proposed method has successfully
found them. This diagram illustrates how identifying important
cut-sets is not always intuitive and is challenging for the
operators using pseudo-geographic single line diagrams: note
that the layered graph drawing in fig 2 is an atypical diagram
style which reflects the network’s prevailing state, and thereby
makes cut-sets seem substantially more apparent.

Finally, it should also be noted that in many cases, an
outage of just one or two nodes could cause a number
of branches to be removed [44], [45]. For instance, for
case_ieee_rts_2_area, by removing just node 47 the
branches 55, 56, 67 will be removed as well. These branches
are a crack-set for the grid and removing them could interdict
1134 MW of cross-flow.

B. Comparison with the available graph portioning methods

As mentioned, graph partitioning has been widely investi-
gated in the literature [29], [30], [33]. The extant methods in
the literature generally provide just one specific cut-set in the
graph, depending on the specific objective of each method for
finding the cut-set. For example, one of the most common goals

Fig. 12. Contingency comparison between the line centrality method and
crack-set method for case_ieee_rts_2_area

Fig. 13. Contingency comparison between the line centrality method and
crack-set method for nesta_case118_ieee

is to find a cut-set which splits the grid into two reasonably
equal parts, in terms of the number of nodes in each side,
with the restriction of minimizing the branches involved in the
cut-set [29]. The result obtained from our method is clearly
showing that in some cases the cut-sets which split the grid
into a large and a small island represent real vulnerabilities for
the grid. For example, for case_ieee_rts_2_area, our
method has found a cut-set that includes branches (59, 64, 65)
which splits the grid into two parts so that, one part includes
only two nodes 45 and 46. Removing this cut-set will lead to
a notable damage equal to 1047 MW.

Some very relevant research which focuses specifically on
power grid partitioning is [30], which focuses on finding a
specific cut-set which includes a minimum number of branches
and causes maximum imbalance between two sub grids in
terms of the generation level of each side. In this respect it
is quite comparable to the present method, however it does
not enumerate a wide number of different cut-sets, and so the
present technique can be seen as an attempt to provide a more
holistic view of potential congestion and vulnerabilities in a
power system.

V. CONCLUSION

This paper outlined a new method to detect congested
bottlenecks within power grids. A novel topological sorting
algorithm was described, which uses a simple optimization
formulation to find many diverse topological sorts for a directed
acyclic graph. Each ordinal ranking in each of these topological
sorts defines a cut-set that splits the networks into two islands,
with the useful property that power flow directionality is
coherent amongst all of the branches forming that cut-set.

Using this insight, two new terms were defined for analysing
the instantaneous power flow disposition of a power system:
coherent cut-sets and coherent crack-sets. The detection method-
ology was applied to two sample test systems and succeeded in
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Fig. 14. MATCASC results comparison for case_ieee_rts_2_area

Fig. 15. MATCASC results comparison for nesta_case118_ieee

Fig. 16. A sample cut-set for nesta_case118_ieee

identifying heavily congested flowgates. Validating simulations
indicated that the crack-set concept was useful for predicting
the eventual damage stemming from a line-outage cascade. As
future work in this area, improving the algorithm for finding
the topological sorts and coherent cut-sets may help to decrease
run-times and find more dangerous crack-sets within the grids
in an operational context.

REFERENCES

[1] Y. Feng, W. Wu, B. Zhang, and W. Li, “Power system operation
risk assessment using credibility theory,” IEEE Transactions on Power
Systems, vol. 23, no. 3, pp. 1309–1318, Aug 2008.

[2] G. Lian and R. Billinton, “Operating reserve risk assessment in composite
power systems,” IEEE Transactions on Power Systems, vol. 9, no. 3, pp.
1270–1276, Aug 1994.

[3] Y. Dai, J. D. McCalley, N. Abi-Samra, and V. Vittal, “Annual risk
assessment for overload security,” IEEE Transactions on Power Systems,
vol. 16, no. 4, pp. 616–623, Nov 2001.

[4] M. Perninge and L. Soder, “A stochastic control approach to manage
operational risk in power systems,” IEEE Transactions on Power Systems,
vol. 27, no. 2, pp. 1021–1031, May 2012.

[5] J. Condren, T. W. Gedra, and P. Damrongkulkamjorn, “Optimal power
flow with expected security costs,” IEEE Transactions on Power Systems,
vol. 21, no. 2, pp. 541–547, May 2006.

[6] M. Panteli and D. S. Kirschen, “Situation awareness in power
systems: Theory, challenges and applications,” Electric Power Systems
Research, vol. 122, pp. 140 – 151, 2015. [Online]. Available:
http://www.sciencedirect.com/science/article/pii/S0378779615000097

[7] J. Fang, C. Su, Z. Chen, H. Sun, and P. Lund, “Power system structural
vulnerability assessment based on an improved maximum flow approach,”
IEEE Transactions on Smart Grid, vol. 9, no. 2, pp. 777–785, March
2018.

[8] T. Werho, V. Vittal, S. Kolluri, and S. M. Wong, “Power system
connectivity monitoring using a graph theory network flow algorithm,”
IEEE Transactions on Power Systems, vol. 31, no. 6, pp. 4945–4952,
Nov 2016.

[9] T. C. Gulcu, V. Chatziafratis, Y. Zhang, and O. Yaan, “Attack vulnerability
of power systems under an equal load redistribution model,” IEEE/ACM
Transactions on Networking, vol. 26, no. 3, pp. 1306–1319, June 2018.

[10] T. Ishizaki, A. Chakrabortty, and J. Imura, “Graph-theoretic analysis of
power systems,” Proceedings of the IEEE, vol. 106, no. 5, pp. 931–952,
May 2018.

[11] T. R. Nudell, S. Nabavi, and A. Chakrabortty, “A real-time attack
localization algorithm for large power system networks using graph-
theoretic techniques,” IEEE Transactions on Smart Grid, vol. 6, no. 5,
pp. 2551–2559, Sept 2015.

[12] P. Cuffe, “A comparison of malicious interdiction strategies against
electrical networks,” IEEE Journal on Emerging and Selected Topics in
Circuits and Systems, vol. 7, no. 2, pp. 205–217, June 2017.

[13] P. Hines, E. Cotilla-Sanchez, and S. Blumsack, “Topological models
and critical slowing down: Two approaches to power system blackout
risk analysis,” in 2011 44th Hawaii International Conference on System
Sciences, Jan 2011, pp. 1–10.

[14] E. Bompard, R. Napoli, and F. Xue, “Analysis of structural
vulnerabilities in power transmission grids,” International Journal
of Critical Infrastructure Protection, vol. 2, no. 1, pp. 5 – 12,
2009. [Online]. Available: http://www.sciencedirect.com/science/article/
pii/S1874548209000031

[15] E. Bompard, E. Pons, and D. Wu, “Extended topological metrics for
the analysis of power grid vulnerability,” IEEE Systems Journal, vol. 6,
no. 3, pp. 481–487, Sept 2012.

[16] S. Cho, T. Elhourani, and S. Ramasubramanian, “Independent directed
acyclic graphs for resilient multipath routing,” IEEE/ACM Transactions
on Networking, vol. 20, no. 1, pp. 153–162, Feb 2012.

[17] R. A. Sahner and K. S. Trivedi, “Performance and reliability analysis us-
ing directed acyclic graphs,” IEEE Transactions on Software Engineering,
vol. SE-13, no. 10, pp. 1105–1114, Oct 1987.

[18] Y. Zhang, X. Liao, X. Shi, H. Jin, and B. He, “Efficient disk-based
directed graph processing: A strongly connected component approach,”
IEEE Transactions on Parallel and Distributed Systems, vol. 29, no. 4,
pp. 830–842, April 2018.

[19] T. H. Cormen, Directed Acyclic Graphs. MITP, 2013. [Online].
Available: https://ieeexplore.ieee.org/document/6482308

[20] C. Yang, R. C. T. Lee, and W. Chen, “Parallel graph algorithms based
upon broadcast communications,” IEEE Transactions on Computers,
vol. 39, no. 12, pp. 1468–1472, Dec 1990.

[21] J. Zhou and M. Mller, “Depth-first discovery algorithm for incremental
topological sorting of directed acyclic graphs,” Information Processing
Letters, vol. 88, no. 4, pp. 195 – 200, 2003. [Online]. Available:
http://www.sciencedirect.com/science/article/pii/S0020019003004071

[22] C. Pang, J. Wang, Y. Cheng, H. Zhang, and T. Li, “Topological sorts on
DAGs,” Information Processing Letters, vol. 115, no. 2, pp. 298 – 301,
2015. [Online]. Available: http://www.sciencedirect.com/science/article/
pii/S0020019014002142



10

[23] P. Woelfel, “Symbolic topological sorting with OBDDs,” Journal of
Discrete Algorithms, vol. 4, no. 1, pp. 51 – 71, 2006. [Online]. Available:
http://www.sciencedirect.com/science/article/pii/S1570866705000043

[24] J. F. Beetem, “Hierarchical topological sorting of apparent loops via
partitioning,” IEEE Transactions on Computer-Aided Design of Integrated
Circuits and Systems, vol. 11, no. 5, pp. 607–619, May 1992.

[25] C. Chu and H. H. Iu, “Complex networks theory for modern smart grid
applications: A survey,” IEEE Journal on Emerging and Selected Topics
in Circuits and Systems, vol. 7, no. 2, pp. 177–191, June 2017.

[26] S. Mei, F. He, X. Zhang, S. Wu, and G. Wang, “An improved opa model
and blackout risk assessment,” IEEE Transactions on Power Systems,
vol. 24, no. 2, pp. 814–823, May 2009.

[27] Q. Chen and J. D. McCalley, “Identifying high risk n-k contingencies
for online security assessment,” IEEE Transactions on Power Systems,
vol. 20, no. 2, pp. 823–834, May 2005.

[28] V. Latora and M. Marchiori, “Efficient behavior of small-world networks,”
Phys. Rev. Lett., vol. 87, p. 198701, Oct 2001.

[29] T. Jiang, L. Bai, H. Jia, and F. Li, “Spectral clustering-based partitioning
of volt/var control areas in bulk power systems,” IET Generation,
Transmission Distribution, vol. 11, no. 5, pp. 1126–1133, 2017.

[30] B. C. Lesieutre, S. Roy, V. Donde, and A. Pinar, “Power system extreme
event screening using graph partitioning,” in 2006 38th North American
Power Symposium, Sep. 2006, pp. 503–510.

[31] T. Ishizaki, A. Chakrabortty, and J. Imura, “Graph-theoretic analysis of
power systems,” Proceedings of the IEEE, vol. 106, no. 5, pp. 931–952,
May 2018.

[32] G. Xu and V. Vittal, “Slow coherency based cutset determination
algorithm for large power systems,” IEEE Transactions on Power Systems,
vol. 25, no. 2, pp. 877–884, May 2010.

[33] B. Monien and S. Schamberger, “Graph partitioning with the party library:
helpful-sets in practice,” in 16th Symposium on Computer Architecture
and High Performance Computing, Oct 2004, pp. 198–205.

[34] I. Rocha and V. Trevisan, “A fiedler-like theory for the perturbed
laplacian,” Czechoslovak Mathematical Journal, vol. 66, no. 3,
pp. 717–735, Sep 2016. [Online]. Available: https://doi.org/10.1007/
s10587-016-0288-4

[35] W.-J. Van Hoeve, “The alldifferent constraint: A survey,” arXiv preprint
cs/0105015, 2001.

[36] T. H. Cormen, C. Stein, R. L. Rivest, and C. E. Leiserson, Introduction
to Algorithms, 2nd ed. McGraw-Hill Higher Education, 2001.

[37] C. Coffrin, D. Gordon, and P. Scott, “NESTA: The nicta energy
system test case archive,” Sept 2014. [Online]. Available: https:
//arxiv.org/abs/1411.0359

[38] Y. Ko, T. Verma, N. A. M. Araujo, and M. Warnier, “MATCASC: A
tool to analyse cascading line outages in power grids,” in 2013 IEEE
International Workshop on Inteligent Energy Systems (IWIES), Nov 2013,
pp. 143–148.

[39] A. Soroudi, Power System Optimization Modeling in GAMS. Springer,
2017. [Online]. Available: https://link.springer.com/book/10.1007%
2F978-3-319-62350-4

[40] A. Beiranvand, “Raw data and scripts from “A Topological Sorting
Approach to Identify Congested Flowgates within Power Grids”.”
[Online]. Available: https://doi.org/10.6084/m9.figshare.9618839.v1

[41] Tao Li and M. Shahidehpour, “Price-based unit commitment: a case
of lagrangian relaxation versus mixed integer programming,” IEEE
Transactions on Power Systems, vol. 20, no. 4, pp. 2015–2025, Nov
2005.

[42] D. Witthaut, M. Rohden, X. Zhang, S. Hallerberg, and M. Timme,
“Critical links and nonlocal rerouting in complex supply networks,”
Phys. Rev. Lett., vol. 116, p. 138701, Mar 2016. [Online]. Available:
https://link.aps.org/doi/10.1103/PhysRevLett.116.138701

[43] P. Cuffe and A. Keane, “Visualizing the electrical structure of power
systems,” IEEE Systems Journal, vol. 11, no. 3, pp. 1810–1821, Sept
2017.

[44] K. Zhou, I. Dobson, P. H. D. Hines, and Z. Wang, “Can an influence graph
driven by outage data determine transmission line upgrades that mitigate
cascading blackouts?” IEEE International Conference Probabilistic
Methods Applied to Power Systems (PMAPS), Boise ID USA, pp. 814–823,
June 2018.

[45] P. Hines, E. Cotilla-Sanchez, and S. Blumsack, “Do topological models
provide good information about electricity infrastructure vulnerability?”
Chaos: An Interdisciplinary Journal of Nonlinear Science, vol. 20, no. 3,
p. 033122, 2010. [Online]. Available: https://doi.org/10.1063/1.3489887


