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Introduction

EZproxy access 

statistics

EZproxy misuse
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accounts

Solution

• Tool to analyze and 
visualize log data

Solution

• Tool for identifying 
suspicious patterns of 
behaviour

Issues

• Maintenance

• Inflated statistics 

Issues

• Excessive downloads

• Compromised accounts
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EZproxy access statistics 

 EZproxy at Monash is locally hosted, administered by the library and IT 

 On - and off campus access is through EZproxy where possible

 Monash has always used the EZproxy logs to report on access statistics

 Additional to COUNTER and vendor statistics, for some platforms these are the only statistics 

available

 In the past, a Python script was used to generate HTML and CSV files
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EZproxy access statistics 

Issues 
• Maintenance of Python scripts

• Slow execution of scripts as the 

logs are getting bigger

• Python libraries no longer 

supported

• Skewed statistics due to 

EZproxy misuse

Splunk solution 
• Ingestion of logs

• Enrich with faculty data

• Tableau connector

• Improved detection of 

compromised accounts and 

excessive downloads
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What is Splunk?

 Used for searching, monitoring, and analyzing machine-generated big data, via a web-style 

interface. Captures, indexes, and correlates real-time data in a searchable repository, from which 

we can generate graphs, reports, alerts, dashboards, and visualizations.

 Splunk as an analysis tool enables us to create reports and alerts about suspicious patterns of 

behaviour over a period of time, on which we can act before serious copyright breaches occur.

 Monash University Library implemented Splunk in August 2017
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Splunk for EZproxy statistics
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EZproxy misuse challenges

Compromised accounts

(phishing emails)

Procedure at Monash
● Compromised accounts

○ Identify

○ Block account in EZproxy user.txt

○ Inform IT security

○ IT security communicates with user (education)

○ Account password is reset

○ Unblock when completed by IT security

● Excessive downloads

○ Block account in EZproxy user.txt

○ Email user (phone staff member where possible)

○ Unblock when satisfactory reply is received via email

Excessive downloads 

(script or browser plugin)
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EZproxy misuse challenges

Before splunk>
● Monitoring event logs once or twice a day – very limited insight

● Investigated logs after email from vendor about block – time consuming and long delays because of time 

differences

● Python script  to monitor downloads – problematic to maintain especially as parameters have shifted over 

the years
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Splunk for security
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Splunk for security
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Success with Splunk

10

16

0

26
25

0

2016 2017 2018

Vendor blocks all resources

Incidents Days



12

Success with Splunk

• Activity on IEEE detected once in January and May, and 

twice in February, but avoided downtime because of pre-

emptive action (compared to 9 Sci-Hub incidents by May 

2017)

• IEEE is seeing an increase in activity worldwide, plus an 

increase the number of universities targeted. Monash is 

experiencing a decrease

By end of May 2018
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Increased efficiency in identifying compromised accounts

Success with Splunk

Improved relationships with providers e.g. IEEE

Decrease in downtime due to misuse

Protection of staff and student accounts and identity

The average rate for identifying compromised accounts was 4 per week - 11 accounts identified in the first 3 days of using Splunk

Increased accuracy of access statistics
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▪ Thank you

▪ Contact : linda.farrell@monash.edu

▪ Questions

Conclusion

mailto:linda.farrell@monash.edu

