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Abstract

Maximizing the number of cohosted virtual machines (VMs) while still maintain-
ing the desired performance level is a critical goal in cloud. As we pack more virtual
machines on a physical machine (PM), the resource contention increases, thereby

affecting the response time.

This virtual machine placement problem has been vastly studied and most of
effort has been in either allocating more resources to virtual machines (resizing) or
migrating them to a higher capacity PM based on the resource demand estimation.
Studies have also shown that in the presence of resource contention the resource de-
mand estimation mechanisms could predict more resource requirement than actually
needed. Hence deciding virtual machine placement and allocated resources based on

utilization estimation could lead to inefficient usage of PM resources.

We propose a novel approach to solve this problem which focuses on overall
application response time rather than individual virtual machines. Large scale ap-
plications are deployed as multi-tier components. These components interact with
each other so that application can perform its task. Our placement algorithm uses
the dependency relationship between these components to understand application
response time behavior. Our solution focuses on reducing the performance degrada-

tion because of resource contention.

We propose a VM placement system termed as Vplacement. This system uses
the traffic analysis to understand the dependency relationship between application

components. This dependency relationship and traffic analysis provides some vital

il



data like impact of component processing time on application response time, the
probability of resource contention between a pair of component nodes (coArrival
Probability) etc. The impact and coarrival probability is used by the placement en-
gine of Vplacement to minimize the degradation of application performance because

of resource contention by cohosting the low impact component nodes together.
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1

Introduction

Virtualization has become important component of data centers. Live migration [10]
of virtual machines helps improve the manageability of data centers. The concept
of hosting multiple VMs on same PM is especially very important. It plays a crit-
ical role in efficient utilization of hardware resources. But this sharing of physical
resources amongst virtual machines leads to a degradation in performance because

of resource contention. This can impact the overall application response time.

1.1 Multi-tier Application

Large scale applications are deployed as multi-tier components. These components
interact with each other so that application can perform its task. For example, figure
1.1 shows a typical multi-tier application deployment for a web application. Where
presentation layer serves the static content, application layer generates dynamic con-
tent and data tier interacts with the database. In a virtualized data center these

components will be deployed as VMs.



PRESENTATION
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\\\\\ /////
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Figure 1.1: Multi-tier Application.

1.2 Virtual Machine Placement

The decision to place a particular VM to a particular host is known as VM place-
ment. Key challenge here is to maximize the number of cohosted VMs (consolidation
ratio) while still maintaining the required performance level. Tt is seen as a multi-
dimensional bin-packing problem [6]. The resource requests of VMs are considered
as d-dimensional vectors with non-negative entries. The resource available at each
PM is considered as a d-dimensional vector [6].

Figure 1.2 illustrates a simple VM placement scenario [7]. We have three physical

machines (HostA, HostB and HostC) that are used to run five virtual machines

2



Live Migration of VM3

= = 1

Figure 1.2: VM Placement example [7].

(VM1, VM2, VM3, Vm4 and VM5). Initial placement is to place VM1, VM2, VM3
on HostA and VM4, VM5 on Host B. In order to improve the performance the VM

placement algorithm may trigger the migration of VM3 to Host C.
1.3 Resource Contention

Virtualization technology provides strong isolation amongst the VMs. For example
Security isolation prevents one virtual machine from accessing data of another. Fault
isolation prevents failure in one machine to impact the other [14].

Modern virtualization technologies do not provide effective performance isola-
tion. While the hypervisor slices the system resources and allocates them to virtual
machines. But still the execution of one virtual machine can significantly impact
the performance of other because of shared use of resources of the system [24]. For

example, two virtual machines running on different cores (on same host) may ex-



perience a significant reduction in performance because of increase in miss rate of
last level cache access [19]. Similarly, consider two VMs each of which requires 100
milliseconds to process a request. The response time could become 200 seconds if
both of them run on same CPU and are assigned cpu cycles in equal share [22].
The resource contention may also lead to incorrect estimate of resource require-
ment. Many VM placement algorithms rely on estimating the resource requirement
of virtual machines, because of presence of other virtual machines this estimation

may indicate a much higher resource requirement then what is actually needed [12].
1.4 Traffic Analysis

Traffic Analysis plays an important in our placement system. We use Vtactic ap-
plication performance management system [21]. This system analysis the inter VM
traffic to derive the dependency amongst various component nodes of an applica-
tion. Vtactic uses the probability of coarrival to understand the impact of resource
contention on the VM. It derives the various dependencies between application com-
ponents to estimate the overall application response time. Vtactic uses its analysis
further to derive the impact of a component node on total application response time.
The impact, coarrival probability and application components are critical parameters
for the placement algorithm used by VPlacement System.

The impact, coarrival probabilities and application components are taken as input
by Vplacement’s placement algorithm. The component nodes are prioritized based
on their impact and then with the help of coarrival probabilities it places the VMs

so that impact of resource contention on application can be minimized.
1.5 Problem Statement

In this thesis, we build a VM placement system termed as Vplacement that focuses
on optimizing the application response time while still trying to achieve a high con-

4



solidation ratio. Given the current available PMs and initial resource requirement of
VMs, system tries to find the optimal VM-PM mapping which reduces the impact

of resource contention on application response time.

1.6 Contributions

1.6.1 VM placement system

We developed a VM placement system which integrates traffic analysis component
(Vtactic), Placement Engine Component (Vplace) and a Cloud Management System
(Openstack). This system interacts with vtactic and runs the placement algorithm,
once the VM-PM mappings are decided then it interacts with openstack to physically

migrate the VMs.
1.6.2 libopenstack

We developed a library in C which provides a simple get/put interface to interact
with Openstack Controller. Lack of any such library in C Programming Language

motivated us to go ahead with the development.
1.6.3 Placement Engine

We propose a new placement algorithm which reduces the effect of resource con-
tention on application response time. This Placement Engine uses the derived com-

ponent impact and coarrival probabilities to reduce the contention for high impact

VMs.
1.7 Thesis Organization

The document is organized as follows. In Chapter 2 we study the background work
done in the domain virtual machine placement. In Chapter 3 we introduce the

Vplacement system. In Chapter 4 we explain the basic concepts in Vtactic system.



In Chapter 5 introduce openstack and provide details on our work on instance launch.
In Chapter 6 we give an overvie wof libopenstack library. In Chapter 7 we explain
the functioning of Vplace module. In Chapter 8 we exlain the placement algorithm
used by Vplacement system. In Chapter 9 we discuss the experimental results. In

Chapter 10 we conclude the thesis.



2

Background

The domain of VM placement has been vastly studied. The problem has been ap-
proached from different perspectives. Some algorithms focus on improving the VM
response time by either moving to a different host or by allocating it more resources.
Some algorithms focus on reducing the network traffic by cohosting those virtual ma-
chines which has higher inter VM traffic. While some algorithms focus on the energy
consumption and try to colocate the VMs so that more servers can be switched off
to save power.

Besides the placement algorithms there has been studies on the impact of resource
contention on VM performance and evaluating the current VM placement algorithms.

We can roughly classify the related work into following categories: Resource
Contention, Optimizing VM response Time, Optimizing Network Traffic, Optimizing

Energy Consumption and Evaluation.
2.1 Resource Contention

Researchers have done several studies to estimate the impact of resource contention
on application response time. Koh et al.[14] studies the effects of performance in-

7



terference by looking at system-level workload characteristics. In this study authors
characterized the workloads that generate intense performance interference. Au-
thors also developed a performance prediction mechanism. Mars et al.[16] introduces
Bubble-Up a characterization methodology that predicts the performance degrada-
tion because of contention in memory subsystem. This system basically works in
2 steps. Firstly, it evaluates the pressure on the memory subsystem an application
generates. Secondly, it measures how much an application suffers because of pressure
on memory subsystem. Isci et al.[12] focuses on evaluation of cpu utilization when
VMs are colocated. It demonstrates that measured CPU utilization may provide
a poor estimate of actual requirement. Authors introduce a new mechanism that
keeps track of hypervisor scheduling metric to estimate the actual CPU requirement
of a VM. Corradi et al.[11] evaluates the current VM placement algorithm. It in-
troduces the challenges which consolidation and performance requirement incurs. It
studies the current vin placement algorithms and concludes that they most of them
cover only a few dimensions of resource usage and some algorithms do no consider
the effect of resource contention. Using openstack as cloud management software
they deploy virtual machines and study the impact of cohosted VMs on performance
degradation. Sukwong et al.[22] researchers in this paper introduce a new system
termed as SageShift. The paper introduces an admission control module termed as
Sage and a SLA aware hypervisor scheduler termed as Shift. Sage calculates the
coarrival probability VM requests to evaluate its impact on the target SLA. In shift
the researchers changed the KVM hypervisor scheduler to make it SLA aware so that

VM which is closer to missing its deadline can get more CPU share.
2.2 Optimizing Vm Response Time

This study can be further put into two categories. First category focuses on studying

the resource usage patterns of the virtual machines and then resizing or migrating

8



the VMs to improve performance. Second category uses the impact of intereference

to figure out correct vim-host mapping.
2.2.1 Resource Usage Based

There has been several efforts to optimize VM response time based on the resource
usage pattern. Wood et al.[26] proposes a system termed as sandpiper which moni-
tors the resource usage of each VM, it monitors cpu,memory and network bandwidth
usage. It detects if the resource demand exceeds a certain threshold. It mitigates the
problem by moving VMs to a higher capacity host. Bobroff et al.[7] focuses on fore-
casting the resource requirement based on current usage. It recommends sorting of
VMs by resource requirement and then running FFD/BFD heuristics. Tang et al.[23]
works at the application level. It works in multiple, where in each round it estimates
the maximum application resource demand which current placement can fulfill. If
the current placement cannot fulfill the application resource requirement then it trig-
gers a VM migration and tries to stop unproductive instances. Calcavecchia et al.[§]
Introduces a backward speculative placement (BSP) algorithm which projects past
demand behavior of a VM to a candidate host. This algorithm focuses on satisfying
CPU demand. Bellur et al.[6] approaches this problem as a multi-dimensional bin
packing problem. The resource request of VMs are treated as d-dimensional vectors
with non-negative entries. The resource available at each PM (bin) is considered to
be a d-dimensional vector. The goal here is to minimize the number of bins such
that for every bin the sum of vectors placed in that bin is coordinate-wise no greater
than the bin’s vector. Chandra et al.[9] focuses on capturing dynamic workload of
web applications. It proposes a mechanism to dynamically allocating resources to
VMs based on application workload. Padala et al.[20] also focuses on dynamically
changing the resource allocation for dynamic workload changes. It creates a model

for dynamic relationship between the application’s resource allocations and its per-



formance under current workload. It further predicts the required resources needed

by application to meet its performance requirement.
2.2.2 Interference Based

Some researchers have introduced the usage of vm interference as a metric for dy-
namic resource allocation. Nathuji et al.[19] introduces a new framework termed
as Q-Cloud. It is a Qos aware control framework that tunes resource allocation to
mitigate performance interference effects. It tries to allocate underutilized resource

to achieve the Qos target.
2.3 Optimizing Network Traffic

Another criteria which researchers have used for VM placement is to optimize the
network bandwidth. Meng et al.[17] colocates the VMs which interact with each other
more. It localizes large chunk of traffic so that load on high level network switches
is reduced. Wang et al[25] works in similar direction. It triggers Vm consolidation
based on bandwidth limit imposed by network devices. It uses random variables to

characterize future bandwidth usage.
2.4 Optimizing Energy Consumption

Kim et al.[13] brings in a new perspective of energy consumption as a metric. It
proposes a model for estimating the energy consumption of virtual machines and
suggests a vm placement algorithm that provides computing resources to VMs ac-

cording to energy budget.
2.5 Evaluation

Besides introducing new metrices and mechanisms for vin placement, there has been

some research work in evaluating these schemes as well. Lee et al.[15] analyzes

10



resource aggregation, performance degradation, and fairness of resource allocation
for four important resource types namely, CPU, Cache, Network and Storage. It
concludes that specific behavior is dependent on type of resource and quality of
workload. It evaluates different heuristics like FFD-prod, FEFDSum, DotProduct and
L2 on real and synthetic workloads. Mills et al.[18] proposes a new benchmarking

infrastructure for evaluating the performance of different v placement algorithms.
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3

System Overview

Vplacement is virtual machine placement system. This system deploys a VM place-
ment mechanism which optimizes the application response time. It focuses on reduc-
ing the resource contention so that overall application performance can be improved.
In this chapter we will provide a high level system overview of Vplacement. Following

chapters will explain individual system components in detail.
3.1 Goal

The goal of this system is to provide efficient resource utilization while still main-
taining required application performance level. This system focuses on getting the
efficient VM-PM mapping without any requirement of resizing the virtual machines

or introducing new PMs.
3.2 Overview

Figure 3.1 shows vplacement deployment scenario. It contains following components.

12



VPLACE VTACTIC

LIBOPENSTACK

OPENSTACK

Figure 3.1: Vplacement.

3.2.1 Vtactic

Vtactic [21] is deployed as traffic analyzer. It is the key component of the system.
It works on analysis on inter VM traffic. Using the captured traffic it derives the
component nodes of an application and the dependencies between them. It estimates
the response time of components nodes and application. It further provides an
estimate of impact of a component on application performance and estimates the

scale of contention using coarrival probability [22].
3.2.2 Openstack

Openstack [3] is used as cloud management system. It takes care of managing pools

of compute, storage and network resources.

13



3.2.3 Libopenstack

C language binding for openstack cloud. It provides get/put interface. It is used by

vplacement to interact with openstack.
3.2.4 Vplace

It is the placement engine of the system. It interacts with vtactic and libopenstack
to get the combined state of the application VMs. It runs the placement algorithm

and migrates the VMs to there respective hosts.

3.3 Working

VMs capture network traffic and dump it to the database.

Vtactic analysis the traffic and maintains the probability distribution functions.

Vplace retrieves the current VM-PM placement data from openstack (using

libopenstack).

Vplace retrieves the impact and coarrival estimates from vtactic.

Vplace runs the placement algorithm and triggers the VM migrations.

Following sections will cover each vplacement module in detail.

14



4

Vtactic

Vtactic [21] is an application performance management system. It is used as a traffic
analyzer in Vplacement system. It uses the probability of coarrival to quantify the
resource contention amongst VMs. It analysis the inter VM traffic to understand
how each component impacts the application response time. It uses the analysis
to understand as to how much contention a component node can tolerate before it
significantly affects the application response time. It proposes a dependency-based

application response time modal.
4.1 Dependency Analysis

Vtactic uses dependency primitives to determine the probability distribution of ap-
plication response time. These primitives are used to understand the execution path
of the request.

Vtactic introduced following dependency primitives to classify the request execu-

tion flow.

15
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Figure 4.1: Composite Dependency [21].

4.1.1 Composite

Figure 4.1 shows a composite dependency primitive. In composite dependency re-
quests are serially processed. The operator * indicates a composite dependency. For
example, A = B * C, signifies that A sends a request to B and after it received a

reply from B it sends the request to C.
4.1.2 Concurrent

Figure 4.2 shows a concurrent dependency primitive. In concurrent dependency re-
quests are concurrently processed. The operator || indicates a concurrent dependency.

For example, A = B || C, signifies that A sends requests to B and C concurrently.
4.1.3 Distributed

Figure 4.3 shows a distributed dependency primitive. In a distributed dependency
request is processed by only one of the child components. The operator + indicates
a distributed dependency. For example, A = 2B + .8C, signifies that A sends a

16
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Figure 4.2: Concurrent Dependency [21].

request to either B or either C with probabilities .2 and .8 respectively.

These dependency primitives are used to understand the execution behavior and
hence in doing the response time and processing time analysis. For example response

time of a component node A is represented as,

Ry=54+ Py (41)

Where R4 is the response time of component A, P, is the processing time of
component A and Sy is the response time of subsystem of component A.
If probability distribution of Py is represented by f(p,), then in terms of depen-

dency primitive response time can be seen as,

f(ra) = f(s4) * f(pa) (4.2)

So given the subsystem response time f(s,) and component’s processing time f(p, ),

we can derive the probability distribution of component’s response time. Similarly

17



Figure 4.3: Distributed Dependency [21].

given the subsystem response time f(s,) and component’s response time f(r,), we
can derive the probability distribution of component’s processing time.
Vtactic evaluates the overall application response time by applying the same

concept recursively.
4.2 Impact Analysis

Using the response and processing time analysis mentioned in previous section, Vtac-
tic calculates the impact of a component node on overall application response time.
Vtactic uses following steps to evaluate the impact of component A on application
performance.

a. Let us assume that current application response time is R pp. b. Right
shift the probability distribution of A’s processing time f(p,). c. Evaluate the new
response time f’(r,). d. Reevaluate the application response, we will refer this new
application response time as R/, pp. €. Now quantified value of impact is represented

as,

18



Impact = (R;XPP — RAPP) - RAPP (43)

This quantified impact is used by the placement engine to prioritize the VMs.
4.3 Contention Analysis

Another important work done by vtactic is quantifying the degree of resource con-

tention.
4.3.1 CoArrival

Vtactic uses the probability distribution functions of inter-arrival, lag and processing
time to verify if 2 requests co-arrive or not. It uses the mechanism mentioned in [22]
to estimate if two requests coarrive or not. Two requests for VMs VM1 and VM2,
where P;, R; and D; are the processing time, arrival time and deadline of the requests

at V M; will be considered as coarriving if they meet following conditions.

Ri<Ry+ P (44)

min(Dl, Dg) < Dg < P1 + Pg. (45)

Figure 4.4 shows a scenario where VM1 and VM2 coarrive while VM1, VM3 and
VM2,VM3 do not.

4.3.2 CoArrival Probability

This coarrival estimation is used to evaluate coarrival probability. CoArrival prob-
ability is simply the ratio of number of requests that coarrive and total number
requests. It is used as an indicator to represent the resource contention that a VM

could be facing.
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Figure 4.4: Coarrival Probability [22].

4.4 REST APIs

During the vplacement development we have added a REST api interface to vtactic.
This enabled vplacement to interact with it. Table 4.1 provides an overview of some

important REST apis.
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HTTP URI DESCRIPTION

METHOD

GET get_model Gets the vtactic modal for a given applica-
tion

GET get_coarrivals Gets the coarrival probability for a given

node

GET get_app_eval Gets the estimated response time for a given
application

POST prepare_app Provides applciation’s related input to vtac-
tic

POST prepare_placement Provides current VM-HOST Placement map-

ping

Table 4.1: Vtactic Rest APIs.
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5

Openstack

Openstack is a cloud operating system, which manages large pools of compute, net-
work and storage resources which are all managed through a dashboard [3]. Figure

5.1 shows a basic diagram of important openstack modules.
5.1 Compute

Openstack provisions on demand computing resources by provisioning and managing
a large network of virtual machines [3]. Openstack nova module is responsible for

manging the compute resources.
5.2 Storage

Openstack supports both object and block storage. It provides a distributed storage
platform [3]. Openstack modules swift and cinder are responsible for managing object

and block storage respectively.
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Figure 5.1: Openstack [3].

5.3 Network

Openstack manages the networking services required for compute resources [3]. Nova-
network, Neutron (also known as Quantum) are openstack modules which manage

the openstack network.
5.4 Dashboard

It provides a graphical interface to access, provision and automate cloud based re-
sources [3].

As a part of this project we explored the nova module of openstack, especially
focusing upon the instance launch. Following section explains the design details of
instance launch, then we will discuss the concerns related to it and design changes

that we tried out.
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Figure 5.2: Nova instance launch [4].

5.5 Instance Launch

5.5.1 Overview

Figure 5.2 shows the nova modules and interactions that are involved in launching an
instance. Please note that we have not shown the interaction with other openstack
modules like glance, quantum etc.

Table 5.1 shows a brief overview of nova modules involved [4].
5.5.2 Design Details

Table 5.2 shows basic sequence of events for launching a virtual machine [4]. nova-api

is the first module that gets the user request.
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5.6 Concerns

One of the major concern with deploying openstack is that it does not support adding
a running instance. Consider a scenario where we have a physical host running a few
virtual machines. Now, if we want this physical machine to be added to openstack
cluster then there is no way i can adding its running VMs to openstack without any

downtime.
5.7 Recommended Fix

We analyzed the nova code in detail and tried to fix this problem. Following sections
discuss the basic design requirement, concerns with it and the actual design that

worked.
5.7.1 Basic Design Requirement

The basic steps that should be followed in order to fix the issue are.

e Nova-compute should query underlying hypervisor for running vims which are

not in openstack database.

e Nova-compute should build the data about the running instances with the help

of hypervisor.

e Nova-compute should populate the openstack state for the instance (i.e db,

meta-data etc.)
5.7.2 Basic Design Requirement (ISSUES)

Following discusses if nova code can support the design requirement.

e Nova-compute should query underlying hypervisor for running vms which are

not in openstack database.
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Status: Can be easily done.

e Nova-compute should build the data about the running instances with the help

of hypervisor.

Status: Not all the data required by openstack is provided by libvirt. For

example, logical network, owner of v, vm image etc.

e Nova-compute should populate the openstack state for the instance (i.e db,

meta-data etc.).

Status: By design nova compute cannot update the db.
5.8 Improvised Fix

In order to accommodate the limitations (especially about the db update by nova
compute), we implemented following design.

The basic design goal is to simulate as if the request for adding the vm came
from user. This way we can minimize the changes involved in nova code and hence
avoid any unknown scenarios.

Following is the sequence of steps which will be run to add a running vm to

openstack.

e Nova-compute will query underlying hypervisor for running vms which are not

in openstack database.

e Nova-compute will build the data about the running instances with the help

of hypervisor.

e Nova-compute will send a rpc to nova conductor. The rpc will be basically a

vm launch request from nova-compute.
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Figure 5.3: Nova improvised fix [4].

e Nova-conductor rpc handler will simulate as if the rpc request as if the instance

launch came from user.

Figure 5.3 shows the nova modules and interactions that are involved in imple-

menting the improvised fix.
5.9 Outcome

We implemented the improvised fix in nova module and verified that following oper-

ations worked fine.
e Listing the running VMs.
e Stopping the VMs.
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e Restarting the VMs.

e Rebooting the VM.

5.10 Future Work

Although the basic vim management operations worked fine with the improvised fix,
but providing the networking functionality is still a concern.

Since the libvirt api did not provide the ip address that is configured on the vm,
hence it is not possible for openstack to figure out the network vm belongs to.
On Similar lines, the vim could be configured for a different virtual bridge then the
one configured in openstack. This information is also not available through libvirt
apis.

One of the major task in future will be to analyze the nova-network code and

understand if above mentioned scenarios could be fixed.

28



NOVA MODULE

DESCRIPTION

nova-api

handles all the requests related to compute
resources

nova-scheduler

decides which compute node instance should
be launched

nova-conductor

it is a rpc server, saves nova-compute from
accessing database

nova-compute

Provisions instances on hypervisors

Table 5.1: Nova modules involved in instance launch process.

STEP NUMBER

DESCRIPTION

1,2 nova-api does db update, indicating the vim
state as launching

3,4 nova-api forwards the request to nova-
scheduler

5,6 scheduler selects a compute host and updates
vm state as scheduled

7 scheduler forwards the request to selected
compute node

8,9 nova-compute processes the request and send
db update request

10,11,12,13 nova-conductor updates the database on be-
half of nova-compute

14 nova-compute send the vm launch request to

hypervisor

Table 5.2: Sequence of events in VM launch.
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6

Libopenstack

Libopenstack is a static library used by the system to interact with openstack. It
provides a simple get/put interface, which can be used by application to read the

openstack state or change it. It uses Openstack REST APIs [2].

6.1 Motivation

The motivation for implementing this library was lack of any C binding for openstack

interaction.
6.2 Components

Libopenstack uses libcurl [1] and libxml2 [5] libraries.
6.2.1 Libcurl

Used to handle the HTTP connection. Libopenstack uses this library to generate

API requests and receiving the response from openstack.
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Figure 6.1: Libopenstack.

6.2.2 Libxml2

Used for parsing the XML content. As of now we request openstack to send the re-
sponse in XML format. Libopenstack uses this library to parse the response returned

by openstack.
6.3 Working
6.3.1 Overview

Figure 6.1 gives the overview of libopenstack and handling of a typical application

request. Table 6.1 Explains the handling of a typical client request.
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6.4 Libopenstack APIs

Libopenstack provides a simple get/put api interface to applications. Till now it
supports basic compute APIs but the goal is to extend it further for networking ans
storage APIs as well. Table 6.2 provides a brief description of libopenstack APIs

available as of now.
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STEP NUMBER DESCRIPTION

1 Application calls libopenstack API.

2 Libopenstack uses libcurl to send HTTP re-
quest for corresponding REST API.

3 Libcurl does basic validation of received re-
sponse.

4 Response body is passed to libxml for pars-
ing.

Table 6.1: Libopenstack Overview.
API DESCRIPTION

libos_create_session

Authenticates openstack credentials and re-
trives the authentication token.

libos_get_hosts

Retrieves the information about physical ma-
chines in the openstack cluster.

libos_get_instances

Retrieves the information about instances in
the openstack cluster.

libos_get_host_instances

Retrieves instances and hosts. It also maps
the instances to hosts.

libos_get_flavors

Retrieves the supported VM flavors.

libos_instance_live_migrate

Live migrates input instance to input host.

Table

6.2: Libopenstack APIs.
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7

VPlace

Vplace is the placement engine of the system. It interacts with openstack and vtactic
to run the placement algorithm, it also provides interface for user interaction. It
interacts with openstack to get the current vimm placement and for live migrating
them. It interacts with vtactic to provide the current vim placement, get the impact
and coarrival probabilities. Figure 7.1 provides an overview of components of vplace

and there interactions.
7.1 CLI Handler

It is the command shell for user input. Provides commands for run time operations

like running the placement algorithm etc.
7.2 Openstack handler

This module handles the interaction with openstack. It uses libopenstack to manage
the openstack cluster state. It maintains the following state about the openstack

cluster.
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Figure 7.1: Vplace Overview.

session: It saves the authentication token returned by openstack.
Hosts: It manages the list or running physical machines in the cluster.

Instances: It manages the list of instances and mapping between instance and host.

7.3 Vtactic Handler

This module handles the interaction with vtactic REST Apis. It uses libcurl [1] and

libxml [5] for generating HTTP requests and parsing the xml reply.
7.4 Algorithm deploy

This module runs the contention aware vim placement algorithm. This modules uses
Openstack handler and Vtactic handler to get the vtactic and openstack state and

runs the placement algorithm. Following Chapter covers the algorithm in detail.
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8

Placement Algorithm

8.1 Goal

Minimize the impact of resource contention on application response time.
8.2 Design Principles
e VM placement is seen as a bin packing problem.

e VMs are prioritized based on there impact on application response time.

e VM-Host mapping is picked to minimize the resource contention for the appli-

cation.
8.3 Terms and Symbols
Table 8.1 gives an overview of symbols and terms used in the algorithm.

8.4 Concept

The key idea of our placement algorithm is to reduce the resource contention for

high impact VMs. We see the VM placement problem as a bin packing problem,
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where VMs are prioritized based on their impact (higher impact VM is given higher
priority) and PMs (bins) are picked based on resource contention that VM will
face. The algorithm focuses on reducing the application normalized impact (equation
8.3). When the algorithm is executed for an application (app) it starts picking the
component node VMs (higher impact VM first). For each picked VM, algorithm
places it on a PM for which AppNImpact_app is minimum. This approach ensures

that we gain following.

e Since higher impact VMs are placed first hence they can get the PMs which

has minimum contention.

e By having AppNImpact_app as the criteria for placing a VM we ensure that a
new VM coming in does not increase the contention on existing VM consider-

ably.
8.4.1 Example

Let us say we have an application app with 5 components VM1,VM2,VM3,VM4 and
VM5 (ordered by impact) and we have to place them on 3 hosts A,B and C. When we
run our algorithm, VM1, VM2 and VM3 will get hosts A, B and C respectively. Now
for VM4 and VM5 we should be placing them in such a manner that it should not
drastically increase the contention on already placed VMs (VM1, VM2 and VM3).
By having the condition of minimizing the value AppNImpact_app we ensure that
VM4 and VM5 will go to the PMs for which the the overall contention faced by ap-
plication is minimum. This ensures that the higher impact VMs which were picked
earlier will be cohosted only if the contention caused by new VM coming in does not

impact the overall application performance considerably.

An alternate approach is suggested in vtactic [21] as well. The proposed approach
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is to sort the VMs by NImpact_N. Now pick each VM one by one and place them on
a host with minimum coarrival probability. The issues with this approach are that
it makes the algorithm dependent on current placement of the VMs and it does not
consider that placing a new VM on Host H may increase the resource contention for
already placed VM on the same host. In order to analyze our concerns, we evaluate
this algorithm as well in our experiments.

Following section covers our algorithm in more detail.

8.5 Algorithm Details

8.5.1 Initial State
Consider following as the initial software state of the system.

e C4 is a set of n component nodes of application A.

Cu = {Ca1,Cazy ooy Ca} (8.4)

e H is a set of m hosts in which n elements from C,4 has to be placed, where m
is less then n.

H = {H, H, ....,Hy} (8.5)

UC,4 is a set of component nodes from C4 to which algorithm has not assigned

a host yet. Component nodes in this set are sorted by Impact .

UC4 = {Car,Cazy vy } (8.6)

AC, is a set of component nodes from Cy4 to which algorithm has assigned a
host.
ACH = {Cy1,Cagy ...y } (8.7)

In the initial state, set AC, is empty, whereas, set UC4 contains all the nodes

from Cy.
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e For any component node that belong to UC, its total coarrival probability is
Zero (because it does not belong to any host yet). And hence in the initial

state AppNImpact, = 0.0.
8.5.2 Steps

The goal of algorithm is to minimze the impact of resource contention on application
response time. We achieve this coming up with a placement scheme the minimizes
the value AppNImpact,. Following are the sequence of steps which algorithm runs

for each element of set C4 for application A.

1. Pick first element C4; from set UC4.
2. For each host H; from the set H, assign C4; to H; and calculate AppNImpact 4.

3. Pick the host H,,;, for which AppNImpact4 value was minimum. Assign C4;

to H,,:, and move it to set AC4.
4. Move to step 1. if UC,4 is not empty.

5. Figure 8.1 gives an overview of algorithm steps.
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Figure 8.1: Placement Algorithm Steps.
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TERM SYMBOL DESCRIPTION
Impact Impacty Impact of Component Node N on application
response time.
CoArrival Probability | coArryi no Probability that Node N1 processes requests
at the same time as Node N2.
Total CoArrival Prob- | TcoArry Summation of coarrival probabilities of Node
ability N1 with all the other instances on Host H,
where H is the Host on which Node N1 is
placed.
M
TcoArry, = 2 COATT N1, Ni (8.1)
i=2
Where M is the number of instances on Host
H (excluding Node N1).
Normalized Impact NImpact y Product of impact and total coarrival prob-
ability of Node N.
NImpacty = Impacty = TcoArryy  (8.2)
Where H is the host where Node N is cur-
rently placed.
App Normalized Im- | AppNImpact,,, | Summation of normalized impacts of all com-

pact

ponent nodesi of application app.

M
AppN Impact qp,, = Z NImpacty; (8.3)
i=1

Where M is the number of component nodes
for application app.

Table 8.1: Terms and Symbols involved in placement algorithm.
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9

Experiments and Results

This chapter covers the experiments we conducted for evaluating the performance of
our placement algorithm. All the experiments were conducted using the vplacement

system.
9.1 Overview

The focus of our experiments is to verify that given an initial placement and re-
striction of not to resize VMs or add new PMs, our placement algorithm improves
the application response time by finding the appropriate colocated VMs.We have
created a simple web applciation with 5 nodes. As a part of request processing each
node runs sha hashing on a 2 GB file. We vary the load on each VM by changing
the number of iterations of sha calculation. For example in Figure 9.1, the value
under the VM name indicates the number of iterations of sha calculation for a re-
quest processing. On each PM we keep only one cpu core as enabled, this is done to
ensure that there is a cpu resource contention and to show that in case of resource
contention our placement algorithm can be effective.

We use the initial placement of application as the base result, i.e we use the
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simple round robin scheduler by openstack to place the application initially, and the
performance of application with this placement is taken as the base result. We use
the base result to measure the improvement achieved by our algorithm.

We use the distribution of application response time as the metric for application
performance. For a given input workload, we measure the number of responses
received within certain time interval.

We ran three experiments. Each experiment focused on a dependency primitive
(Composite, Concurrent and Distributed). Following sections provide details about

the experiments conducted and the observed results.
9.2 Setup
9.2.1 Physical Machines

Three physical machines Host A, Host B and Host C. Table 9.1 provides an overview

of host configurations.
9.2.2 Virtual Machines

Five Virtual machines VM1, VM2, VM3, VM4 and VM5. Table 9.2 provides an

overview of virtual machine configurations.
9.2.3 Openstack

We used openstack havana release. Table 9.3 shows the software versions of critical

services running in the openstack cluster.
9.3 Profiling

e The first step towards using the vplacement is to do profiling.

e By profiling we mean that we should deploy the application such that there is

no resource contention. For example, in this experiment we will deploy the 5

43



component nodes (VM1, VM2, VM3, VM4 and VM5) of the application on 5
different hosts (we added 2 more hosts hostD and hostE for profiling purposes

only).
e On each virtual machine we started wireshark to capture traffic.
e Once application is deployed then we run the desired traffic load.
e Captured traffic on virtual machines is transferred to a database.

e This database is used by Vtactic [21] for traffic analysis.
9.4 Algorithms

Table 9.4 gives an overview of the placement algorithms we run for evaluation.
VPLACE_4 is the algorithm that we have discussed in section 8. We compare
our placement algorithm with VPLACE_2 to indicate that a contention unaware
placement algorithm may not give the expected results. We compare VPLACE_4
with VPLACE_5 as well, this is done to indicate the VPLACE_5 is dependent on

initial placement of VMs and it may still lead to a high resource contention.

9.5 Experiment 1 (COMPOSITE)

9.5.1 Topology

In this experiment we tested a 5 node (VM1, VM2, VM3, VM4 and VM5)

composite topology application.

Each Node computes sha of a 2 GB file.

The sha computation is done in a loop, the number of iterations will vary on

each node.

Figure 9.1 shows the sequence of interactions for processing a HT'TP request.
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Figure 9.1: Experiment 1 topology.

9.5.2 Initial Placement
Figure 9.2 shows the initial placement of virtual machines.
9.5.3 Traffic
e 100 parallel TCP connections.
e 10 requests per second.
9.5.4 Node Impact
VM1: 1.392466

VM2: 1.949453

VM3: 194132
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Figure 9.2: Experiment 1 initial placement.

VM4: 410988
VM5: .303830
9.5.5 Result

Figure 9.3 shows the final VM placement for each algorithm. Following is the analysis

for final placement.

e As the figure 9.3 shows, VPLACE4 colocated VMs VM3,VM4 and VM5. As
per the algorithm, it sorted VMs by their impact on application response time.
Following is the sequence of VMs sorted by priority (higher priority VM first),
VM2, VM1, VM4, VM5, VM3. After placing VM2,VM1 and VM4 on hosts
Host B, Host C and Host A respectively, it decided to place VM5, VM3 on
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Figure 9.3: Experiment 1 placement results.

Host A. This was done because the impact of VM3, VM4 and VM5 is consid-
erably lesser then other VMs, hence placing them together lead to minimum

AppNImpact_app value.

VPLACE2 final placement result is simply a result of WFD bin packing heuris-

tic.

VPLACES here sorted the VMs by NImpact_ N and placed VM2,VM1 and
VM4 on each host. But since it did not take into consideration the coarrival
probability of already placed VMs, hence it ended up placing VM3 with VM2
and VM1 with VMb5.

47



Figure 9.4 shows the distribution of response time. Where X axis is response

time,

and Y axis shows the number of responses. It also shows the percentage of

requests for which response was received. Following is the analysis for the results

observed.

9.6

9.6.1

As shown in Figure 9.4, placement governed by VPLACE4 lead to a much
better application response time then the base distribution. The maximum
response time was 51 seconds and most of the requests had lower response
time values as compared with placement achieved by other algorithms. This
happened because it reduced the contention on high impact VMs (VM1, VM2).
It increased the contention on VMs VM3, VM4 and VM5 by placing them on
same host, but because of there low impact the application performance did

not degrade much.

For VPLACE2 and VPLACES the performance actually degraded then the
base. In fact, we did not receive responses for all the requests. This happened

because placements decided by both the algorithms increased contention on

VM1 and VM2.

The average response time of the application came down from 53.97 seconds

(Base) to 37.12 seconds (VPLACE4).

Experiment 2 (DISTRIBUTED)

Topology

In this experiment we tested a 5 node (VM1, VM2, VM3, VM4 and VM5)

distributed topology application.

Each Node computes sha of a 2 GB file.
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Figure 9.4: Experiment 1 placement evaluation results.

e The sha computation is done in a loop, the number of iterations will vary on

each node.

e Figure 9.5 shows the sequence of interactions for processing a HT'TP request.

As shown in the figure VM1 forwards the request to either VM2 or VM4 with

probabilities .3 and .7 respectively.

9.6.2 Initial Placement

Figure 9.6 shows the initial placement of virtual machines.

9.6.3 Traffic

e 200 parallel TCP connections.
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Figure 9.5: Experiment 2 topology.

e 20 requests per second.
9.6.4 Node Impact

VM1: 2.560027

VM2: 084937

VM3: .056401

VM4: 310149

VM5: 1.124396
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Figure 9.6: Experiment 2 initial placement.

9.6.5 Result

Figure 9.7 shows the final VM placement for each algorithm. Following is the analysis

for final placement.

o As the figure 9.7 shows, VPLACE4 colocated lowest impact VMs VM2 VM3
and VM4. As per the algorithm, it sorted VMs by their impact on application
response time. Following is the sequence of VMs sorted by priority (higher
priority VM first), VM1, VM5, VM4, VM2, VM3. This time VMs VM2 and
VM3 has very low impact because as per our topology only 30 percentage of
traffic if forwarded to them. Hence our placement algorithm decided to cohost
VM2, VM3 and VM4. Allowing VM1 and VM5 (high impact VMs) to work

without contention.
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Figure 9.7: Experiment 2 placement results.

e VPLACE2 final placement result is simply a result of WFD bin packing heuris-

tic.

e VPLACES did prioritize the VMs VM1 and VM5 but while placing other VMs

it increased contention on VM.

Figure 9.8 shows the distribution of response time. Where X axis is response
time, and Y axis shows the number of responses. It also shows the percentage of
requests for which response was received. Following is the analysis for the results

observed.

e As shown in Figure 9.8, placement governed by VPLACE4 lead to a much

better application response time then the base distribution. This happened
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because placement by VPLACE4 reduced the contention on high impact VMs.
It increased the contention on VMs VM2, VM3 and VM4, but because of their

significantly low impact, the application performance did not degrade much.

e For VPLACE2 the performance actually degraded then the base. In fact, we did
not receive responses for all the requests. This happened because VPLACE2
colocated VM4 and VM5. Since both the VMS face 70 percentage of the traffic
hence they have high impacts and higher coarrival as well. Hence because of

resource contention the application performance degraded by quite a bit.

e VPLACES also improved application response time. But its performance was
still lower then VPLACE4. The reason for good performance for VPLACESH
is that although it colocated a high impact VM (VM1) with VM2, but since
VM2 faces only 30 percentage of traffic hence both its coarrival probability and

impact is low, not affecting the overall application response time much.

e The average response time of application came down from 64.365 seconds to

57.855 for VPLACES5. Where as it came down to 38.745 for VPLACEA.

9.7 Experiment 3 (CONCURRENT)

9.7.1 Topology

e In this experiment we tested a 5 node (VM1, VM2, VM3, VM4 and VM5)

concurrent topology application.
e Each Node computes sha of a 2 GB file.

e The sha computation is done in a loop, the number of iterations will vary on

each node.

93



REQUEST COMPLETION

1o

100
80
60 = % (Completed
40 Requests)
20

o
BASE WPLACEZ VPLACE4 VPLACES

DISTRIBUTED

.
e

NUMBER OF RESPONSES
=
5}

gn \KMNJ”\'\ /\ DA, \li_\/_fh_‘/ff/_w/\

8 10 12 14 16 1B 20 22 24 26 2B 30 32 34 36 3B 40 42 44 46 48 50 52 54 56 58 60 62 64 66 GB 7274 76 78 82 88 92 94 96 98 100102104106108
RESPONE TIME (seconds)

P

s BASE s \/PLACE 2 =VVPLACES WPLACES

Figure 9.8: Experiment 2 placement evaluation results.

e Figure 9.9 shows the sequence of interactions for processing a HTTP request.

As shown in the figure VM1 forwards the request to both VM2 and VM4.

e One point to observe about this dependency is that there is a lot of parallel pro-
cessing in the system, i.e for example as we observed in composite dependency,
VM1 forwarded the request to VM2 which forwarded it further, i.e the request
were being processed sequentially there. For distributed dependency since we
pick either one path or another hence for each request only 3 nodes were active
at a time. But for concurrent dependency since VM1 forwards the request to
both VM2 and VM4 hence both the subsystems process the request in parallel.
As a result the load on PMs is much higher with concurrent dependency as

compared with other two.
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Figure 9.9: Experiment 3 topology.

9.7.2 Initial Placement
Figure 9.10 shows the initial placement of virtual machines.
9.7.3 Traffic
e 110 parallel TCP connections.
e 10 requests per second.
9.74 Node Impact
VM1: 2.700713
VM2: .352752

VM3: .058637
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Figure 9.10: Experiment 3 initial placement.

VM4: 621745
VM5: 517421
9.7.5 Result

Figure 9.11 shows the final VM placement for each algorithm. Following is the

analysis for final placement.
e Figure 9.11 shows the final placement result by each algorithm.

e This time VPLACE4 gave a different final result, i.e for previous two depen-
dencies we observed that it placed high impact VMs on 2 hosts and colocated
3 lower impact VMs together. But in case of concurrent dependency all the
VMs are active at the same time for processing a web request, this leads to a
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much higher value of coarrival probability. Hence placing 3 low impact VMs
(VM2, VM3 and VM5) did not lead to minimum AppNImpact_app value. As
a result we had to colocate VM3, VM4 together and VM2, VM5 together. We
still kept VM1 (highest impact VM) alone.

e VPLACE2 final placement result is simply a result of WFD bin packing heuris-

tic.

e VPLACES followed the same policy as discussed earlier, it did prioritize the
high impact VMS but kept VM4 with VM2 because it did not consider that
adding VM4 on Host A increased contention on VM2. One more point wor-
thy of observation here is that this time VPLACES prioritized VM2 (impact
= .352752) and VM5 (impact = .517421) over VM4 (impact = .621745), this
happened because in initial placement VM2 and VM5 were on same host, now
since the request is processed in parallel hence VM2 and VM5 have high mu-
tual coarrival probability which makes NImpact_VM2 and NImpact_VM5 much
higher then that of VM4. This observation helps us conclude that VPLACES

is also dependent on initial placement of the component nodes.

Figure 9.12 shows the distribution of response time. Where X axis is response
time, and Y axis shows the number of responses. It also shows the percentage of
requests for which response was received. Following is the analysis for the results

observed.

e In case of concurrent dependency the load on the system is significantly higher
then other dependencies. As a result even our base line placement could not

process all the requests.

e Placement governed by VPLACE4 processed all the requests.
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VPLACE_2 VPLACE_4 VPLACE_5

Figure 9.11: Experiment 3 placement results.

e Since the resource demand is much higher now, hence the degradation caused

by suboptimal placement are also significantly high.

e As we can see in figure 9.12, placement derived by VPLACE2 and VPLACES5
could only process 28.18 and 13.6 percent of requests respectively. This hap-
pened because VPLACE2 placed VM4 and VM5 together, both were high
impact VMs. Whereas VPLACESH placed high impact VMs VM1 and VM4

together.

With the help of our experiments we can conclude that our placement algorithm
lead to significant improvement of application response time when application was
placed with a simple round robin placement mechanism initially. Our algorithm per-

formed much better then VPLACE2 and VPLACES5. Our experiments also explain
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Figure 9.12: Experiment 3 placement evaluation results.

the importance resource contention has on overall application response time.
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HOST 1(\/(1;1:];31\)/1033( DISK (GB) | CPU (GHz)
A 16 500 3.6
B 16 500 3.0
C 16 500 3.6

Table 9.1: Configuration of physical machines used in the experiments.

MEMORY
GB)

DISK (GB) Number of Vcpus

20

20

20

20

O | W I N~

NN DN N DN

= = = = =

20

Table 9.2: Configuration of virtual machines used in the experiments.

SERVICE VERSION
nova-compute 2014.1
nova-scheduler 2014.1
nova-network 2014.1
glance 0.12.0.78

Table 9.3: Versions of Nova and Glance services running in the openstack

cluster.
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NAME

DESCRIPTION

VPLACE_2

e Sort the nodes in decrementing order of their re-

source requirement.

Sort the hosts in decrementing order of available
physical resources.

Use Worst Fit Decrementing bin packing heuris-
tics.

VPLACE 4 [section 8]

Sort the nodes in decrementing order of
their impact on application.

Place the nodes on physical host so that ap-
plication normalized impact is minimized.

VPLACE.5 [21]

Sort the nodes in decrementing order of their nor-
malized impact.

For each node sort hosts in decrementing order of
coArrival probabilities.

Use First Fit Decrementing bin packing heuristics.

Table 9.4: Placement algorithms used in evaluation.
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Conclusion

Achieving a high consolidation ratio while still maintaining desired performance level
is a critical task in the cloud. This decision of hosting a virtual machine on a
particular physical machine is done by VM placement algorithms. There has been a
lot of study in this domain and the algorithms try to optimize various performance
metrices. [26] Optimizes the VM response time by monitoring the resource usage.
[17] Optimizes the network traffic by cohosting the virtual machines which interact
with each other a lot. [13] Proposes a mechanism to measure energy consumption
and place virtual machines according to energy budget. Most of the VM response
time optimization based placement algorithms focus on resource usage of virtual
machines. They measure the resource utilization of (all or some of) cpu, memory,
disk and network resources, and they either allocate more resources to VMs or move
them to a server which can fulfill the resource requirement. This resource based
resizing/placement decisions may lead to inefficient utilization pf physical resources.
[12] Demonstrates that the measurement of cpu utilization when under resource
contention may give incorrect estimates, it mentions that provided estimate could

indicate a much higher resource requirement then what is needed.

62



In this study we focused on improving a multi-tiered application’s response time
by minimizing the effect of resource contention. Large scale applications are de-
ployed as multi-tier applications. They use multiple component virtual machines
each doing a specific task. We proposed a contention aware VM placement system
termed as Vplacement. This system analyzed the dependencies between application
components and proposed a placement algorithm which minimizes the impact of re-
source contention on the application response time. Our placement does not resize
the virtual machines, it tries to find the VM placement under the constraint that
neither more physical servers should be introduced nor the virtual machines should
be resized.

We compare the performance of this algorithm with a simple worst fit decre-
menting heuristic and another contention aware algorithm proposed in [21]. Our
experiments cover the scenarios for different dependency primitives [21]. Our results
prove that the placement scheme outperforms both the algorithms. Our placement
system does not depend on initial placement of component nodes and is only tied

with the traffic pattern that the application is facing.
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