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Agenda

• Research and the data lifecycle

• The value of planning and DMPs

• Intervention points in data lifecycle

• Transparency and data documentation

• Keeping your data safe and secure

• Exercise: Evaluating DMPs



Research data management is caring for, 
facilitating access to, preserving and adding 
value to research data throughout its lifecycle.
Source: University of Edinburgh Information Services

A data management plan (DMP) helps 
researchers consider during the research design 
and planning stage, how the data will be 
managed during the research process itself and 
potentially shared afterwards with the wider 
research community. 

Definitions

http://www.ed.ac.uk/files/imports/fileManager/ResearchDataManagement.pdf


Why manage research data well ?

• Your data creation is likely to be expensive

• Your data underpin your published findings

• Good quality data = good quality research

• Protect your data from loss, destruction

• Compliance with ethical codes, data protection laws, 
journal requirements, funder policies

• To benefit your future self
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Based on Green and Gutmann, 2007
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There’s an App for That

https://dmptool.org

https://dmptool.org/


Topics of a DMP

• Kinds of data that are being created
• Any applicable data sharing policies
• File formats
• Data descriptions, standards & metadata
• Data storage
• Access and use, incl. appropriate restrictions
• Intellectual property ownership / copyright
• Human participant constraints
• Roles and responsibilities in a team
• Budget for data activities
DMP Checklist will be handed out: available at 



Key planning issues

• Know your legal, ethical and other obligations towards 
research participants, colleagues, research funders and 
institutions

• Know your institution’s policies and services: storage and 
backup strategy, research integrity framework, IPR policy, 
local or other recommended data repository

• Assign roles and responsibilities to relevant parties 
• Implement and review management of data during project 

meetings and review
• Include cost of data management into research applications / 

research proposals / DMPs





Start with the basics…

https://xkcd.com/1459/
http://phdcomics.com/comics.php?f=1531



Why document your data and processes?

• Enables you to understand data when you return to them
• To make data and research understandable to others, i.e. reusable and 

verifiable
• Helps avoid incorrect use/misinterpretation
• Data documentation is critical for sharing the data via a repository in order 

to: 
• Supplement a data collection with documents such as user guide(s) and data 

listing
• Ensure accurate processing and archiving
• Create a catalog record for a published data collection

Guiding question: If using your data for the first time, what 
would a new user need to know to make sense of it?



What should be captured?

• Contextual information about project and data

• Background, project history, aims, objectives, hypotheses
• Formal publications based on data collection
• Final reports, working papers, lab books
• User guides / ReadMe – type files orienting secondary users to 

the data

• Anything else you as the creator of these data think would be 
useful for future comprehension…



What should be captured?

• Data collection methodology and processes

• Data collection process and sampling choices
• Instruments used: questionnaires, show-cards, interview 

schedules, topic guide
• Temporal/geographic coverage
• Data validation - cleaning, error-checking 
• Compilation of derived variables (QUAL EX: codes you develop 

as part of content analysis)
• Citations for any secondary data sources used



What should be captured?

• Information on data files structure
• Inventory of files
• Relationships between those files
• Units, records, cases…
• Multiple versions

• Variable-level documentation
• Labels, codes, classifications
• Missing values
• Derivations and aggregations

• Data confidentiality, access and use conditions
• De-identification carried out (de-identification protocol)
• Participant consent and copyright conditions/forms/procedures
• Access or use conditions of data 



Consider documentation early on

• Good documentation and metadata depends on 
what you can provide

• What you can provide depends on what you can 
remember

• Start gathering meaningful information from as 
early on in the research process as possible



Project-level documentation
Example: data list

• Data listing provides an at-a-glance summary of data files



File-level documentation suggestions

Embed documentation in your data files

• Interview transcript speech demarcation (speaker tags)

• Document header with brief details of interview date, place, 
interviewer name (unless trying to keep de-identified), interviewee 
details, context

• Stata/R/SPSS: variable attributes documented in Variable View 
(label, code, data type, missing values) 

• Excel: document properties, worksheet labels (where multiple)

Don’t use Excel for quantitative data

https://doi.org/10.1186/s13059-016-1044-7

https://doi.org/10.1186/s13059-016-1044-7
https://doi.org/10.1186/s13059-016-1044-7


In practice: Documentation in 
transcript

Source: https://doi.org/10.5064/F6MS3QNV

https://doi.org/10.5064/F6MS3QNV


Metadata – data about data 

• Highly structured documentation 

• Data collection metadata examples:
• Components of a bibliographic reference
• Core information that a search engine indexes to make the data 

findable

• International standards/schemes
• Data Documentation Initiative (DDI)
• Dublin Core



Excerpt from QDR catalog record metadata



Stuff happens: Dissertation nightmares

Source: lilysussman.wordpress.com

Your can lose your data in various ways
(one at least gives you a good story…)
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Backing-up data

• It’s not a case of if you will lose data, but when you will lose data!

• Digital media are particularly fallible

• Keep additional backup copies 
• Rule #1: 3 versions in 2 locations
• Rule #2: Regular, automatic, incremental
• Check that backups work; copy data files to new media every 2-5 years

• Protect against: software failure, hardware failure, malicious 
attacks, natural disasters, YOURSELF!



Cloud storage services

• Online or ‘cloud’ services increasingly popular
• DropBox, Box.com, OneDrive, Google Drive etc.
• Very convenient
• Background syncing
• Mobile apps available

• Use, but use with care:

• Consider if appropriate, as services can be hosted 
outside your country (personal data laws)

• Encrypt anything sensitive (e.g.: VeraCrypt) or

• Look for services with end-to-end encryption, aka, “zero knowledge”
• Often paid; did you budget for that?

• Your university’s IT may have rules & services for this



Data destruction 

Beware of mandates to destroy the data but, if required, keep 
the following in mind:

• When you delete a file from a hard drive, it’s still retrievable –
even after emptying the recycle bin

• Files need to be overwritten (ideally multiple times) with 
random data to ensure they are irretrievable

• Free file and folder-shredding software 



How to share data ethically/ legally

• Obtain informed consent, including explicitly for data 
sharing and long-term  preservation / curation

• Protect identities, e.g., not collecting personal details when 
unnecessary during data collection; de-identification after 
the fact 

• Regulate access where needed (all or part of data), e.g., by 
group, use, time period

• Securely store personal or sensitive data (separately)



Planning is key! (again) 

• Collecting identifying information
• Avoid collecting unless necessary
• Where confidential: Keep directly identifying info separate and 

secure

• Informed consent – an active process
• Be careful with restrictions in consent script
• Oral vs. written consent
• Cultural context
• Ask for permission for data sharing explicitly (& include in IRB 

application)



In practice: wording in consent form / information 
sheet

We expect to use your contributed information in various outputs, including a report and content for a 
website.  Extracts of interviews and some photographs may both be used.  We will get your 
permission before using a quote from you or a photograph of you.  
After the project has ended, we intend to archive the interviews at . . .  Then the interview data can be 
disseminated for reuse by other researchers, for research and learning purposes. 

The interviews will be archived at . . . and disseminated so other 
researchers can reuse this information for research and learning 
purposes:
 I agree for the audio recording of my interview to be 

archived and disseminated for reuse
 I agree for the transcript of my interview to be archived and 

disseminated for reuse
 I agree for any photographs of me taken during interview to 

be archived and disseminated for reuse



De-identifying qualitative data

• Removing or replacing information in text can distort data, make 
them unusable, unreliable or misleading: A balance to preserve 
context

• Remove direct identifiers, or replace with pseudonyms – often not 
essential research info

• Avoid blanking out; use pseudonyms or replacements (Identify 
replacements)

• Plan or apply editing at time of transcription 

• Consistency within research team /project 

• Keep de-identification log of all replacements or removals made; 
keep separate from anonymized data files



De-Identification Requires Context 
Expertise



De-identification log

EXAMPLE: ANONYMIZATION LOG OF INTERVIEW TRANSCRIPTS

INTERVIEW/P
AGE

ORIGINAL CHANGED TO

INT1

P1 Spain European country

P2 E-Print Ltd printing company

P2 20th of June 1989 Summer of 1989

INT2

P1 Amy Ms. Z

P2 Francis Ms. Z’s neighbor



Data Sharing and Copyright

COPYRIGHT – an intellectual property right assigned automatically 
to the creators of “original works of authorship” (title 17, U.S. 
Code), which prevents unauthorized copying and publishing of an 
original product

• Who owns copyright?

• Copyright and research materials

• Interviews and copyright

• Clearing copyright – before reproduction, sharing, SDA

• Data repositories hold no copyright



Fair Use and Public Domain

• Fair use exemption = key part of copyright law that permits the unlicensed 
use of copyrighted material under some circumstances (study, teaching, 
quotations, criticisms, review)

• Fair use claims in research/scholarship because of the way in which data 
are used   
o Transformative
o Not involving a large amount
o Not likely to affect the potential market value of items 
o Is used for academic / non-commercial purposes

• Public Domain
• US: Government documents
• Copyright has run out



Sharing Data in a Repository

• Offer stability over time 

• Assign unique DOIs to data and ensure long-term preservation of 
digital assets. 

• Institutions may require this 

• Can manage data in a way that maintains their understandability and 
usability for the scientific community  CURATION!

• Makes data more visible/easier for other scholars to discover, access, 
use, cite 

• Interoperability across disciplines

• Allows scholar to set limits on who can access the data and how they 
can be used



What Is QDR?

• Online since 2014: qdr.syr.edu, NSF funded
QDR curates, stores, preserves, publishes, and enables the 
download of digital data generated through qualitative and 
multi-method research in the social sciences.

• HQ at Syracuse; other team members at Georgetown and 
UW Seattle

• Originated in political science: International and 
interdisiplinary

• Currently 43 data projects published

https://qdr.syr.edu/


Access Controls – QDR’s Practices 

• Data deposited are not in the public domain or open access
• Only accessible after registration – data users agree to legally binding General 

Terms & Conditions of Use
• Use of data is only allowed for specific (research and teaching) purposes
•  e.g., not make efforts to identify any individuals

• Several degrees of stricter access regulation for sensitive data 
(case-by-case) available 

• conditional online access; depositor-approved users; offline access; time-
based embargo



Group Exercises

Group A 
You brought a DMP

Group B
You brought notes to create 
a DMP

Group C
You did not bring own 
project 

• Exchange your DMP with 
neighbor. Assess their 
DMP using the rubric 
handout 
(20mins)

• Discuss DMPs with 
neighbor 
(10 mins each)

• Work on your DMP 
(40 mins)

• Use Research Lifecycle 
handout to plan steps

• Use DMPtool to help 
structure your writing: 
https://dmptool.org

• Assess the DMP handed 
out using the rubric 
handout.
(20mins)

• Compare notes with your 
neighbors
(10mins)

• In small group (4-6), 
discuss benefits & 
challenges of using rubric
(10mins)

https://dmptool.org/
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