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background
Layered view of the Internet
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Internet maps can be grouped into three levels.
1. IP addresses that connect devices on to the Internet.
2. Routers, machines that route the traffic, interconnect via IP addresses.
3. Point of Presence (PoP) geographic location with  
4. Autonomous Systems (AS) are numbers used to route groups of  IP 

addresses.
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background
systems
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• Henya primarily concerned with querying IP paths

• AS Rank primarily concerned with querying AS topology

Henya

AS Rank



background
traceroute paths
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background
traceroute data

• 9+ years of CAIDA traceroute data

- 47 billion traces in 20.3 TB of files

- now growing by 20 billions traces/year

• useful for studying global Internet connectivity, evolution, 
performance, censorship, ...

• basis for higher-level Internet maps
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overview
Henya

• CAIDA's large-scale topology query system

• provides remote search of traceroute data without 
requiring data downloads

• built-in analyses and visualizations
- for commonly occurring needs

• responsive enough for interactive data exploration

- goal: query latency of 30 seconds or less
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Henya
 

topology queries

• find occurrences of traceroute path elements

• ⟪targets⟫ = IP addreses (and other types)

• queries:

- traceroutes toward ⟪targets⟫

- traceroutes containing one or more ⟪targets⟫

• parameters:

- measurement vantage points

- data collection time periods

- position of ⟪targets⟫ in path

- hop distance between sets of ⟪targets⟫
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Henya
 

query complexity
• the most complex case:

- traceroutes containing two or more ⟪targets⟫

‣ precisely:  traceroutes containing some hop h1 ∈ ⟪targets1⟫,  h2 ∈ ⟪targets2⟫,  ⋯

- example: traceroutes containing hops in both ⟪Germany⟫ and ⟪Japan⟫
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traceroutes with
⟪Germany⟫

traceroutes with
⟪Japan⟫

find intersection
of two sets

• harder:

- traceroutes with hops in ⟪Germany or UK or France⟫ and hops in ⟪ATT or Level3 
network⟫ and hops in ⟪Amsterdam Internet Exchange⟫



Henya
 

challenges
• large target sets

- ⟪Germany⟫ = 92,239,360 target IP addresses

- ⟪Japan⟫ = 154,025,984 target IP addresses

• multiple ⟪targets⟫ in a single query

- need the intersection of subqueries for ⟪targets1⟫ and ⟪targets2⟫ and ...
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• these challenges poorly met by existing database systems

- relational databases not designed/optimized for multi-key searches

‣ can't always use column indexes;  may need to do table scans on separate columns

- not a good fit for existing NoSQL databases

‣ schema-less document stores (JSON/XML) come the closest



Henya
 

design
• implemented custom index data structures
- highly tailored and tuned to the characteristics of our data and workload

‣ efficiently supports large numbers of targets and subquery intersections

- gave up generality and flexibility for speed

• built on RocksDB key-value store

- persistent hash table

- maps binary string (key) to binary string (value)

‣ can also traverse keys in sorted order

- stores both traceroute data and custom indexes

• custom query engine
- written in Python

- running on 64 cores; may use HPC facilities in future
10



Henya
 

web interface

• user-friendly GUI to query system

- also built-in analyses and visualizations for commonly occurring needs

‣ lower barrier to use;  reach casual users

• uses Bokeh for client-side visualizations

- supports user interaction and offline viewing on client-side

‣ data + visualization (JavaScript) loaded entirely in client browser

- use Python to implement new visualizations on server-side

‣ use library of Bokeh visualization primitives
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Henya
 

ad-hoc queries
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Henya
 

ad-hoc queries
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Henya
 

pre-made analysis
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Henya
 

pre-made analysis
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as-rank.caida.org
Internet of layers
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• AS Rank primarily concerned with querying AS topology



as-rank.caida.org
AS Rank goal
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To provide a way of examining and comparing 
Internet Service Provider (ISP).

• Most ISP have a single dominate AS.
For many purposes this dominate AS can be used as 
a proxy for a given organization.

• AS Rank provides two major views:

- ranked ordering of ASes (global)

- selected AS and its neighbors (local) 



as-rank.caida.org
AS Rank highlights
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• presents ranking for a target date
The user selects a single target data from the list of 
available for the AS topologies. 

• annotate with values from secondary datasets

- heterogeneous dates and values

- annotate topology with “near in time” datasets

primary key key selected based on AS topology
AS Topology Organization AS  Geography Link Geography AS Classifcation

monthly quartly (roughly) yearly (ish)

 selected date matched org_id  nearest to date



as-rank.caida.org
AS Rank tables
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source string
country string

stringname
external stringorg_id_external

org_id internal ID
internal IDdataset_id

ASN2ORG_Organization
org_id_external from AS2org file

org_id internal ID

stringsource
stringname

asn int
internal IDdataset_id

ASN2ORG_Asn
source is not related to Sources, but 

from the algorithm 

stringhostname
asn int

internal IDdataset_id

ASNTOP_AsnTopClique
ASN which are in the top Clique

internal ID

intasn_degree

intasn
asn_transit_degree int

dataset_id
ASNTOP_AsnDegree

ASNTOP Tables

intorg_degree

dataset_id

int
asn_transit_degree

internal ID

asn_degree
int

int

org_transit_degree

ASNTOP_OrgDegree

int
internal ID
internal ID

org_id

number_prefixes
number_addresses

dataset_id

int
number_asnes

int

ASNTOP_OrgCustomerCone

int
int
internal ID

asn

number_prefixes
number_addresses

dataset_id

int
number_asnes

int

ASNTOP_AsnCustomerCone

intsequence_num
intasn

asn_link_id internal ID
AsnLink

"PROVIDER", "CUSTOMER", 
"PEER", "SILBING", 
"UNKNOWN"

type
asn_link_id internal ID

internal IDdataset_id
ASNTOP_AsnLinkRelationship

internal ID
asn_path
asn_path_id

string

AsnPath
the as path is stored as "|" 

separated ASes

internal IDasn_path_id

internal ID
internal ID

dataset_id
asn_link_id

ASNTOP_AsnLinkPath

datedate

state string
stringdescription

name string

"ITDK" "ASNGEO" 
"ASN2ORG" 
"ASNGEO_LINK"
"ASNTOP"

type
internal IDdataset_id

Dataset
This holds the set of datasets both AS 

topology and ITDK

Dataset Tables

cone_rank int
intdegree_rank

internal ID
dataset_id
asn

internal ID
ASNTOP_AsnRank

intdegree_rank

org_id
dataset_id

internal ID
internal ID

cone_rank int

ASNTOP_OrgRank

number_asnes int
internal IDasn2org_dataset_id

intnumber_organizes

number_addresses int
intnumber_prefixes

address_family "AF_INET", 
"AF_IENT6"

internal IDdataset_id
ASNTOP_Information

ASN2ORG Tables

stringtype

internal ID
int

dataset_id
asn

ASNTOP_AsnType

stringattribute
asn_link_id internal ID

internal IDdataset_id

ASNTOP_AsnLinkAttribute
additional information IPv6, etc

ASNGEO Tables

int

floatlongitude

internal ID

floatlatitude
asn
dataset_id

ASNGEO_AsnGeo
ASNLinkGeo Tables

internal ID
internal ID

internal IDloc_id
asn_link_id
dataset_id

ASNLINKGEO_AsnLinkGeoASNTYPE_AsnType

ASNTYPE Tables

int

stringtype

internal ID

intasn
asn_link_id
dataset_id



as-rank.caida.org
AS Rank architecture 
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• CGI (Perl) front end

- cache based on CGI parameters

• visualizations

- Perl and C scripts

- generates SVG files

• MySQL server back end 
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source string
country string

stringname
external stringorg_id_external

org_id internal ID
internal IDdataset_id

ASN2ORG_Organization
org_id_external from AS2org file

org_id internal ID

stringsource
stringname

asn int
internal IDdataset_id

ASN2ORG_Asn
source is not related to Sources, but 

from the algorithm 

stringhostname
asn int

internal IDdataset_id

ASNTOP_AsnTopClique
ASN which are in the top Clique

internal ID

intasn_degree

intasn
asn_transit_degree int

dataset_id
ASNTOP_AsnDegree

ASNTOP Tables

intorg_degree

dataset_id

int
asn_transit_degree

internal ID

asn_degree
int

int

org_transit_degree

ASNTOP_OrgDegree

int
internal ID
internal ID

org_id

number_prefixes
number_addresses

dataset_id

int
number_asnes

int

ASNTOP_OrgCustomerCone

int
int
internal ID

asn

number_prefixes
number_addresses

dataset_id

int
number_asnes

int

ASNTOP_AsnCustomerCone

intsequence_num
intasn

asn_link_id internal ID
AsnLink

"PROVIDER", "CUSTOMER", 
"PEER", "SILBING", 
"UNKNOWN"

type
asn_link_id internal ID

internal IDdataset_id
ASNTOP_AsnLinkRelationship

internal ID
asn_path
asn_path_id

string

AsnPath
the as path is stored as "|" 

separated ASes

internal IDasn_path_id

internal ID
internal ID

dataset_id
asn_link_id

ASNTOP_AsnLinkPath

datedate

state string
stringdescription

name string

"ITDK" "ASNGEO" 
"ASN2ORG" 
"ASNGEO_LINK"
"ASNTOP"

type
internal IDdataset_id

Dataset
This holds the set of datasets both AS 

topology and ITDK

Dataset Tables

cone_rank int
intdegree_rank

internal ID
dataset_id
asn

internal ID
ASNTOP_AsnRank

intdegree_rank

org_id
dataset_id

internal ID
internal ID

cone_rank int

ASNTOP_OrgRank

number_asnes int
internal IDasn2org_dataset_id

intnumber_organizes

number_addresses int
intnumber_prefixes

address_family "AF_INET", 
"AF_IENT6"

internal IDdataset_id
ASNTOP_Information

ASN2ORG Tables

stringtype

internal ID
int

dataset_id
asn

ASNTOP_AsnType

stringattribute
asn_link_id internal ID

internal IDdataset_id

ASNTOP_AsnLinkAttribute
additional information IPv6, etc

ASNGEO Tables

int

floatlongitude

internal ID

floatlatitude
asn
dataset_id

ASNGEO_AsnGeo
ASNLinkGeo Tables

internal ID
internal ID

internal IDloc_id
asn_link_id
dataset_id

ASNLINKGEO_AsnLinkGeoASNTYPE_AsnType

ASNTYPE Tables

int

stringtype

internal ID

intasn
asn_link_id
dataset_id



as-rank.caida.org
global AS ranking
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organization dataset (04/01/2016)

type dataset (08/02/2015)

topology dataset (06/16/2016)



as-rank.caida.org
local AS view
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organization

topology

type

org. top.org.top. type

geographic



as-rank.caida.org
local AS visualizations
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topology & geography
topology & organization 



conclusion
conclusion
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• AS rank and Hyena represent only a beginning 
at bring Internet data to a wider audience.

• We are eager to leverage expertise from other 
designers of gateways and other environments 
to support high performance computations.

contact: info@caida.org


