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Overview

Managing Qualitative Data
Safely and Securely

1) The value of planning and DMPs
2) Transparency and data documentation

3) Ethical, legal and logistical challenges to sharing
and best practices to address them

4) Keeping your data safe and secure




Qualitative Data Repository

» Social science data (any relevant discipline or topic)
» From qualitative or multi-method research projects
» Online since 2014

» Have been conducting in-person data management
training in various venues

» Recently posted data management guidance documents
on the website ( )

» First webinar based on user request
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Annual IQMR; APSA short courses; IASSIST workshops
Informed also by an expert workshop convened by QDR in May 2016
Advice on two levels: directly for researchers and to information/library professionals who might get asked to help their own user community members

http://www.qdr.org

1) What is research data management?

Research data management is caring for,
facilitating access to, preserving and adding
value to research data throughout its lifecycle.

Source:



http://www.ed.ac.uk/files/imports/fileManager/ResearchDataManagement.pdf

B
Why manage research data well?

» Creating data is expensive

» Data are basis for your findings

» Protect yourself against data loss

» Keep your participants safe

» Compliance with norms, rules, and laws

» To benefit your future self

‘ransferable skill in Data Management Planning
"0 help advance science!

>
>
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- A variety of mutually reinforcing benefits for the individual conducting the research, any participants involved, the quality of the final product and the general contribution to knowledge


Data Management for Sharing

Discovery and

Planning

Initial Data

VEREEERIENEE The Social Science Collection
Research Life
Cycle

Long-term

Final Data
Preparation &
Analysis

Publication
and Sharing

Based on Green and Gutmann, 2007
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The data lifecycle is a sub-set of activities within the broader research lifecycle
A researcher implements what they have planned for during each phase.



How to write a DMP: Resources

» Funder template/guidance and sample DMPs

O

o ESRC and

» Generic resources:

o

o tool

o
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https://www.nsf.gov/bfa/dias/policy/dmpfaqs.jsp
Many archives or universities’ institutional repositories have their own collections of sample DMPs (Purdue, UCSD, Odum Institute @ UNC)


https://www.nsf.gov/sbe/SBE_DataMgmtPlanPolicy.pdf
http://www.esrc.ac.uk/funding/guidance-for-grant-holders/research-data-policy/
http://www.esrc.ac.uk/files/about-us/policies-and-standards/data-management-plan-guidance-for-per-reviewers/
https://dmp.cdlib.org
https://dmponline.dcc.ac.uk/
http://www.dcc.ac.uk/resources/how-guides/develop-data-plan#f27

DMP Tool

»21 DMP DETAILS

NSF-SBE: Social, Behavioral, Economic Sciences

Click on a section below to edit it at any time

(Used, among others, by: o-co actons | Lins

The Data Management Plan should outiine the rights and obligations of all parties as to their roles and

* _
D D D D E I M LS = Mandatory responsibilities in the management and retention of research data. It must also consider changes to roles
oD, DQJ, DOL, ,

and responsibilities that will occur should a principal investigator or co-Pl leave the institution

Template Outline

Sloan Foundation)

o Guidance Il | medium | full
E’] Roles and responsibilities
@ Expected data Explain how the responsibilities regarding the management of your data will be delegated
This should include time allocations, project management of technical aspects, training
[ Period of data retention requirements, and contributions of non-project staff - individuals should be named where

possible. Remember that those responsible for long-term decisions about your data will likely
be the custodians of the repository/archive you choose to store your data. While the costs
. associated with your research (and the results of your research) must be specified in the
[5) Data storage and preservation of access Budget Justification portion ofthe proposal, you may want to reiterate who will be responsible
Exa m p I e O u t p u t : IE) Addiional possible data management for funding the management of your data. Consider the following:

requirements

[B) Data format and dissemination

“A Political Ecology of
Value: A Cohort-Based
Ethnography of the

Environmental Turn in
Nicaraguan Urban Social .,
Policy”

DMP Preview >>

DMFTOOL is 3 service of the University of California Curation Center of the California Digital Library
N Privacy Policy | Accessibility Pelicy | Terms of Use | Contact Us | About
"o  Copyright @ 2010-2018 The Regents of the University of California @ Feliey | 1y Feliey | I I
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Link: https://dmptool.org/plans/19207.pdf  

https://dmptool.org/
https://dmptool.org/plans/19207.pdf

Topics of a DMP

Kinds of data that are being created

Any applicable data sharing policies

File formats

Data descriptions, standards & metadata
Data storage

Access and use, incl. appropriate restrictions
ntellectual property ownership / copyright
Human participant constraints

Roles and responsibilities in a team

» Budget for data activities

vV VvV VvV VvV VvV VvV V9V VvV VY




Key planning issues

» Know your legal, ethical and other obligations
» Know your institution’s policies and services
» Assign roles and responsibilities

» Implement and review management of data during
project meetings

&



Can you understand/use these data?

S B IPLOTGEY, IGREYISE T
W?.! 4 58 l'!m|l:2|3w|5?6'.¥!‘21222124 49505 52515455555.‘5’1536“:ﬁélﬂﬁ&saesia‘mn?_’nu]ﬂf,nie]am S
rvMthdDraft.doc
1 ]| 1 | I; 111} : !
pooosjoonoooiBoocoo oo Nc o RMococ oo o Booocoo o Ro0o000000000000000G0000/06000030 .
|2305:!EEIDVHZ!I!L’A!i?la!ﬂm!?z?&‘u?ﬁ!i:!lﬂl:\]ﬂ?“32311136353!3!3&6!4“243#455453?4!4!&75152535!555551'565‘3:05\EZB]B-H#C'EE?EHE MBRBEBITBIN0 SrVMthdFlnal.dOC

(ERRR AR RN NN INREY IRRRRRERERRY IRERRRERRRREERSRRRRE AR AR 1NN SPECIAL PUNCHINGS f11 111111

+ 10|2{e /4= 0178
222220212222221222)22222222222220222222(22222222222222222222222[k{s¥A- 1 inds 1718]22222222
% el A@ 1418 3
33323003303333303333333332033033333)3333[§333333333333333333chfridr tonje 110033333333

- olslsf i SrvMthdLastOne.doc

A44440844404/84818444444484404448484404444444444444484444444{dpMur)- wislap]; wislaldddddddd

B
=
&
=

5555555555“55555555"|5555555555l‘l55555555l||55555555555ENV/; B:::i L0855 55555 %
6666666666656 Mecceonoeo66Mecac66666666M6o6ME66666M65666 6660 /-%OEE EEEEEEEEBSEEBE
I (RERRIUEN BRI ARl IRN RN RR RN RRRIBRRRNY IRRRRRRRRRRNRRNI /; 1::;:}2 -;.\3“}45::]71777?7 ;
| CEERRT | ERRY BIcEA | ERREET EERY | EREERRRY cRRN | ERREEN EREN ERERRREI AR 88888888 }.

939990/909959/3999Mals99999990solale93993aMaal389938999993809liiRlz] - 99999999
J23145 9

xumzuwmswvav,:qznmmnzsums’mn::ééﬁ;s:g:s31:«mnmzmwwnua&wsisms:mssr 10 TITHEPEWW)HD‘“ SrVMthdReaIVerslon_doc

ITEI 1860 CARD CODE



Presenter
Presentation Notes
Verbally transition to the second substantive point of the presentation: documentation.

File formats become obsolete
Naming convention needs to be specified in advance and then adhered to so that you don’t end up with the names in the table above right
Documentation is key


2) Why document your data and processes?

v

Enables you to understand data when you return to them
Makes data and research reusable and verifiable

Helps avoid incorrect use/misinterpretation

Allow for archiving and creation of metadata

v

v Vv

Guiding Question: What would a new user need to know to make
sense of the data?




What should be captured?

Contextual information about project and data

« background, project history, aims, objectives, hypotheses
» publications based on data collection

- final reports, working paper, lab books

* user guides

» anything useful...




What should be captured?
» Data collection methodology and processes

- data collection process and sampling choices

> instruments used - questionnaires, show-cards, interview
schedules, topic guide

- temporal/geographic coverage
- data validation steps: cleaning, error-checking

- compilation of derived variables (QUAL EX: codes you
develop as part of content analysis)

- citations for any secondary data sources used




What should be captured?

» Information on data files structure
> Inventory of files (smart naming conventions help)
- relationships between those files
> records, cases...

» Variable-level documentation
- labels, codes, classifications
> missing values
- derivations and aggregations

» Data confidentiality, access and use conditions

> anonymisation carried out (anonymization protocol)
> consent or copyright conditions/forms/procedures
> access or use conditions of data




Consider documentation early on

» Good documentation and metadata depends on
what you can provide

» What you can provide depends on what you can
remember

» Start gathering meaningful information from as
early on in the research process as possible
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VERBALLY: Documentation is what ties the original plan (itself needs to be documented of course) to the implementation and any necessary adjustments during the research process to the final shared data products. 



Data-level
documentation suggestions

Embed documentation in your data files

» Interview transcript speech demarcation (speaker tags)

» Document header with brief details of interview date, place
interviewer name (unless trying
details, context —

» Stata/R/SPSS: variable attributes ' ‘_’; : nel,
code, data type, missing values)

» Excel: document properties, wor

Don t use Excel for quantitative data

20% of scientific papers on genes

contain gene name conversion errors
caused by Excel
https://doi.org/10.1186/s13059-016-1044-7



https://doi.org/10.1186/s13059-016-1044-7

In practice: Documentation in transcript

Rail L. Madrid Interview with Felipe Quispe,
Leader of Movimiento Indigena Pachacuti (MIP)
La Paz, Bolivia, July 29, 2004

Quienes crearon el MIP?
Un poco de introduccion. Ese movimiento indigena viene desde los anos 70s. Luego
hemos estado en los Ayllus Rojos. Se ha transformado en el Ejercito Tupak Katari. Por

dos afios actuamos en acciones revolucionarias. Nos capturaron. Nos encarcelaron.
Estuve 5 afios en la carcel. En 1997 sali. Todavia tengo proceso.

Source:



https://doi.org/10.5064/F6MS3QNV

.

Metadata: Data about data

» Highly structured documentation

» Data collection metadata examples:
- Components of a bibliographic reference

- Core information that a search engine indexes to make your data
findable

» International standards/schemes

- Data Documentation Initiative (DDI)
- DataCite Metadata

> Dublin Core
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If you have provided good substantive documentation on when, where, by whom, about what, etc. for each file you have created, a repository will help you out with the more technical expression of all this in its preferred schema (or even in several)


Sample QDR catalog record metadata

PRESIDENTIAL CAMPAIGN ADVERTISING IN CHILE, BRAZIL, AND PERU

Description

These videos of presidential campaign advertising in Chile, Brazil and Peru were collected in order to characterize the
evolution of campaign strategies in new democracies.

Show More

Suggested Citation

Boas, Taylor. (2015) “Presidential Campaign Advertising in Chile, Brazil, and Peru.” Data Collection, QDR:10053.
Syracuse, NY: Qualitative Data Repository [distributor]. http://doi.org/10.5064/F62Z13FQ

PID QDR:10053 PROJECT

Geography Brazil, Chile, Peru, Latin America
Topic Brazil, campaign advertising, Chile, Latin America, Peru, presidential elections, television
Creator Taylor C. Boas, Department of Political Science, Boston University (tboas@bu.edu)

Collection

Data Collection
Type

Version Original (Pilot Project)

Date 2005-01-06to 2011-12-31

Temporal

1985-01-01 to 2011-12-31
Coverage

Language Spanish, Portuguese

Only a sub-set of the full data collection of over a thousand videos is shared here. A decision
about the online accessibility of the full set of project files is pending, awaiting further
investigation of their provenance (originally broadcast publicly on television). Interested registered
users can contact QDR to arrange viewing all videos on site.

Rights

Publisher Qualitative Data Repository

DOl 10.5064/F62Z13FQ




3) Data Sharing and Ethical Concerns

» Research must be designed, reviewed, and undertaken to
ensure integrity, quality, and transparency

» Any promises for confidentiality and/or anonymity
respondents must be respected

» Participation is voluntarily, free of any coercion
» Harm to participants must be avoided in all instances
» Any conflicts of interest must be explicit
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VERBALLY: these are particularly critical for qualitative data which are 1) likely to have been created in direct interaction with human participants and 2) some of the existing technical means of providing confidentiality cannot be applied as easily. 


Planning is key! (again)

» Collecting identifying information
- Avoid collecting unless necessary
- Where confidential: Keep directly identifying info separate

» Informed consent - an active process
- Careful with restrictions in consent script
> Oral vs. written consent
> Cultural context
- Ask for permission for data sharing explicitly (& include in IRB)




B
Publishing Sensitive Data: Quantitative vs.

Qualitative Techniques

» Quantitative: Technical solutions (differential privacy,
masking, synthetic data, multi-party computing)

» Manual anonymization: researcher knowledge

Entrevistador: ;Y en qué barrio pensas, digamos, cuando, vos en qué barrio..?
Entrevistada: Bueno, yo soy BARRIO 1 y BARRIO 2. BARRIO 2 y BARRIO 1.

Entrevistador: Y, digamos, si tuvieras que, de esos referentes que conocés de diferentes
partidos, dar un numero, ;te animas a dar un nimero, cuantos son?

Entrevistada: Y, son unos cuantos, son muchos eh, yo entiendo que son mas de cincuenta
Entrevistador: Bueno, cincuenta me parece...

Entrevistada: Te digo, por ejemplo, en MUNICIPIO 1 hay [detalla el numero] bibliotecas
populares, reconocidas por la CONABIP, que es una institucion nacional que las agrupa y
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VERBAL TRANSITION: “Publishing” or “sharing” data doesn’t mean making them all publicly available in an indiscriminate manner. Where sensitive data are concerned, a number of additional management steps should have been planned for from the beginning in order to be able to share the data safely and ethically.


Publishing Sensitive Data:
Access Controls

Safe

Quantitative
Data

Safe

Qualitative
Data

Image from
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Safe Outputs are least useful in qual research. Focus on Safe Projects and Safe People. Achieved via appropriate access controls applied by a trusted repository (which itself provides a “safe setting.”)



https://www.youtube.com/embed/Mln9T52mwj0

4) Stuff happens
or how to keep your data secure

“I'm sorry but we had to blow up your laptop.”

“What....all my client case notes and testimony, writing, pictures, music
and applications. Years of work. NO!!!!”

Source:


http://lilysussman.wordpress.com/

Backing-up data
» It’s not a case of /fyou will lose data, but when you will lose datal

» Digital media are fallible

» Protect against: software failure, hardware failure, malicious attacks,
natural disasters, YOURSELF!

Rule 1: Three versions in two locations
Rule 2: Reqgular, automatic, and incremental

“We back up our data on sticky notes because
sticky notes never erash.™




Cloud storage services :} L

Dropbox Google Drive
» Cloud services increasingly popular

> Very convenient
- Background syncing
- Mobile apps available

» Consider if appropriate, as services can be hosted outside
your country (personal data laws)

» Encrypt anything sensitive (ex: via Pretty Good Privacy;
BitLocker) or avoid services altogether

» Look for services with end-to-end encryption aka “zero
knowledge”
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Data destruction

Beware of mandates to destroy the data but, if required, keep
the following in mind:

» When you delete a file from a hard drive, it’s still retrievable -
even after emptying the recycle bin

» Files need to be overwritten (ideally multiple times) with

random data to ensure they af NTFSWalker —E
» Free file and folder-shredding | | cw e
MFT Records File Information | Preview | Hex Data
MFT # Fie name Size A~ ol
29250  ws2ifsls... 4KB # Copyright (c) 1993-2009 Microsoft Corp.
#
K29251 e 2 # This is a sample HOSTS file used by Microsoft T(
X 29252  wudfpf.... 4KB 2
[ X, 29253 hosts 4 KB # This file contains the mappings of IP addresses 1
=] 29254 hosts.001 824 # entry should be kept on an individual ine. The I
# be placed in the first column followed by the co
X 25255 AMALIS | AKH # The IP address and the host name should be se
X 29256  Imhosts.... 4 KB # space.
WW\W
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DKN NOTE: AGAIN, LET’S FIX THE IMAGE. I AM NOT REALLY FAMILIAR WITH THESE SPECIFIC TOOLS/RESOURCES, BUT MY GUESS WOULD BE THAT IT FITS EVEN BETTER ON THE NEXT SLIDE? 
No, this just shows how deleted data is still visible. Again, this slide is animated; the overlay is on purpose.


How to securely destroy data

Disintegrate, Pulverize, Melt, and Incinerate. These sanitization methods are
designed to completely Destroy the media. They are typically carried out at an
outsourced metal Destruction or licensed incineration facility with the specific
capabilities to perform these activities effectively, securely, and safely.

NIST Special Publication 800-88: Guidelines for Media Sanitization

https://youtu.be/4WIMSP_IMGs *

* Disclaimer: NIST says to do this in a licensed facility
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Let’s try to show the video, but for backup, here: https://youtu.be/4WIMSP_lMGs 
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