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AUSTEALIAN NATICNAL DATA SERVICE



The Australian National Data Service (ANDS) makes
Australia’s research data assets more valuable for
researchers, research institutions and the nation.

Reliable Services

Trusted Partnerships

Enhanced Capability

Building the data skills and
capacity of Australia's
research system

Working with partners and
communities on research data
projects and collaborations

Delivering national services to
support data discovery, connection,
publishing, sharing, use and reuse




Sensitive data

Privacy Act 1988 “data that can be used to identify
an individual, species, object,
Personal process or location that introduces

information

a risk of discrimination, harm or

unwanted attention.”

Sensitive Guide to Publishing and Sharing Sensitive Data
information http://www.ands.org.au/quides/sensitivedata

Health
information
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http://www.ands.org.au/guides/sensitivedata
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i Dl Flea Legal Considerations for Sensitive Data

DISCOVERIES FOR HUMANITY

= Privacy law / data protection — ‘personal information’

= Combination of Federal and State privacy legislation

More stringent
Collection Use/ Storage Disposal standards apply
for ‘sensitive

information’

= Confidential information

= Contract, equity or statute e.g., Freedom of Information

= Intellectual property
= Ownership (researcher, institution or collaborators)
= Licensing (in, out and compatibility)
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Welcome

For technical assistance on the HREA
system please contact HREA Help on

Welcome to the Human Research Ethics Application (HREA) system. Click = E help@hr au

'Sign in' to continue.
Operating hours for HREA Help are
Monday to Friday 09:00 to 0

X . AEST/AEDT, excluding public holidays
Slgn In and ACT public holidays

Accessibility Disclaimer Privacy Copyright Terms of Use

WORKING TO BUILD A HEALTHY



HREA- A disruptive platform for data storage and exchange

TGA’s e-system
ANZCTR |

N

Annual reporting

v

ORCID — -  SEPTRE

/ | AN

Transfer information to SSA and other

NHMRC

institutional systems RGMS jurisdictional forms



med.data.edu.au

Data Contact Resources About
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A national facility to provide petabyte-scale research data storage,
and related high-speed networked computational services, to Australian medical
and health research organisations.

&) Store Data

Use our Online Interactive Use Guide to assist you understand if your specific dataset can be al IdS
hosted and used on our nationally-funded eResearch computational infrastructure within the
AUETHALIAY HATHORAL BATA SLES

requirements of your ethics approval and institutional policies i
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Data Contact Resources About

Locations

Our data storage and associated computational infrastructure is located in New South Wales,
Victoria, Queensland, Tasmania and South Australia and is networked via the high-speed
AARNet research and education network.

9 e

These locations are managed by the following organisations, which together represent over 26
universities and research institutions across Australia:
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Data Contact Resources About

Protecting Personal Health Information in Research

&

In Australia, data derived from individuals is protected by various laws to avoid the release of personal sensitive information to unauthorised
parties. This covers situations within the health sector when personal health information from a patient is collected, as well as situations when
data derived from an individual is used in research.

For the latter, a number of codes, policies and best practices also exist to ensure that the privacy of individuals who are involved in research
projects is retained, whilst encouraging data to be shared for research purposes when appropriate and possible.

Additionally, a number of IT security frameworks exist that can be deployed in systems that are used to store and process personal health
information.

These laws, codes of best practice and IT security requirements are outlined in depth in our Discussion Paper: “Legal, Best Practice and Security
Frameworks for consideration in operation of the Australian National Medical Research Data Storage Facility”.

Legislation

Data derived from individuals is protected by various laws to avoid the release of personal al I S

sensitive information to unauthorised parties. ATh SLERICL
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Data Contact Resources About

USE GUIDE

This interactive tool is to assist you understand:

o [f your specific dataset can be hosted and used on our nationally-funded eResearch computational infrastructure within the requirements of
your ethics approval and institutional policies

+ The legislative landscape in Australia with respect to human-derived data

» Specific legislation within different Australian jurisdictions, including legislation that can affect whether data can be moved cross-border to
other jurisdictions for storage and use

« Circumstances when sharing of human-derived data for research purposes is permitted, and when it is not

* Your responsibilities as a data custodian in ensuring your data is secure

+ How others are using our resources

It will guide through a series of up to eight* questions.

» At each step we will direct you to authoritative policy/information documents for reference.
« Atthe end of the questionnaire you can choose to enter your email address and we will contact you to discuss your data storage and use
requirements, our set-up, software and security features.
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NHMRC Statement on Data Sharing (2016) [
https://www.nhmrc.gov.au/grants-funding/policy/nhmrc-statement-data-sharing arIjS
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DISCOVERIES FOR HUMANITY

Privacy Act 1988 (Cth) - ‘versonal information’ and ‘sensitive information’

= Commonwealth agencies and private sector organisations
= Not state and territory public hospitals or public universities (see below)

= 13 APPs (Australian Privacy Principles)
= Section 95 or 95A Guidelines (+ National Statement)

Health Records Act 2001 (Vic) and state/territory equivalents - ‘health information’
= Public and private sector organisations and health service providers
= E.g., 15 Vic HPPs (Health Privacy Principles)
= Statutory Guidelines on Research of the Health Records Act 2001 (+ National Statement)

Other Federal and State privacy legislation
= E.g., Privacy and Data Protection Act 2014 (Vic), Privacy and Personal Information Protection

Act 1998 (NSW)
onads



al |dS National Research
Infrastructure for Australia

AUSTRALIAN NATIONAL DATA SERYICE
ands.org.au
ANDS is supported by the Australian Government through the

National Collaborative Research Infrastructure Strategy Program.

Monash University leads the partnership with the Australian
National University and CSIRO.

An Australian Government Initiative

With the exception of third party images or where otherwise indicated, this work
is licensed under the Creative Commons 4.0 International Attribution Licence.

Kate LeMay

Senior Research Data Specialist
kate.lemay@ands.org.au



