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METHOD

People share their locations in an increasing number of ways, such as checking in on Foursquare and
Facebook. Peoples’ location information is highly sensitive and inappropriate location exposure may
cause privacy violations. Current mechanisms for preserving privacy suffer from usability issues:

e People find it difficult to configure location privacy rules appropriately [4].

e Model-based machine learning techniques [1] have been widely applied to help people make de-
cisions, but they are computationally complex to use and suffers from the cold-start problem, that
is, poor performance when there are insufficient training data.

We are therefore interested in building light-weight location privacy recommenders by using user-user
collaborative filtering (CF) [3], which need not build models for prediction and can overcome the lack
of personal information during the cold-start stage.

To evaluate our system, we used the LocShare dataset [2], which comprises 3,878 location-sharing de-
cisions made by 40 people in St Andrews. We divide the time of day into 5 slots and locations into 6
categories.

We denote the set of location attributes by L and the set of time attributes by 7. We then use the cartesian
product of 7" and L to represent the set of items by:

I =1 x L

For each participant, we use his or her most frequent decision as the rating to the item representing the
time-location pair. We use the cosine similarity as the user similarity function.

We use the decision from the group whose group weight (i.e., the sum of similarities of users in the
group) 1s higher than its counterpart as the prediction for the target user.
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We define our metrics Accuracy and Leaks as:

Accuracy and Leaks of CF (highest Accuracy and lowest Leaks),
model-based machine learning classifiers (J48, Naive Bayes, Rotation
Forest) and semantic crowdsourcing prediction (using crowd prefer-
ences for the same location-time categories as the prediction [5]).

TP+ TN . .
Accuracy = Our scheme outperforms semantic crowdsourcing
TP+TN+FP+EFN prediction methods in terms of both Accuracy and
Leaks. The Accuracy of using CF is close to the
Teaks — P best performance of model-based classifiers and it
I'P+TN+FP+ FN causes fewer Leaks.

Accuracy of CF, Rotation Forest (RF) and semantic crowdsourcing pre-
diction during the cold-start stage.

During the cold start stage, our scheme can pro-
vide higher Accuracy than RF (except 4%) until us-
ing 6% of personal data for training. The Accuracy
of using CF is higher than using semantic crowd-
sourcing prediction methods.

Leaks of CF, Rotation Forest (RF) and semantic crowdsourcing predic-
tion during the cold-start stage.

Our scheme causes fewer Leaks than RF and se-
mantic crowdsourcing prediction during the cold-
start stage.

FUTURE RESEARCH QUESTIONS

e Will people accept our system? Under what circumstances will they trust the recommendations
from social choices rather than their own decisions?

e Will more informative feedback, such as displaying confidences or reasoning behind recommen-
dations, help?

e Can we enable people to receive useful recommendations without revealing their real privacy
preferences (e.g., obfuscating some sensitive ratings) to untrusted service providers?

e Can we prevent recommendation from being biased by malicious users or dishonest recom-
menders?
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