
1. Email *

2.

Mark only one oval.

Less than 15

15 -19

20-24

25 -29

30 -34

35 -39

40 or more

3.

Mark only one oval.

Male

Female

Other

Phishing Email Detection
Thank you for considering participation in our research study. Please note that this survey 
consists of five segments which will take approximately 30 minutes to complete in total. 
After completing each segment, you will be provided with a new link that you will need to 
click to be directed to the next one. We encourage you to complete all five segments 
consecutively without a break, as they collectively comprise a single research study. 
Your responses are valuable to us, and we appreciate your time and effort!

* Indicates required question

Age - *

Gender – *

5/7/25, 8:02 PM Phishing Email Detection

https://docs.google.com/forms/d/1btDVyCt09F_p48BWRFJrD4Jrv2R1BYRuB9TgS6end6U/edit 1/7



4.

Mark only one oval.

Caucasian

African American

Asian

Hispanic

Other

5.

6.

Mark only one oval.

No formal education

High school deploma

College

Bachelor's degree

Master's degree

Doctoral degree

7.

8.

Ethnicity -  *

Geographic location (current country of residence) -  *

Highest education level obtained - *

Area of study _ *

Occupation – *

5/7/25, 8:02 PM Phishing Email Detection

https://docs.google.com/forms/d/1btDVyCt09F_p48BWRFJrD4Jrv2R1BYRuB9TgS6end6U/edit 2/7



9.

Mark only one oval.

Extremely familiar

Moderately familiar

Somewhat familiar

Slightly familiar

Not at all

10.

Mark only one oval.

Less than 2

2 - 5

6 - 10

More than 10

Familiarity with technology - *

Time spent on internet per day approximately (in hour) - 

5/7/25, 8:02 PM Phishing Email Detection
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11.

Mark only one oval per row.

12.

Mark only one oval.

Less than a year

1- 3

4 - 6

7 - 9

10 or more

Please indicate the amount of time you spend on each of the following activities
per day (in hours) -

*

Less
than 1

1-2 2-3 3-4 4-5
More
than 5

Social Media

Research

Email
communication

Education

Entertainment

Financial
purpose

Others

Social Media

Research

Email
communication

Education

Entertainment

Financial
purpose

Others

How long have you been using email approximately (in year)? *

5/7/25, 8:02 PM Phishing Email Detection
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13.

Mark only one oval.

Multiple times a day

Once a day

Several times a week

Once a week

A few times a month

Rarely (once a month or less)

Never

14.

Check all that apply.

Personal communication (e.g., with family/friends)
Work-related communication (e.g., with colleagues, clients, etc.)
Academic communication (e.g., with professors, students, academic institutions)
Online purchases (e.g., receiving order confirmations, tracking)
Financial services (e.g., banking, investment, taxes)
Social media accounts (e.g., for notifications or signups)
Subscriptions and newsletters
Other

How often do you use email? (Select the option that best describes your usage) *

What is the primary purpose of your email usage? (Select all that apply) *

5/7/25, 8:02 PM Phishing Email Detection
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15.

Mark only one oval.

Once a day

Multiple times in a week

Once a week

Multiple times in a month

Once a month

Once a year

Never

16.

Mark only one oval.

Yes

No

Not sure

17.

Check all that apply.

Smartphone was infected with a virus or some malicious software
Email, banking, social networking, or other personal account password or information

was stolen and misused
Was tricked into buying or participating in a service which turned out to be a scam
Personal or private information was posted on the Internet on social network or online

forums without authorization or approval
Never noticed anything suspicious
Other

Do you encounter phishing emails? *

Have you ever fallen (i.e., became a victim) for a phishing email? *

Have you ever experienced any privacy or security issues? (Select all that apply) *

5/7/25, 8:02 PM Phishing Email Detection
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18.

Mark only one oval.

Yes

No

This content is neither created nor endorsed by Google.

Have you attended any phishing attempt focused training or awareness programs?

 Forms

5/7/25, 8:02 PM Phishing Email Detection
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1. Email *

2.

Mark only one oval.

Phishing

Non-phishing

Email Identification Task
Please review the content of the emails below carefully and decide whether these emails are 
example of phishing attempts or legitimate communication.

* Indicates required question

Email-1 *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 1/27



3.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

4.

Mark only one oval.

Phishing

Non-phishing

How confident do you feel about the response you provided? *

Email-2 *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 2/27



5.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

6.

Mark only one oval.

Phishing

Non-phishing

7.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

How confident do you feel about the response you provided? *

Email-3 *

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 3/27



8.

Mark only one oval.

Phishing

Non-phishing

9.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

Email-4 *

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 4/27



10.

Mark only one oval.

Phishing

Non-phishing

11.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

Email-5 *

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 5/27



12.

Mark only one oval.

Phishing

Non-phishing

13.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

Email-6 *

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 6/27



14.

Mark only one oval.

Phishing

Non-phishing

Email-7 *

5/7/25, 8:11 PM Email Identification Task
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15.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 8/27



16.

Mark only one oval.

Phishing

Non-phishing

Email-8 *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 9/27



17.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 10/27



18.

Mark only one oval.

Phishing

Non-phishing

Email-9 *

5/7/25, 8:11 PM Email Identification Task
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19.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

20.

Mark only one oval.

Phishing

Non-phishing

How confident do you feel about the response you provided? *

Email-10 *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 12/27



21.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

22.

Mark only one oval.

Phishing

Non-phishing

How confident do you feel about the response you provided? *

Email-11 *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 13/27



23.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

24.

Mark only one oval.

Phishing

Non-phishing

How confident do you feel about the response you provided? *

Email-12 *

5/7/25, 8:11 PM Email Identification Task
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25.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 15/27



26.

Mark only one oval.

Phishing

Non-phishing

Email-13 *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 16/27



27.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 17/27



28. Email-14 *

5/7/25, 8:11 PM Email Identification Task
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Mark only one oval.

Phishing

Non-phishing

29.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 19/27



30.

Mark only one oval.

Phishing

Non-phishing

31.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

Email-15 *

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task

https://docs.google.com/forms/d/1drjeR0vewRrhAAZXD5eRzYbV_r_duvLNxsNJ0gA0cIY/edit 20/27



32.

Mark only one oval.

Phishing

Non-phishing

33.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

Email-16 *

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task
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34.

Mark only one oval.

Phishing

Non-phishing

35.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

Email-17 *

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task
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36.

Mark only one oval.

Phishing

Non-phishing

Email-18 *
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37.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

How confident do you feel about the response you provided? *

5/7/25, 8:11 PM Email Identification Task
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38.

Mark only one oval.

Phishing

Non-phishing

Email-19 *
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39.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

40.

Mark only one oval.

Phishing

Non-phishing

How confident do you feel about the response you provided? *

Email-20 *

5/7/25, 8:11 PM Email Identification Task
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41.

Mark only one oval.

Not confident at all (0% – 20%)

Slightly confident (21% – 40%)

Moderately confident (41% – 60%)

Confident (61% – 80%)

Very confident (81% – 100%)

This content is neither created nor endorsed by Google.

How confident do you feel about the response you provided? *

 Forms
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