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Abstract

Serverless computing has transformed cloud security paradigms by eliminating infrastructure
management and enabling automatic scaling. However, its stateless nature introduces unique
Identity and Access Management (IAM) challenges such as over-permissioned roles,
ephemeral identities, and API authentication weaknesses. Traditional security models fail to
provide adequate protection, as they rely on persistent entities and perimeter-based controls. Zero
Trust Security (ZTS) provides a robust framework for addressing these concerns by
enforcing least privilege access, continuous identity verification, and strict authentication
protocols. This paper explores the key IAM vulnerabilities in serverless environments and
presents Zero Trust strategies to mitigate these risks, ensuring secure and compliant deployments

in cloud-native architectures.
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1. Introduction

The rapid adoption of serverless computing has revolutionized cloud architectures by allowing
developers to deploy code without managing underlying infrastructure (Smith et al., 2024).
Platforms such as AWS Lambda, Azure Functions, and Google Cloud Functions execute

stateless functions on demand, ensuring efficiency and cost savings.



Despite these advantages, serverless architectures introduce significant security risks,
particularly in Identity and Access Management (IAM). Since serverless functions do not have
persistent identities and typically operate with automatically assigned permissions, traditional
security mechanisms such as network segmentation and firewall-based access controls are
ineffective (Jones & Patel, 2024).

The Zero Trust Security (ZTS) model has emerged as an essential approach for mitigating
serverless security threats. Unlike legacy perimeter-based security models, which assume trust
within the network boundary, Zero Trust requires continuous authentication, strict access

controls, and real-time monitoring for every request (Chen et al., 2024).

This paper examines the 1AM challenges in serverless environments and presents Zero Trust

strategies for securing function identities, API interactions, and role-based access controls.

2. ldentity and Access Management (IAM) Challenges in

Serverless Environments

2.1 Lack of Persistent Identities

Serverless functions execute ephemerally, meaning they do not maintain persistent user or
machine identities (Brown et al.,, 2024). Traditional security models rely on long-lived

credentials and static identities to enforce access policies. However, in serverless architectures:

« Functions are instantiated on demand and terminated immediately after execution.
e There is no persistent user session, making it difficult to enforce identity tracking.
e Zero Trust Solution: Implement short-lived credentials and federated identity

providers to authenticate functions dynamically.

2.2 Over-Permissioned IAM Roles



Cloud service providers require developers to assign IAM roles to serverless functions, granting
them access to cloud resources (e.g., databases, APIs, storage buckets). However, many
organizations configure these roles with excessive privileges for convenience (Garcia & Li, 2024).

This creates attack vectors where a compromised function can:

o Escalate privileges and access unauthorized resources.
« Modify cloud configurations or exfiltrate sensitive data.
e Zero Trust Solution: Apply the Principle of Least Privilege (PoLP) and enforce role-

based access control (RBAC) to minimize permissions.
2.3 API Authentication and Exposure Risks

Serverless applications heavily rely on APIs for inter-function communication. This introduces

risks such as:

o Hardcoded API keys: Storing credentials in function code increases exposure risks if
the code is leaked.

e Weak authentication: Many APIs rely on static tokens, which attackers can intercept or
reuse.

e Zero Trust Solution: Use JWT-based authentication, OAuth 2.0, and mTLS (mutual

TLS) to enforce strict identity verification.
2.4 Limited Visibility and Monitoring

Traditional security tools struggle to capture security events in serverless environments due to

their ephemeral nature (Miller et al., 2024). Challenges include:

« Inability to track user sessions due to short-lived function execution.

e Lack of real-time threat detection, as functions spin up and terminate within
milliseconds.

e Zero Trust Solution: Implement cloud-native SIEM solutions, enable fine-grained

logging, and deploy behavioral anomaly detection.



2.5 Insider Threats and Misconfigured Access

Insider threats in cloud environments often stem from misconfigured 1AM policies, which grant
excessive permissions to developers, DevOps engineers, or service accounts (Williams &

Zhang, 2024). To mitigate insider risks:

e Zero Trust Solution: Enforce multi-factor authentication (MFA), implement JIT (Just-
In-Time) access, and use attribute-based access control (ABAC) for granular access

policies.

3. Implementing Zero Trust Security in Serverless

Architectures

3.1 Enforcing Least Privilege Access Control

e Assign granular 1AM policies to limit function permissions.
« Use fine-tuned condition policies to enforce access based on location, device type, and

security posture.
3.2 Strengthening API Authentication and Authorization

e Use OAuth 2.0 and OpenlID Connect (OIDC) for secure API access.

o Implement API Gateway security policies, such as rate limiting and request validation.
3.3 Adopting Micro-Segmentation for Function Isolation

o Group serverless functions into security zones to prevent lateral movement.
e Use VPC configurations and service meshes (e.g., Istio, Linkerd) for encrypted intra-

service communication.

3.4 Implementing Continuous Monitoring and Threat Detection



o Deploy cloud-native SIEM platforms (e.g., AWS CloudTrail, Google Chronicle).

o Enable real-time function monitoring and automated anomaly detection.
3.5 Securing Serverless Functions with Zero Trust Networking

« Implement identity-based access policies instead of relying on IP-based restrictions.

e Restrict outbound network access from functions to prevent data exfiltration.

4. Conclusion

The ephemeral nature of serverless computing presents unique IAM security challenges, which
traditional security models cannot address. Organizations must transition to Zero Trust
Security (ZTS) to enforce continuous identity verification, least privilege access, and real-

time monitoring.

By implementing granular 1AM policies, strong APl authentication, micro-segmentation, and

continuous threat detection, organizations can:

o Reduce attack surfaces in cloud-native environments.
e Prevent unauthorized access and privilege escalation attacks.

e Ensure secure, scalable, and compliant serverless deployments.

As serverless adoption continues to rise, Zero Trust Security must become a foundational

strategy for securing modern cloud applications against evolving threats.
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