ECCOLA

Game Sheet— How to Play the Cards

Info: ECCOLA is easy to apply in practice. It is a sprint-by-sprint evolving process that empowers
ethical thinking in the product development process. As a result, ethical development is enhanced
and Work Product Sheets (WPS) are created . The WPSs help you measure the Trustworthiness of
the product. ECCOLA is an evolving set of cards and you choose the parts that are relevant to

your work.

How to: ECCOLA is intended to
be used during the entire design
and development process in
three steps:

1. Prepare - Choose the relevant
cards for the current sprint.
Document selected cards and
justification on WPS.

2. Review - Keep the selected

3.Evaluate

cards on hand during single
tasks. Write down if any actions
are taken based on the cards

3. Evaluate — Review to ensure
that all planned actions are
taken. Revise the card deck, and
if necessary, review tasks again.

Practical Tip: Repeat the process in every iteration.
Remember to do a retrospective afterwards. Think about
what worked & what did not. Choose the parts that are the
most relevant for your work in the next round.

1. Prepare
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Trans
parency

#3 Communication

Motivation: In practice, communicationis a big part of
being transparent with your stakeholders. Being
transparentin communication can generate trust.

What to Do: Ask yourself:

What is the goal of the system? Why is this particular
system deployed in this specific area?

What do you communicate about the system to its
users and end-users? Is it enough for them to
understand how the system works?

If relevantto your system, do you somehow tell your
(end-)users that they are interacting with an Al
system and not with another human being?

Do you collect user feedback? How is it used to
change/improve the system?

Are communication and transparency towards other
audiences, such as the general public, relevant?

Practical Example: Clearly stating what data you collect
and why can make you seem much more trustworthy.

#4 Documenting
Trade-offs

Transpa

rency

Motivation: One important part of transparent system
developmentis the documentation of trade-offs.
Whenever you make a decision, you choose one option
over other alternatives. However, documenting why
and what the alternativeswere is important.

What to Do: Ask yourself:

* Arerelevantinterests and valuesimplicated by the
system and potential trade-offs between them
identified and documented?

* Who decides on such trade-offs (e.g. between two
competing solutions) and how? Did you ensure that
the trade-off decision and the reasons behind it were
documented?

Practical Example: Documenting trade-offs can improve
your customer relationship, allowingyou to better
explain why certain decisions were made over others.

Moreover, it can reduce the responsibility placed on the
individual developer(s) from an ethical point of view.

#0 Stakeholder
Analysis

Motivation: In order to understand the big picture, it is

importantto first understand who the system can affect

and how. Try to also think past the obvious, direct
stakeholders such as your end-users.

What to Do: Identify stakeholders.

* Who does the system affect, and how? Stakeholders
are not simply users, developers and customers.

* How are the various stakeholders linked together?

¢ Canthese different stakeholdersinfluencethe
development of the system? How?

* Remember that a user is often an organization and
the end-user is an individual. Similarly, Al systems
can treat people as objects for data collection.

Practical Example: Autonomous cars don’t just affect

their passengers. Anyone nearby is affected; some even

change the way they drive. If at one point half of the

traffic consists of self-driving cars, what are the societal

impacts of such systems? E.g., how are the people who

can’t afford one affected? Regulationsarising from such

systems also affect everyone.
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#5 Traceability

Motivation: Traceability supports explainability. It helps

us understand why the Al acts the way it does.

What to Do: Document. Different types of
documentation (code, project etc.) are typically key in
producingtransparency.

* How have you documented the development of the
system, both in terms of code and decision-making?
How was the model built or the Al trained?

* How have you documented the testing and
validation process? In terms of data and scenarios
used etc.

* How do you document the actions of the system?
What aboutalternate actions (e.g. if the user was
different but the situation otherwise the same)?

Practical Example: When the system starts making

mistakes, by aiming for traceability, it will be easier to
find out the cause. Consequently, it will also be faster
and possibly easier to start fixing the underlyingissue.
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#1 Types of
Transparency

Trans
parency

Motivation: When consideringtransparency, it is
importantto understand who you are being transparent
towards, and what you are being transparentabout.

What to Do: Consider the following...

* Areyou trying to understand something? (Internal
transparency)

* Areyou trying to explain something? (External
transparency)

* Areyou trying to understand orexplain how the
system works? (Transparency of algorithms and data)

* Areyou trying to understand orexplain why the
system was made to be the way it now is?
(Transparency of system development)

* External stakeholdersto consider, among others:
(end-)users, safety certification agencies, accident
investigators, lawyers or expert witnesses, and
society at large for disruptive technologies
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Motivation: Transparency makes ethical development
possible in the first place. To make it ethical, we must
understand how the system works and why it makes
certain decisions.

What to Do: Ask yourself:
* How do you test if the system fulfillsits goals?

* Have you tested the system comprehensively,
includingunlikely scenarios? Have the tests been
documented?

* When the system failsin a certain scenario, will you
be able to tell why? Can you replicate the failure?

* How do you assure the (end-)user of the system’s
reliability?

Practical Example: An autonomous coffee machine
successfully brews coffee 8 times out 10. While thisis a
decent success rate, we are left wondering what
happenedthe 2 times it failed to do so, and why. Errors
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#2 Explainability

Motivation: If we cannotunderstand the reasons behind the
actions of the Al, it is difficult to trust it.

What to Do: Ask yourself:

Is explainability a goal for your system? How do you plan
to ensureit?

How well can each decision of the system be understood?
By both developersand (end-)users.

Did you try to use the simplestand mostinterpretable
model possible for the context?

Did you make trade-offs between explainability and
accuracy? What kind of? Why?

How familiar are you with your trainingor testing data?
Can you change it when needed?

If you utilize third party componentsinthe system, how
well do you understandthem?

Practical Example: When interacting with a robot, users
could ideally ask the robot “why did you do that?” and
receive an understandable response. This would make it

much easier for them to trust a system.
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Motivation: Privacy is a rising trend in the wake of
various recent data misuse reveals. People are now
increasingly conscious about handingout personal
data. Similarly, regulationssuch as the GDPR now affect
data collection.

What to Do: Ask yourself:

What data are used by the system?

Does the system use or collect personal data? Why?
How is the personal data used?

Do you clearly inform your (end-)users about any
personal data collection? E.g., ask for consent,
provide an opportunity to revoke it etc.

Have you taken measures to enhance (end-user)
privacy, such as encryption or anonymization?

Who makes the decisions regarding data use and
collection? Do you have organizational policiesfor it?

Practical Example: Rather than collecting and selling
data, appealingto privacy can also be profitable.
Regulationsare makingit increasingly difficult to collect
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Compare this to a cellphone application that just states

. are inevitable, but we must understand the causes
it needs to access your camera and storage.

behindthem and be able to replicate them to fix them. lots of personal data for profit. Privacy can be an

alternateselling pointin today’sclimate.
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Safety &
Security

Agency &
Oversight

#11 Human Oversight #12 System Security

#10 Human Agency

Motivation: Aside from carefully planningwhat data
you collect and how, it is also importantto plan how it
can or will be used and by whom.

Motivation: While cybersecurity is importantin any
system, Al systems present new challenges. Cyber-
physical systems can even cause fatalitiesin the hands

Motivation: As Al are trained usingdata, the data used
directly affects how the system operates. Both the nature
and the quality and integrity of the data used has to align

Motivation: People interacting with the system or using it
should be able to understandit sufficiently. Users should be
able to make informed decisions based on its suggestions, or

Motivation: Al systems should support human
decision-making. They should not undermine human
autonomy by making decisions for us, meaningthey

with the goals of the system.

What to Do: Ask yourself:

What are good or poor quality data in the context of your
system?

How do you evaluate the quality and integrity of your
own data? Are there alternative ways?

If you utilize data from external sources, how do you
control their quality?

Did you align your system with relevant standards (for
example SO, IEEE) or widely adopted protocols for daily
data managementand governance?

How can you tell if your data sets have been hacked or
otherwise compromised?

Who handles the data collection, storage, and use?

Practical Example: In 2017, Amazon scrapped its

What to Do: Ask yourself:

* Who can access the users’ data, and under what
circumstances?

* How do you ensure that the peoplewho access the
data: 1) have a valid reason to do so; and 2) adhere
to the regulationsand policies related to the data?

* Do you keep logs of who accesses the data and
when? Do the logs also tell why?

* Do you use existing data governance frameworks or
protocols? Does your organization haveits own?

Practical Example: Third parties you give access to the
data can misuse it. A prominent example of this is the
case of Cambridge Analytica and Facebook, in which
data from Facebook was used questionably. However,
such incidents can also paint your organizationina bad

to challenge its suggestions. Al systems should let humans
make independentchoices.

What to Do: Ask yourself:

* Does the system interact with decisions by human actors,

i.e. end users (e.g. recommendingusers actions or
decisions, or presentingoptions)?

* Does the system communicate to its (end) usersthat a
decision, content or outcome is the result of an
algorithmic decision? Into how much detail doesit go?

* Inthe system’s use context, what tasks are done by the
system and what tasks are done by humans?

* Have you taken measures to prevent overconfidence or
overreliance on the system?

Practical Example: A medical system recommends
diagnoses. How does the system communicate to doctors

should be subject to human oversight.
What to Do: Ask yourself:

* Who can control the system and how? In what
situations?

* What would be the appropriate level of human
control for this particular system and its use cases?

* Relatedto the Safety and Security cards: how do you
detect and respond if something goes wrong? Does
the system then stop entirely, partially, or would
control be delegatedto a human? Why?

Practical Example: Assuming control is especially
related to cyber-physical systems such as drones or
other vehicles. For purely digital systems, the focus
should be on supporting human decision-making

of maliciousactors.

What to Do: Ask yourself:

Did you assess potential forms of attacks to which
the system could be vulnerable? Did you consider
ones that are unique or more relevantto Al systems?

Did you consider different types of vulnerabilities,
such as data pollution and physical infrastructure?

Have you verified how your system behavesin
unexpected situationsand environments?

Does your organization have cybersecurity
personnel? Are they involved in this system?

Practical Example: The autonomous nature of Al
systems makes new vectors of attack possible. A white
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Account
ability

#18 Auditability

Motivation: Regulationsaffecting Al and data may

#19 Ability to
Redress

Account

ability

Motivation: Making sure people know they can be

Account

#20 Minimizing

ability

Motivation: Minimizing negative impacts of the system

Negative Impacts

Card Themes

Analyze

Data

necessitate audits of systems in the future. Similarly, if compensated in some way in the event something goes is financiallyimportant for any developerorganization. Transparencv AgenCV & OverSight
the system causes damage, an audit might be wrong with the system is importantin generating trust. Incidents are often costly.
equested. It is good to have mechanisms in place : : . .
rbe(}(l;rehand IS8 vemechanisms in pfac Such scenarios should be planned in advanceto what What to Do: Safetv & Securltv We]_lbe]_ng
) extent possible.
What to Do: Ask yourself: What to Do: Ask yourself: » First, consider... Fairness Accountability

Is the system auditable?
Can an auditbe conducted independently?
Is the system available for inspection?

What mechanisms facilitate the system’s
auditability? How is traceability and logging of the
system’s processes and outcomes ensured?

Practical Example: In heavily regulated fields such as
medicine, audits are typically required before a system
can be utilized in the first place.
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* Whatisyour (developerorganization) responsibility
if the system causes damage or otherwise has a
negativeimpact?

* Inthe event of negativeimpact, can the ones
affected seek redress?

* How do you inform users and other third parties
about opportunitiesfor redress?

Practical Example: Al systems can inconvenience users
in unforeseen, unpredictable ways. Dependingon the
situation, the company may or may not be legally
responsible for the inconvenience. Nonetheless, by
offering a digital platform for seeking redress, your
company can seem more trustworthy while also
offering additional value to your users.

ECCOLA
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* Isyour stakeholder analysisis up-to-date (Card
#0)

* Have you discussed risks? (Card #13)
* Have you discussed auditability? (Card #18)
* Haveyou discussed redressissues? (Card #19)

* Arethe peopleinvolved with the development of the

system also involved with it during its operational
life? If not, they may not feel as accountable.

* Are you aware of laws related to the system?

* Canusers of the system somehow report

vulnerabilities, risks, and other issues in the system?

*  With whom have you discussed accountability and
other ethicalissues related to the system, including
grey areas?

ECCOLA
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