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Static Application Security Testing (SAST)
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SAST is widely used
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Beller et al. (2016), Analyzing the State of Static Analysis



How effective are SAST tools?
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Existing studies measure the effectiveness of SAST tools mainly on benchmarks with artificial security bugs
- Inserted artificial vulnerabilities are relatively easy to spot, as they are usually inserted in the form of small syntactic 

code changes

- Evaluations performed on such benchmarks report detection rates of around 80% – even 100% for certain types of 
vulnerabilities – for some of the analyzers studied

State-of-Practice & Problem
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Geng et al. (2020), An Empirical Study on Benchmarks of Artificial Software Vulnerabilities
Bundt et al. (2021), Evaluating Synthetic Bugs



Existing studies measure the effectiveness of SAST tools mainly on benchmarks with artificial security bugs
- Inserted artificial vulnerabilities are relatively easy to spot, as they are usually inserted in the form of small syntactic 

code changes

- Evaluations performed on such benchmarks report detection rates of around 80% – even 100% for certain types of 
vulnerabilities – for some of the analyzers studied

State-of-Practice & Problem

Do the high SAST detection rates for artificial vulnerabilities 
also hold true for real-world security bugs?
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we take a closer look at:
(1) How to automatically evaluate SAST tools against real-world vulnerability benchmarks?

(2) How effective are state-of-the-art SAST tools at detecting vulnerabilities?

(3) What are the challenges and opportunities of SAST?

In today‘s talk …
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Why automated evaluation?

à Manual analysis:
- Time-consuming: ~200 vulnerabilities, thousands of SAST tool findings

- Subjective: results may be biased towards the reviewer(s)

- Hardly reproducible

- Difficult to extend by further SAST tools

Automated SAST Tool Evaluation
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Why automated evaluation?

à Manual analysis:
- Time-consuming: ~200 vulnerabilities, thousands of SAST tool findings

- Subjective: results may be biased towards the reviewer(s)

- Hardly reproducible

- Difficult to extend by further SAST tools

Automation = approximation

à When do we consider a vulnerability detected by a SAST tool?

Automated SAST Tool Evaluation
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Comparison of vulnerability type?

No Yes

# Affected code locations 
to detect?

≥1 Scenario 1 (S.1-1) Scenario 2 (S.1-2)

All Scenario 3 (S.2-1) Scenario 4 (S.2-2)

SAST Vulnerability Detection Scenarios
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Levels of approximation:
(1) Code location (flagged code ⟺ vulnerable code)

(2) Vulnerability type (issued vuln. type ⟺ actual vuln. type)

SAST Vulnerability Detection
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Levels of approximation:
(1) Code location (flagged code ⟺ vulnerable code)

(2) Vulnerability type (issued vuln. type ⟺ actual vuln. type)

We need (real-world) ground truth information for both!

SAST Vulnerability Detection
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Ground Truth – Common Vulnerabilities & Exposures

Vulnerability identifier, description, and severity

https://nvd.nist.gov/vuln/detail/cve-2017-5130 18
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Ground Truth – Common Vulnerabilities & Exposures

Vulnerability identifier, description, and severity

(1) Link to vulnerability patch (GitHub commit)

(2) Common Weakness Enumeration (CWE),

i.e., vulnerability type
https://nvd.nist.gov/vuln/detail/cve-2017-5130
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Levels of approximation:
(1) Code location (flagged code ⟺ vulnerable code)

- At what abstraction (lines, BBs, or functions) should we check if the marked code matches the vulnerable code?

(2) Vulnerability type (issued vuln. type ⟺ actual vuln. type)

SAST Vulnerability Detection

21



Levels of approximation:
(1) Code location (flagged code ⟺ vulnerable code)

- At what abstraction (lines, BBs, or functions) should we check if the marked code matches the vulnerable code?

(2) Vulnerability type (issued vuln. type ⟺ actual vuln. type)
- How can we (automatically) assess if the vulnerability type output by the SAST tool matches that of the vulnerability?

SAST Vulnerability Detection

22



Levels of approximation:
(1) Code location (flagged code ⟺ vulnerable code)

- At what abstraction (lines, BBs, or functions) should we check if the marked code matches the vulnerable code?

(2) Vulnerability type (issued vuln. type ⟺ actual vuln. type)
- How can we (automatically) assess if the vulnerability type output by the SAST tool matches that of the vulnerability?

SAST Vulnerability Detection

23



Root Cause vs. Manifestation

Vulnerability

Root Cause Manifestation

Can occur at different 
code locations
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Root Cause vs. Manifestation

Vulnerability

Root Cause Manifestation

Can occur at different 
code locations

25

SAST Tool

Flags

Root cause analysis is difficult!

To avoid false positives, SAST tools
rather mark the code location(s) where
a vulnerability may manifest.



Root Cause vs. Manifestation

Manifestation

Can occur at different 
code locations
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SAST Tool

Flags

CVE
(Ground Truth)

Patch code:

Root Cause

Provides



Detection Code Granularity

Manifestation
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Root Cause
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But …

Manifestation
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SAST Tool

Flags
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(Ground Truth)

Root Cause
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Within the same
function?



But …

Manifestation
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SAST Tool

Flags

CVE
(Ground Truth)

Root Cause

Evaluation

Function-level

Within the same
function?

Case study (+50 CVEs): Root cause
and the corresponding manifesta-
tion(s) mostly (92%) occur within the
same function.



Levels of approximation:
(1) Code location (flagged code ⟺ vulnerable code)

ü Function-level abstraction

(2) Vulnerability type (issued vuln. type ⟺ actual vuln. type)
- How can we (automatically) assess if the vulnerability type output by the SAST tool matches that of the vulnerability?

SAST Vulnerability Detection
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Levels of approximation:
(1) Code location (flagged code ⟺ vulnerable code)

ü Function-level abstraction

(2) Vulnerability type (issued vuln. type ⟺ actual vuln. type)
- How can we (automatically) assess if the vulnerability type output by the SAST tool matches that of the vulnerability?

SAST Vulnerability Detection
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CWE Mapping …

deallocuse
(Cppcheck)

USE_AFTER_FREE
(Infer)

cpp/use-after-free
(CodeQL)

Analyzer-specific
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CWE Mapping …

deallocuse
(Cppcheck)

USE_AFTER_FREE
(Infer)

cpp/use-after-free
(CodeQL)

CWE-416
(„Use After Free“)

Analyzer-specific

Analyzer-agnostic
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CWE Mapping …

deallocuse
(Cppcheck)

USE_AFTER_FREE
(Infer)

cpp/use-after-free
(CodeQL)

CWE-416
(„Use After Free“)

CWE-415
(„Double Free“)
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CWE Mapping and Grouping

deallocuse
(Cppcheck)

USE_AFTER_FREE
(Infer)

cpp/use-after-free
(CodeQL)

CWE-416
(„Use After Free“)

CWE-415
(„Double Free“)

CWE-825 CWE-664
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Levels of approximation:
(1) Code location (flagged code ⟺ vulnerable code)

ü Function-level abstraction

(2) Vulnerability type (issued vuln. type ⟺ actual vuln. type)
ü CWE mapping and grouping (à comparison of top-level CWEs, i.e. vulnerability classes)

SAST Vulnerability Detection
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Levels of approximation:
(1) Code location (flagged code ⟺ vulnerable code)

ü Function-level abstraction

(2) Vulnerability type (issued vuln. type ⟺ actual vuln. type)
ü CWE mapping and grouping (à comparison of top-level CWEs, i.e. vulnerability classes)

Alright, but how „realistic“ is this approximation?

SAST Vulnerability Detection
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Levels of approximation:
(1) Code location (flagged code ⟺ vulnerable code)

ü Function-level abstraction

(2) Vulnerability type (issued vuln. type ⟺ actual vuln. type)
ü CWE mapping and grouping (à comparison of top-level CWEs, i.e. vulnerability classes)

Alright, but how „realistic“ is this approximation?

à Case study (10 CVEs): Slight over-approximation of SAST effectiveness when using our automated 

approach instead of manual analysis!

SAST Vulnerability Detection
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we take a closer look at:
(1) How to automatically evaluate SAST tools against real-world vulnerability benchmarks?

(2) How effective are state-of-the-art SAST tools at detecting vulnerabilities?

(3) What are the challenges and opportunities of SAST?

In today‘s talk …
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RegEx Flawfinder

AST ClangTidy

Semantic

Logic

Infer

CodeQL

CommSCA1

SymEx
Clang SA

Cppcheck

Selected SAST Tools

1 Commercial SAST tool

We use the static analysis platform
CodeChecker as „front-end“ for Clang-
Tidy and Clang SA.
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Subject Programs:

Benchmark Dataset
Vulnerability Distribution:
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Vulnerability Type (CWE ID)

# 
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CWE−664 CWE−682 CWE−691 CWE−703 CWE−707

CWE-664: Improper Control of a Resource Through its Lifetime (117)

CWE-682: Incorrect Calculation (27)

CWE-691: Insufficient Control-Flow Management (7)

CWE-703: Improper Check or Handling of Exceptional Conditions (29)

CWE-707: Improper Neutralization (12)
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RQ.1: SAST Tool Effectiveness

FLF: Flawfinder
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CQL: CodeQL

CCH: CodeChecker

CSA: CommSCA
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Scenario 3 (S2−1) Scenario 4 (S2−2)

Scenario 1 (S1−1) Scenario 2 (S1−2)
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RQ.1: SAST Tool Effectiveness (cont‘d)
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RQ.1: SAST Tool Effectiveness (cont‘d)

FLF: Flawfinder

CPC: Cppcheck

IFR: Infer
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CCH: CodeChecker

CSA: CommSCA
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RQ.1: Take-Away

- State-of-the-art C code SAST tools overlook a large number of real-
world vulnerabilities

- Even the best tool (CommSCA) misses 47% (S.1-1), 70% (S.1-2), 
64% (S.2-1), and 80% (S.2-2) of the 192 vulnerabilities, while flag-
ging ~15% of the functions
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RQ.2: Take-Away

- Using multiple SAST tools improves bug detection by 11–34 per-
centage points (across the scenarios) compared to a single tool, 
while flagging 15pp more functions

- The best combination(s) still miss 30% (S.1-1), 57% (S.1-2), 43%
(S.2-1), and 69% (S.2-2) of the 192 vulnerabilities
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RQ.3: Take-Away

- CWE-{664,703} vulnerabilities are more effectively detected than 

those belonging to CWE-{682,707,691}

- Across the scenarios, 32%–66% of the 117 CWE-664 vulnerabilities 

and 24%–59% of the 29 CWE-703 ones are missed



Thank you!
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Check out our dataset:
https://zenodo.org/record/6600197

https://zenodo.org/record/6600197

